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Jint _ cdecl main(int al, char **a2)

t
i size t i; // [esp+l8h] [ebp-18Ch]

int v4; // [esp+lCh] [ebp-188h]
unsigned int v5; // [esp+11Ch] [ebp-8h]

5 = _ readgsdword(@x14u);
Hoif { al <= 1)
o1

printf("usage: ¥s flag\n", *a2);
exit(1l);
}
sub_SBtISSSDj
for ( 1 =@; 1 < strlen(a2[1]); +Hi )

printf("%@2x", *({unsigned _ int8 *}&v4 + a2[1][1]));
putchar(1@);
return 8;
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int _ cdecl sub_B8@4858D(_BYTE *al)
i
unsigned int wl; // eax
int v2; // edx
char v3; // al
char wv4; // 5T1B_1
char vs; // al
int result; // eax
unsigned _ int8 v7; // [esp+lih] [ebp-Eh]
char v8; // [esp+1Bh] [ebp-Dh]
char v9; // [esp+1Bh] [ebp-Dh]
int v1@; // [esp+lCh] [ebp-Ch]

vl =[{time(@);
srandl VL)

do
v1l@ = (unsigned _ int8
while { !'vie );
*al = vle;
w7 o= 1; |
vEB = 13
do
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(v7 & @xBAu) == @ )

if (

vi = 8;
else

y3 o= 273

7 = w2 "~ v3;

00000594 sub_S045550:20 (S045594)
| <

B E RE A E I I 8] AR R B LA, (ER AR E L VORI HAR B 17— 41, B U A5 Oxfffb ol fig

int _ cdecl main(int al, char **a2)

=

size t i; // [esp+18h] [ebp-1@Ch]
int v4; f/ [esp+lCh] [ebp-188h]
unsigned int v5; // [esp+11Ch] [ebp-5h]

v5 = _ readgsdword(@x14u);

if (81 <=1)

1
printf(“usage: #s flag\n", *al);
exit(1l);

sub_B84858D(&v4);

for ( i =@; 1 < strlen(z2017%: ++3i 3
printf("%ezx" | *((unsigned _ ints *)&wa + a2[1][1i]))]]
putchar(1@);
return @;
b
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Ltext:080486E8 mow dword ptr [esp+l8h], @

.text:880486E8 jmp short loc_8@4871C

e T e
Jtext:ese436EA

Ltext:880486EA loc_B8@486EA: ; CODE XREF: main+AAlj
.text:880486EA mov eax, [esp+aCh]

text:888486EE add eaw, 4

Ltext:880486F1 mov edx, [eax]

Ltext:880486F3 mow eax, [esp+lsh]

.text:B88486F7 add eax, edx

Ltext:080486F9 movzx  eax, byte ptr [eax]

text:B88486FC movsx  eax, al

Ltext:@80486FF movzx  eax, byte ptr [esp+eax+1Ch]
text:BEe48704 movzx  eax, al

Jtext: 88843767 I mov |esp+d |, eax |

.text: 88048708 mov dword ptr [esp], offset a@2x ; "¥o2x"
Ltext:@8048712 call _printf

Ltext:88048717 add dword ptr [espt+lsh], 1
Jtewtieseds7lc

Ltext:8804871C loc 8@4371C: ; CODE XREF: main+5FTj
Ltext:8884871C mow ebx, [esp+l8h]

.text:080487208 mov eax, [esp+aCh]

Jtext: 88848724 add eaw, 4

.text:88048727 mov eax, [eax]

Ltext: 08048729 mow [esp], eax HE

Ltext:8804872C call _strlen

Ltext:88848731 cmp ebx, eax

Ltext: 88048733 jb short loc_8@486EA

Ltext: 880848735 mow dword ptr [esp], @&h ; ¢
Ltext:88084873C call _putchar
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set =0
set =256
while <
b *0x80485b4
b *0x8048707

run TWCTF

set =$i+l

set *(char* -0xc)=

continue

if ==0x95
print 9
x/256xb +0x1c
set =256

end

stop

end

egend

Breakpoint 2, 9x88048787 in ?? ()

51 = 0xdeé

axffffcfbc: Oxd6
axffffcfca: Ox85
axffffcfcc: Ox7f
axffffcfda: 0x18
axffffcfdc: 0x02
Oxffffcfed: 0x81
axffffcfec: 0xb1
oxffffcff4: 0xb2
axffffcffc: Bxbc
axffffdeed: Oxe7
axffffdeec: Oxe6
axffffdei4: Oxdf
axffffdelic: Ox65
oxffffdez4: oxfe
axffffdezc: Oxed
oxffffde3q: 0x09
axffffde3c: 0x78
axffffdedq: 0x71
axffffdedc: Oxds
oxffffdas4: 0xf3
axffffdasc: 0x55
axffffdecd: Ox77
axffffdecc: 0x52
axffffda7v4: 0xd9
axffffda7vc: Oxef
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@xc9
0xb4
0x37
0x61
0x48
0x10
Ox72
Oxa7
0x36
Ox8e
0x64
Ox7e
Ox5a
Ox4c
0x16
0x03
0xbo
0x12
0x34
0x5b
Ox87
0x66
0x7d
Oxe3
Oxcd
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Oxc2
0xd2
Ox7c
Ox17
0x26
x50
0x96
0x35
x99
0x63
0xbs
0x0b
Ox1f
0xb7
Oxf5
Ox6f
xab
Oxch
Oxfa
Oxod
Ox8f
0x19
0x82
0x41
0x90
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Ox70
@xc3
Ox45
@x75
Ox79
Oxao
ox2f
Oxco
@x15
0x31
Oxee
@x7a
@x30
Ox1d
x40
Ox67
Oxaz2
Oxco
0x3d
Ox6e
Oxe9
@xcc
Ox1c
Oxbd

x01 0x73
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import re

a = "95eeaf95ef942349995821722f492f72b19a7aaf72e6e776b57aee722fe77ab5ad9aaeb156729676ae7a236d99b1df4a"
box = '''Oxffffcfbc: Oxd6 Oxc9 Oxc2 Oxce Ox47 Oxde Oxda 0x70
oxffffcfcd: 0x85 Oxb4d Oxd2 Ox9e Ox4b 0x62 Oxle Oxc3
oxffffcfcc: Ox7f Ox37 Ox7c Oxc8 Ox4f Oxec Oxf2 Ox45
oxffffcfdd: Ox18 Ox61 Ox17 Oxla ©x29 ©x1l Oxc7 ©x75
oxffffcfdc: Ox02 Ox48 Ox26 ©x93 Ox83 Ox8a Ox42 ©x79
oxffffcfed: Ox81 Ox10 Ox50 Ox44 Oxc4 Ox6d Ox84 ©xao
oxffffcfec: Oxbl Ox72 Ox96 Ox76 Oxad ©x23 Oxbo Ox2f
oxffffcffd: Oxb2 Oxa7 Ox35 Ox57 Ox5e Ox92 Ox07 OxcO
oxffffcffc: Oxbc Ox36 Ox99 Oxaf Oxae Oxdb Oxef Ox15
Oxffffdood: Oxe7 Ox8e Ox63 Ox06 Ox9c Ox56 Ox9%a ©x31
Oxffffdeodc: Oxe6 Ox64 Oxb5 Ox58 Ox95 Ox49 Ox04 Oxee
oxffffdeld: oxdf Ox7e OxOb ©x8c Oxff Oxf9 Oxed Ox7a
oxffffdelc: Ox65 Ox5a Ox1f Ox4e Oxf6 Oxf8 Ox86 0Ox30
oxffffde24: oxfo Ox4c Oxb7 Oxca Oxe5 0x89 Ox2a 0x1d
Oxffffdo2c: Oxed Ox16 Oxf5 Ox3a Ox27 Ox28 Ox8d ©x40
Oxffffde34: Ox09 0x03 Ox6f Ox94 Oxa5 Ox4a Ox46 Ox67
oxffffde3c: Ox78 Oxb9 Oxab Ox59 Oxea 0x22 Oxfl Oxa2
oxffffded4: Ox71 0x12 Oxcb 0x88 Oxdl Oxe8 Oxac Oxc6
oxffffdedc: Oxd5 0x34 Oxfa Ox69 Ox97 Ox9f Ox25 0x3d
oxffffde54: Oxf3 Ox5b 0x0d ©@xal Ox6b Oxeb Oxbe Ox6e
oxffffde5c: Ox55 0x87 Ox8f Oxbf Oxfc Oxb3 Ox91 Oxe9
Oxffffde64: Ox77 0x66 Ox19 Oxd7 ©x24 0x20 Ox51 Oxcc
Oxffffde6c: Ox52 Ox7d Ox82 Oxd8 ©x38 Ox60 Oxfb Oxlc
oxffffde74: Oxd9 Oxe3 0x41 Ox5f Oxdo oxcf Oxlb oxbd
oxffffde7c: Oxef Oxcd Ox90 Ox9b ©xa9 0x13 Ox01 Ox73
oxffffde84: Ox5d 0x68 Oxcl Oxaa Oxfe Ox08 Ox3e Ox3f
Oxffffde8c: Oxc5 0x8b 0x00 Oxd3 Oxfd Oxb6 0x43 Oxbb
Oxffffde94: Oxd4 0x80 Oxe2 OxOc Ox33 Ox74 Oxa8 Ox2b
oxffffde9c: Ox54 0x4d Ox2d Oxad Oxdc Ox6c Ox3b 0x21
oxffffdead: Ox2e Oxab Ox32 Ox5c Ox7b Oxed@ Ox9d Ox6a
oxffffdoac: 0x39 0x14 Ox3c Oxb8 ©xBa 0x53 Oxf7 Oxdd
Oxffffdob4: Oxf4 Ox2c Ox98 Oxba Ox0B5 Oxel OxPe Oxa3
box = re.sub(r'(0xffff[a-z0-9][a-z0-9][a-z0-9][a-z0-9])"',"",box)
p = re.compile(r'(0x[a-z0-9][a-2z0-9])")

tmp = p.findall(box)

tmp [int(i,16) for i in tmp]

print(tmp)

for i in range(len(a)//2):
print(chr(tmp.index(int(a[i*2:i*2+2],16))),end="")
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