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Function name ~ int _ cdecl main()

1
_strlen setbuf(stdin, @);
setbuf(stdout, 8);
dword_804A038 1;

puts(”

_printf

_puts

o ne W

_stracap

s s

[¢void (%)

_exit

(void))((char

)&loc_s@487CL + 3))(); |

start

sub_5045650
sub_B045640
sub_5045710
sub_8048730
sub_5045750

E L H

w oo~

+

init

fini
_term_proc
setbuf

memset

_ libe_start _main
read

fflush

strlen

printf

_ stack_chk_fail
puts
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[F] Funetiens window o&8 x 04 Viewsh B | (5 Peendocodeh [[]  [O] Hex View-1 E] [E] Structures [ [E]  Fnme [ Inports [ (2] Exports [
Function name ~ .text:080488E0 . e ~
.text:880488E0 ; int _ cdecl main(int, char **, char **)
_strlen .text:888483E0 main proc near 3 DATA XREF: start+17to
_printf .text:@80488E0 ; _ unwind {
_puts .text: 88048350 push ebp |
_stracap Ltext:880488E1 mov ebp, esp
_exit Jtext:888488E3 and esp, BFFFFFFF@h
start .text:888438E6 sub esp, 1@h
sub_S048650 .text:888488E9 mov eax, ds:stdin
sub_B0486A0 .text:B88488EE mov dword ptr [esp+4], @ ; buf
sub_B04BT10 .text:@80488F6 mov [esp], eax ; stream
sub_5045730 Jtext:888488F9 call _setbuf
<ub_504675D .text:088488FE mov eax, ds:stdout
main .text:98848903 mov dword ptr [esp+4], @ ; buf
L .text:88048908 mov [esp], eax ; stream
indt _text:BB804890E call  _setbuf
Eini Jtext:88645913 mov ds:dword_8@4A888, 1
_term_proc _text:8584891D mov dword ptr [esp], offset s ; * -
setbuf . text:08048924 call puts
putchar .text 08848929 I_(all near ptr loc_88437C1+3 |
i) .text:8804892E mov. eax, o
memset Ltext:88848933 leave
_ libe_start main .text:03045934 retn
read Jtext:88048934 ; } // starts at 80483E0
Fflush .text:08848934 main endp
ctrlen .text:88048934
printf EEXEIBBABIBA § - mmm o e e
_stack_chk_fail .text:03648935 align 1oh
Pt v text:ese48948 ~
= Ltext: H SUBROUTINE
Line 21 of 38 00000SED 050456E0: main (Synchronized with Hex ¥iew—1} W
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[F] Funotions window o& % 04 Viewh B [[EPsendocodea [ [O] Hex View1 [ Structwres [ [£]  Ewams [ Inports [ (2] Exports [
Function name A .text:B884876F jnz short near ptr loc_88487C1+1 ~
text:080487C1
_strlen .text:8808487C1 loc_BB487C1: ; CODE XREF: sub_8@4875D+66]
_printf .text:888487C1 ;3 sub_8@4875D+6215 ...
_puts Ltext:888487C1 call near ptr 915A4B8Fh
s Ctext osoanrc:
_exit .text:@80487C1
start T TR T Croam.rap D pEgETEg T e T eI
sub_S046650 .text:088487C6 3 Channel 2 (diskette DMA) (address bits 16-23)
sub_S0486A0 Ltext:888487C8 in al, dx
sub_B048710 Ltext:888487C9 mov [eax], al
b 0048730 SEEXTIBBOBABTLY - - mmm e ooooooooooo-
T .text:080487CB db @
i :888487CC dd 14A16508h, B9@8@0EBh, BCO31F44Sh, B2444C7h, 14h, 42444C7h
L #80487CC dd @
inat :0804B7E8 dd 8998458Dh, @CDES2484h, OEBFFFFFDh, BC748C8FFh, 14082444h
fini @80487E8 dd 8D@@080Bh, 44899845h, 4C7@424h, 24h, BFDCEES@Bh, @CE33FFFFh
—term_proc 880487E3 dd 46E90774h, 41674831h, 2444C788h, 588h, 2444C700h, 4881784h
setbuf 880487E8 dd 98458D08h, @EB248489h, OFFFFFE@Sh, 6775C@85h, @E@2484C7h
putchar 880487E3 dd @EE@BB489h, BFFFFFDESh, 4A@8BAlh, 74C68588h, BEBEB6615h
15 880487E8 dd 74083105h, 4C7ESFSh, 124h, BFDEAESBBBh, 4S8DFFFFh, 24848998h
memset 880487E8 dd @FFFDSFESh, 2444C7FFh, 8, 2444898Bh, 98458D84h, 8981C883h
_libe_stert main :8884B7E8 dd 25E82484h, BIFFFFFDh, 44C78C45h, 18@424h, 458B0888h
read :@80457E8 dd 2484898Ch, @FFFEBCESh, SD1DEBFFh, 4899@45h, @FD52ES24h
FFlush :080487ES dd @EE83FFFFh, 24448081h, 9@458D@4h, BES248489h, OFFFFFEIDh
strlen :B8@457ES dd 4ABE0Alh, 24848988h, BFFFD23ESh, BF4458BFFh, 14@53365h
printf 880487E3 dd 74000000h, BFD42ESBSh, BCICIFFFFh
ctack ohk Fail . ;88048728 ; } // starts at 86487C4
— .text:080488E0
puts Vv _
. text: : SUBROUTINE
Line 20 of 38 000007C1 080487C1; sub_B04876D:loe_B0487C1 (Synchronized with Hex ¥iew-1) v
[=] Output window 0o & x
[ 864A888: using guessed type int dword 584ABSS; =]
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[F] Punotions window o8& % 04 Viewh B [[EPsendocodea [ [D] Hex Viewt [ Structwres ][]  Ewams [ Inports [ (2] Exports [
Function name ~ .text:@8048781 loc_8@48761: ; CODE XREF: sub_8@4875D+1ET] ~
.text:830487681 mov dword ptr [esp], 8Ah ; c
_strlen .text:@8048788 call  _putchar
_printf -2 |.text:8804878D jz short near ptr unk_88487C2
_puts |- |.text:@88487BF jinz short near ptr unk_8@437C2
ey
_exit | |-text:ese4s78F
start R PRBARTAE e
sub_B048690 e | 18804871 db 8E8h

188048702 unk_B@487C2 db 8Coh ; CODE XREF: sub_8@48750+601j
183848702 ; sub_B@4875D+6217

183843703 db @C3h

@8@8487C3 ; } // starts at 884875D

83048704 ; _ unwind {

sub_5048640
sub_S045710
sub_B045730
sub_50457ED

main

init 188848704 db 55h ; U ; CODE XREF: main+49lp

‘E‘,‘“ . text:888487C5 db  89h |

et text:080487C6 ; ------- -] --

~term_proc Ltext:888487C6 in eax, 8lh ; DMA page register 74L5612:

sethuf .text:@888457C6 ; Channel 2 (diskette DMA) (address bits 16-23)

putcher L text:@88487C8 in al, dx

s Ltext:880487C9 mov [eax], al

memset B b

_ libe_start_main t:880487CB db @

read t:880487CC dd 14A16500h, 89000000h, 8C031F445h, 52444C7h, 14h, 42444C7h

fflush 1B88487CC dd @

strlen ¢t :B8E@487E8 dd 89984530h, @CDES2484h, BEEFFFFFDh, BC743C8FFh, 14852444h

printf 1BBR487ES dd 8Deeeeeeh, 44899845h, 4C78424h, 24h, BFDCEEB@Bh, BCB33FFFFh

stack chk fail 1B38487E3 dd 46E38774h, 41674831h, 2444C7@@h, 5@3h, 2444C780h, 4351784h
;ll:s -7 o 1BBR4B7ER dd 98458088h, @E824848%h, @FFFFFE@Bh, 677508385h, @E@2484C7h
3 1B38487E8 dd @EB@8@48%h, BFFFFFDEBh, 4AB8BAlh, 74(88588h, BEBEB36615h

Line 20 of 38 000007CS 0Z0457C5: . text: 05045705 (Synchronized with Hex View—1) v
[S] output window O& x
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Function name ~ N .text:880487C2 ; sub_884875D+621] ~
Ltext:988487C2 leave
_=trlen . text:088457C3 retn
_printf .text:@80487C3 ; } // starts at 5@4875D
_puts SEEXEIBBBABTCA - - - - o s mm
_stracap .text:888487C4
_exit Ltext:9804587C4 loc_B88487C4: ; CODE XREF: main+49lp
start . text:B88457C4 ; _ unwind {
sub_S046660 .text:830487C4 push ebp
sub_B04B6A0 Ltext:888487C5 mov ebp, esp
<ub 5046710 .text:@88487C7 sub esp, &8h
sub_8045730 Ltext:888487CD mov eax, large gs:14h
ub S04ETED Ltext:88848703 mov [ebp-8Ch], eax
mai; .text:088487D6 xor eax, eax
L .text:88048708 mov dword ptr [esp+8], 14h
toat _text:B30437E0 mov dword ptr [esp+d], @
Find . text:080487E8 lea eax, [ebp-78h]
~term_proc .text:080487EB mov [esp], eax
setbuf .text:@8@457EE call  _memset
putcher . text:B8e487F3
s .text:888487F3 loc_B8B487F3: ; CODE XREF: .text:loc_8@487F31j
memset Ltext:980487F3 jmp short near ptr loc_8@487F3+1
_ libe_start_main iR BBBAB TS - o - - oo oo
read .text:088487F5 db 8Ceh
£flush db ash ; H
strlen db 8C7h
printf db a4h ; D
_ stack_shk_fail db 24h 5 3
db 8
puts v db 14h
>
Line 20 of 38 0DDOOFFS 0B0487F3: . text:loo_30457F3 (Synchronized with Hex ¥iew—1) v
[=] Output window 0& x
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[F] Functions window o8 x 4 Viewh ) | [Ersendocodeh [ [D] Hex View1 [ Structwres [ []  Eoums ) Imports [ (B Experts [
Function name A . text:88e487C4 push ebp ~
. text:086487C5 mov ebp, esp
_strlen . text:880487C7 sub esp, 88h
_printf . text:@888487CD mov eax, large gs:14h
_puts . text:08048703 mov [ebp-aCh], eax
_stroemp . text: 08048706 xor eax, eax
_exit . text:08648708 mov dword ptr [esp+8], 14h
start . text:@88487E0 mov duord ptr [esp+d], ©
sub_B048690 . text:@80487ES lea eax, [ebp-78h]
=ub BO486A0 . text:080487EB mov [esp], eax
—ub BO4E7L0 . text:@8@487EE call  _memset
[ —. . text:@88487F3
—ub_BO4E7ED .text:080487F3 |loc_B@487F3: ; CODE XREF: .text:loc_B8@487F31j
nein . text:@88487F3 jmp short near ptr loc_8@487F3+1
o L textr@B@4BTFI | o]
init .text:@88487F5 db eceh
Eini .text: db 48h ; H
~term_proo .text db 8c7h
setbuf Stext db 44h ; D
putchar .text db 24h
MDE Ltext: db 8
memset .text: db 14h
_ libe_start main .text db ]
read Jtext: db -]
FFlush Ltext: db )
strlen .text:@80487FF db 8Dh
printf .text:@3848300 db 45h ; E
o Ml BT .text: 08048801 db 9vh
puts . . text: 88048802 db &sh
> .text:03848303 db 44h ; D
Line 20 of 38 000007F3 030487F3: . text:loc_S0437F3 (Synchronized with Hex View—1) v
[=] output windew o8 x

8@4AB83: using guessed type int dword_884A838;
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[F] Fanctions window 0 & x 14 Vier-s [ [ Psendocodes [ [O] Hex Viewl [ Structwres [ [E]  Enws [0 Tnports [0 (B Ewports [

Function name S .text:@80487C4 55 push  ebp ~
.text:88@487C5 89 ES mow ebp, esp

7 thlm .text:88@487C7 81 EC 88 00 6@ 20 sub esp, 88h

f| _printf .text:830487CD 65 Al 14 @2 82 @@ mow eax, large gs:14h

f| puts .text:88848703 89 45 F4 mov [ebp-@Ch], eax

f| _strocap .text:88848706 31 8 xor eax, eax

F| _exit Ltext:08045708 C7 44 24 @3 14 20 02 20 mow dword ptr [esp+8], 14h

F| start .text:@80487E0 (7 44 24 04 99 00 00 00 mov dword ptr [esp+4], 8@

F| sub_g048am0 .text:088487E8 8D 45 90 lea eax, [ebp-7@h]

7| sub_m0ageAn .text:@80487EB 89 @4 24 mov [esp], eax




sub S045710 LEXLIWeWS6/CC C6 U FU FT T Carl _mems ey
<ub, 5045730 text:@80487F3
ub S04ETED text:@88487F3 loc_8@8487F3: ; CODE XREF: .text:loc_8@487F31]
main text:@380487F3 EB FF jmp short near ptr loc_8@487F3+1
= text:@88487F3 M
[f] init : ca db aceh
] fiud a8 db 4sh ; H
F| _term_proc & g
f] setbuf 4 do 4zh ;D
|f] putchar 24 db 24h
7] 15 88 do 3
] memset 14 db 14h
| _libe_start_main -] db B
read -] do @
7| Eflush -] db @
7| strlen a0 db  8Dh
7] printf 08048800 45 db 4sh ; E
(7| _stack_chk_fail 108045801 90 do  9eh
T ;ts -7 v 08048802 B9 db 29k
o 68048803 44 db 44h ; D
< >
Line 20 of 38 ODOO07FS 0B0457F3: . text:loc_B0457F3 (Synchronized with Hex ¥iew-1) v
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Funotions window o& x mh Viewd B [Erzevdocodeh [ [O] Hex View-t [ [A] Stewctwres [ [E  Ewms [ Inparts [ (] Exparts [
Eunction name ~ . text:030487C4 1o.:_m§7c4: 3 CODE XREF: main+49ip ~
. text: 098848704 3 __unwind {
—£flush . text:@80457C4 55 push  ebp
_strlen .text:080487C5 B89 ES mov ebp, esp
_printf . text:830457C7 81 EC 85 @0 00 00 sub esp, 88h
__ stack_chk_fail .text:@80487CD 65 Al 14 00 00 00 mov. eax, large gs:14h
_puts . text:@88487D3 89 45 F4 mov [ebp-8Ch], eax
_strocmp .text:23048706 31 C@ xor eax, eax
_exit .text:88048708 (7 44 24 08 14 00 60 89 mov dword ptr [esp+8], 14h
start .text:088487E8 (7 44 24 04 0@ @2 22 @0 mov dword ptr [esp+4], @
=ub_R045680 .text:@88487E8 8D 45 90 lea eax, [ebp-78h]
<ub_B04B6AD . text:B8@487EE 89 84 24 mov [esp], eax
=ub_BO4BTL0 :eﬁg:x:;ig E8 CD FD FF FF call memset
. text: & nop
su:,gg::::g . text:088457F4 FF (B inc eax
s . text:0880487F6 48 dec eax
meln . text:888487F7 (7 44 24 68 14 66 60 08 mov dword ptr [esp+8], 14h
imit .text:@80487FF 8D 45 90 lea eax, [ebp-78h]
fini . text:088048382 89 44 24 84 mov [esp+4], eax
_tern_proc .text:08048306 C7 04 24 08 90 00 0 mov dword ptr [esp], @
setbuf . text:@30488@D E8 CE FD FF FF call _read
putchar .text:83048812 33 (8 xor eax, eax
s} r- | text:88e48814 74 @7 jz short loc 8848810
memzet : .text:@88@8483816 E9 46 31 48 67 jmp near ptr
__libec_start_main | . text:08848816 H
Tead 1 ® | text:03048518 41
£flush 1 ¥ |-text:ese4ssic ee
strlen : . text: 83848810 e
printf v I .text:@80848310D
: . text:884881D loc_8@4881D: ; CODE XREF: .text:08@483141j
>
'
Line 20 of 40 1 DODDO7F3 DB047F3: . text:0B0487F3 (Symchronized with Hex View-1) v
[Z] Output window o & x
804A088: using guessed type int dword 584AB38; “
Fython |
AU idle Down Disk: 135GE
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xor eax, eax
jz short loc_804881D
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[F] Funotions window o& % 04 Viewh B [[EPsendocodea [ [O] Hex View1 [ Structures [ [E]  Eoms ) Inports [ (2] Exports [
Function name ~ .text:@80487EE ES (D FD FF FF call  _memset ~
.text:888487F3 90 nop
—fElush .text:@80487F4 FF (O inc eax
_strlen . text:B88457F6 48 dec eax
_printf .text:080487F7 C7 44 24 08 14 09 00 00 mov dword ptr [esp+8], 14h
_ =stack_chk_fail Jtext:@88487FF 8D 45 9@ lea eax, [ebp-7@h]
_puts Ltext:83048382 39 44 24 @4 mov [esp+a], eax
_strocmp .text:88048806 (7 @4 24 0B 8@ B0 00 mov dword ptr [esp], @
_=An .text:@88@4880D ES CE FD FF FF call read
start .text:08@48812 33 C@ xor eax, eax
sub_5048690 - ¥ |.text:08048814 74 @7 z short loc 8848810
cub,_B046AD | |-text:08043816 E9 46 31 48 67 Jmp near ptr G6F44B9Glh
<ub 48710 | |.text:98848816 FT e
b B046730 1% |-text:p8043816 41 db 41h ; A
o AnaaTD | ® |.text:0304881C 00 db 2 |
e ] text: 85848310 T e e e e e e e e




Ll | |-text:#884881D
it | |.text:0804881D loc_864881D: ; CODE XREF: .text:086488141j
Eini P | text:0304881D C7 44 24 0F @5 00 @8 00 oV dword ptr [esptal, 5
_term_proc Ltext:88848825 (7 44 24 @4 17 33 @4 @8 mov dword ptr [esp+4], &6
sethuf .text:@804882D 8D 45 9@ lea eax, [ebp-7@h]
putchar .text:A5848838 89 64 24 mov [esp], eax
s .text:88048833 EB @8 FE FF FF call strncmp
memset .text:83048838 85 (@ test eax, eax
_ libo_start_maim - |-text:@804833A 75 67 jnz short loc_B8@48843
el ! Jtext:@804883C (7 @4 24 E@ 89 84 @8 mowv dword ptr [esp], offset aYouAreVeryClos ; "You are very close! Now patch
£flush | ® |.text:08048843 E8 E8 FD FF FF call  _puts
strlen : .text:08848848 Al B8 A@ @4 B8 mow eax, ds:dword_8@4A883
. | .text:9804884D 85 (@ test eax, eax
printf w i
> | ODODDBLC 0B048BIC: | text:DB04851C (Synchrenized with Hex View—1) v
Line 20 of 40 - < >
=] Output window o8& x

‘SW@ES: using guessed type int dword_8@4A088;

Python |

AT idle Disk: 135GE

Down

SRJGTE 008048816 )& [ KA —AbELE:, Hrp— S0k E ox8048817h ,

HAE T REARARY, TR, DR HONEIEE T .

R IDA - echo-server C\Users\66\Desktop\i¥@\echa-server
Hle Edit Search View Debugger Windows
HEH e B S 3w DO ol X b

Jump Options Help

Ho debugger

il
10T -

~| e
]

| Library function Ml Regular function Ml Instruetion Data Unexplered External symbel
[F] Funotions window Oo& x 04 Viewh ] [[EPsendocodea [ [3] Hex Viewl [ Structures [  [£]  Exuns Inports [ (2] Exports |
Function name ~ Ltext:@8@487F3 9@ r.|op ~
.text:888487F4 FF (@ inc eax
Z| fflush _text:@88487F6 48 dec eax
strlen .text:@88487F7 (7 44 24 88 14 00 08 00 mov dword ptr [esp+3], 14h
_printf .text:988487FF 8D 45 9@ lea eax, [ebp-7@h]
_ =stack_chk_fail Ltext:98848802 89 44 24 @4 mov [esp+a], eax
_puts .text:83048306 C7 04 24 @0 20 00 @@ mov dword ptr [esp], @
_strucmp .text:0804880D EB8 CE FD FF FF call _read
_exit Ltext:98048812 33 (@ xor eax, eax
ctart -2 | text:08048814 74 07 jz short loc_8@4881D
<ub_5048650 | |-text:08048814 e
sub_8048640 | text:88048316 E9 db @Edh
—ub_ 6048710 : text: 88048817 46 db  46h ; F
sub_SU‘!B?SU | text:88843818 31 db 31k ; 1
57804875]] : text:030433819 40 db  4eh ; @
st i text:B8684881A 67 db &7h ; g
main ' text:08048818 41 db 41h ; A
indt | ¢ [ TERTTUEOITEIC B9 [:l:] T
fini ! |-text:eseassip M
_term_proc | .text:0804381D
sethuf ! «text: 88845810 loc_8@84881D: ; CODE XREF: .text:@80488141]
putchar P | text:nE04881D C7 44 24 03 05 60 08 09 mov dword ptr [esp+3], 5
LISy Ltext: 08048825 (7 44 24 @4 17 88 @4 88 mow dword ptr [esp+4], 80843317h
memset .text:0804882D 8D 45 90 lea eax, [ebp-7@h]
__libe_start_main .text:08048830 89 04 24 mov [esp], eax
P! .text:@8848833 E8 @8 FE FF FF call _strncmp
£flush .text:038048838 85 (@ t-ESt eax, eax
strlen - [-text:@3804883A 75 67 jnz short loc_B8@488A3
printf " |7 |.text:0804883C (7 84 24 E6 59 04 03 mov dword ptr [esp], offset aYouAreVeryClos ; "You are very close! How patch
I
% ! 00000516 03048816 | text:08048516 (Synchronized with Hex View1) v
I
Line 20 of 40 - < >
5] Output window 08 x
‘SW@ES: using guessed type int dword_8@4A088; “‘
Python | |
AT idle Down Disk: 135GE
N NSRSt N 2 NASER N Sty
RIVEIRRHR, AI/E oxesesss17 %A, MR 7R
“ IDA - echo-server C:\Users\66\Desktop\i¥@\echo-server - x

Ele Edit Search View Debugger Windows

HEHi e B S 3 e @0 et
; (LU

Jump Options Help

¥ X P
FEmTrTTEEmn

Ho debugger

~| % e i R
i (e -

Library function [l Regular function M Instruction | Data || Unexplored  External symbel

Functions window Oo& x 04 Viewh B [[EPsendocodea [ [O] Hex View1 Structures [E]  Enuns Inports [ (2] Exports |
Function name ~ .text:@80@487F3 90 ~

.text:080487F4 FF (@ eax

£| £flush .text:088487F6 48 eax

_strlen .text:880487F7 (7 44 24 08 14 00 00 00 dword ptr [esp+8], 14h

_printf .text:@80487FF 8D 45 9@ eax, [ebp-7@h]

__ stack_chk_fail .text:@8848302 89 44 24 B4 [esp+4], eax

_puts .text:08048306 (7 04 24 06 60 00 00 dword ptr [esp], @

_strncap .text:88@4880D ES CE FD FF FF _read

=il .text:88048812 33 (8 eax, eax

tart -2 |.text:08048814 74 @7 short loc_8@4881D

aub 5048500 | |-text:egedssld FT e

<ub_B046AD | * |.text:08048816 E9 db 0GR

<ub_S045710 ! .tenjbsmsau 45 31 49 67 41 29 ?Flﬁa db 'Flga’,e

sub_8045730 ! ::ﬁ jg:xsﬁg L

sub_G0475D ! | text:0804381D loc_884881D: ; CODE XREF: .text:8804881415

main % | text:0304881D C7 44 24 0F @5 00 00 00 mov dword ptr [esp+8], 5

indt .text:88048825 7 44 24 @4 17 88 @4 @8 mov dword ptr [esp+4], 8248817h

Eini .text:83048320 3D 45 9@ lea eax, [ebp-7@h]

_term_proe .text:88048830 89 84 24 mov [esp], eax

sethuf .text:08048833 E8 88 FE FF FF call  _strnemp

putchar .text:08048838 85 C@ test eax, eax

s r--- |.text:@8@4883A 75 67 jnz short loc_B8@488A3

memset : .text:83084883C C7 @4 24 E6 89 @84 @83 mow dword ptr [esp], offset aYouAreVeryClos ; "You are very close! Now patch

_ 1ibe_start main h .text:88048843 ES E8 FD FF FF call  _puts

read ! .text:08048848 Al 88 A@ 04 88 mov eax, ds:dword_BB4ABSS

£flush i .text:0804884D 85 @ ifast eax, eax

strlen | r- |-text:B804884F 74 15 jz short loc_B8@48866

; | 1 |-text:eseasss1
printf v L
I
» Vo 00000817 08048817 . text: oF1Ga (Symchronized with Hex View—1) ~

Line 20 of 40 e | >




5] Output window O & x

‘SEMABES: using guessed type int dword_8@4A088;

Python |

L_IE*]

AU idle Down Disk: 135GE

TEFIFER IR A —4b b, &4 —%)"You are very close! Now patch me~"
DA L FRAT T RN 7 R EEH P AN T/ R 2 " F1@gA", BATTIE TR F 2l R

KRISHE R T, B IE AR T flag, REFIRR T Epatch, HATHREETE, K FEF AT AS RIER.

ﬂ IDA - echo-server C\Users\66\Desktop\i¥@\echa-server - >
fle Edit Jump Search View Debugger Options Windows Help
SEH e BBE B 3w @O i@ X b O O[¥e debugeer MiklIEdHE D ol

Library function [l Regular function M Instruction | Data || Unexplored  External symbel

[F] Functions window 0oe& x 04 View-h E]  [[Z Psendocodei (3] Hex Viewt [E] Structures [E Evws s Inports ] Exports
Function name ~ 183848320 5D 45 9@ lea eax, [ebp-78h] ~
103048830 89 04 24 mov [esp], eax
f| _£flush ;08048833 E8 @8 FE FF FF call  _strncmp
_strlen :@3@48338 85 (@ test eax, eax
_printf - 198848834 75 67 jnz short loc_8@488A3
__ stack_chk_fail ! :8804883C C7 04 24 EG 89 84 08 mov dword ptr [esp], offset aYouhreVeryClos ; "You are very ow patch me~
_puts h :08048843 E8 EB FD FF FF call  _puts
_strncap ! 188848848 Al 88 AB @4 98 mov eax, ds:dword_584ABES
_erxit i :@384534D 85 (@ test eax, eax
tart ! % |:eBesssar 74 15 jz short loc_B8@48866
sub_B048690 1 |F@8B4EsS1 .
b 8045640 ' |resessssl loc_8@48851: ; CODE XREF: .text:@8848857.j
b F4RTIN i |7 |:ese4sssl 66 BS EB €5 mov ax, 5EBh
=, ! 1@3@48855 31 (@ xor gax, eax
b_8045730 ! : v
sub_suqsrsn . ' ° |sesvaszs7 74 Fo iz short near ptr loc_sepsssi+l
s v 7 |:@8@48850 E8 (7 84 24 @1 call near ptr h
main |1 |:eseasssa T
init ' : 88 5] 5
Fini : | ) db @
_term_proe | : ;08 db @
setbuf V" lies db @Esh
patchar AT db BEAR
s 2 Jes db @FDh
memset . i db @FFh
_libo_start_main v db @FFh
read T
Fflush [
ctrlen !, |-esesszes loc_8@48866: ; CODE XREF: .text:8884884F1j
q | " |:esesssse 8D 45 90 lea eax, [ebp-78h]
printf M '
> . 00000857 0B048857: . text:0B048857 (Synchronized with Hex View—1) v
Line 20 of 40 - < >
5] Output window o8 x
‘BEMABSS: using guessed type int dword_3@4A0885; o
Python |
AT idle Dewn Disk: 135GB

PATRIIZ B ARk, JAVERH Z AT ERE T 2060 T FiE2 L, A8, A E 24" You are very close!
Now patch me~""T J7 4 Mgk 4%

“ IDA - echo-server C\Users\66\Desktop\i¥E\echo-server - X
Ele Edit Jump Search View Debugger Options Windows Help
SH - B 3 s DO dichat -2 X > OO S @ @

Library function Ml Regular function | Instruction | Data || Unexplored  External symbol

[F] Funetiens window oa8 x Ik Viewh B [[5 Prendocade—i [E] Hex viewt [E] strustures [E] Foums FE  Inports [ Exports
Function name ~ 8048825 C7 44 24 04 17 88 04 08 mov dword ptr [esp+d], ~
8048320 8D 45 98 lea eax, [ebp-78h]

_fflush 3048330 59 04 24 mov [esp], eax

_strlen 8848833 E8 @8 FE FF FF call  _strncmp
_priatf 3848838 85 (@ test eax, eax

___stack_ckk_fail r---2 |sea8a3a 75 67 jnz short loc_8@48BA3
_puts ! 884883C (7 84 24 EG 89 84 08 mov. dword ptr [esp], offset aYouhreVeryClos ; "You are very lo
_stracap h 8048843 E8 EB FD FF FF call put

_exit : BB43848 Al B8 AG B84 88 mov. eax, ds:dword_584AB38
start ' B@43340 85 C@ test eax, eax
sub_5048690 ! r--" [Besssar 74 15 jz short loc_8@48866
sub_5045640 ' . Ba4BBAF FooTTTTT T e s s s s s s s m oo
<ub_B048710 o e S gesh
sub_B046730 ! ! saassa2 ;
sub_AO4BTET L 8848352 loc_8@48852: ; CODE XREF: .text:@8@488574]
main 1 ™% l3aisgs) B3 EB @5 31 €O mov eax, BCB3185EBh
init | 1 12 |sessss? 74 F9 jz short loc 8848852
Eini [ 3848859 £8 (7 @4 24 01 call  near ptr

_term_proc : | e
sethuf [ db
putchar . db
5 ' . db
memset I db @
_ libc_start maim i db @
read [ db @
££lush i db @
- 1 dh &




#| strlen
printf

<

Line 20 of 40
Output windew

3848366 ;
00000834 0804883A; . text:0804883A (Synchronized with Hew View—l) v
‘ < >

O &8 x

804AB88: using guessed type int dword 884ABS8;

Python

A idle Down

RIX ESERYE dword_804A088 MIME KU e kL 1), 7 dword_8e4A088 1% X%,

Disk: 135GE

ik AR TR

xrefs to dword_B04A088

r o Lte
E I

Directir Ty| Address

Text

mov aax, d

ar

4

W malntid mor ds: dword_G044033, 1
Cancel Search Help
Line 1 of 2
WE =77, WL EET
P IDA - echo-server Ci\Users\66\Desktop\ifil\echo-server
File Edit Jump Search View Debugger Options Windows Help
T B 3w B0 gt F-F e X OO dbeeer v %l A B

SRR

A X5, &N dword_804A088 iX

Library funotion Ml Regular funetion | Instruotion | Data || Unexplored  External symbol
Functions window o& x 104 Viewh B | [EPeevdocodeh [[]  [O] Hex View-t ] [A] Structures [ [E]  Fnme [ Inports [ (2] Exports [
Function name ~ 30483E0 ; = =SUBROUTINE A
30483E0
f| £flush BR433ER ; Attributes: bp-based frame
strlen 8@488ER
_printf BB4ZBER ; int _ cdecl main(int, char **, char **)
__ stack_chk_fail 30483E0 main proc near DATA XRE|
_puts BB4BBES 3 __unwind {
_strocap 3B483E@ 55 push ebp
_exit BB48BEL 89 ES mov ebp, es
start 8@488E3 53 E4 FO and esp, BFFFFFFFBh
sub_8045690 8@488E6 83 EC 10 sub esp, 18h
—ub_B0486A0 BBASBE9 Al 68 AS B4 @3 mov eax, ds:stdin
<ub B045710 BB4BZEE C7 44 24 04 00 80 00 0@ mov dword ptr [esp+4], @ ; buf
b F4ETAN B483F6 59 B4 24 mov [esp], eax ; stream
b s0457ED 8B488F9 E8 82 FC FF FF call  _setbuf
b BB48SFE Al 80 A B4 08 mov eax, ds:stdout
main 3048903 C7 44 24 64 06 B0 08 60 mov dword ptr [esp+4], @ ; buf
it 3048906 59 94 24 mov [esp], eax ; stream
Eini B@4898E EE 8D FC FF FF call setbuf
_term_proc 3848913 C7 05 53 A@ 64 88 01 00 00 00 mov ds:dword 8e4AB85, 1
sethuf 8048910 C7 B4 24 @4 BA @4 08 mov dword ptr [esp], offset s ; * "
putchar 8848924 E8 @7 FD FF FF call  _puts
s 8848929 E8 96 FE FF FF call loc_88487C4
memset 304892F BS 00 06 60 60 mov eax, @
_libe_start_main 3048933 (9 leave
read 8848934 C3 retn
Eflash 8843934 B } // starts at 38488E@
strlen 8048934 main endp
q 3848934
printf )
I 00000913 08048913 main+33 (Synchronized with Hex View—1) v
Line 23 of 40 < >
[Z] Output window O& x
‘BWGES: force zero offsets in structures “‘
Python | J
Al idle  Down Disk: 135GE
T Soe AL 3 =) . S |
K IN dword_804A088 X HuhE [11H & 7E maine 2 - il 4w td (191,
“ IDA - echo-server C\Users\66\Desktop\i¥@\echa-server - =
Fle Edit Jump Search View Debugger Options Windows Help
Balndy & 3 o BO lighidF F-Feh X OO dbuzer MiklIcdH: 1 e

EE e

Functiens window

o & X

Function name

(7] _fflash
_strlen
_priatf

_ stack_chk_fail
_puts
_strucap
_exit
start
sub_S048630
sub_5045640
sub_8046710
sub_ 8046730
sub_5045750

~

R

Library function Ml Regular Function M Instructioen

Data [] Unexplored | External symbol
04 Viewh B [[EPsendocodea [ [O] Hex View1 [ Structwres 0] [£]  Enums [ Inports [ [ Experts [
8848838 85 (@ test eax, eax ~
BB4383A 75 B7 jnz short loc_8@8488A3
B884883C (7 @4 24 E@ 89 84 @8 mov dword ptr [esp], offset aYouAreVeryClos ; “"You are very close! Now patch me~"
8@48343 E8 EB FD FF FF call uts
8845348 Al 88 A8 B4 @8 mov eax, ds:dword_864A0338
B@4884D 85 (@ test eax, eax
r--- [3B4334F 74 15 jz short loc 8843866

8p4884F T e e e e e e e e e e I e e e
B@48351 66 db &6h
3248852 e
BB48852
B@48852 loc_3@48852: ; CODE XREF: .text:@8@483571j

:’ B@48852 B8 EB @5 31 (e mov eax, @CB3185EBh

== |BB43857 74 FO jz short loc 8848852
BB48359 E3 (7 @4 24 @1 call near ptr




main

.
et [ db B
; ;rluf o db @
ini | db 8
F _ter:_:roc } i db 8ESh
t Ep
F| setbu b db e:,—h
7| putchar P db @FDh
7| nms [ db @FFh
7| memset P db @FFh
F| __libe_start_main T
7] zead o 8848866
7 £flash [ 3848366 loc_B8483661 ; CODE XREF: .text:B884884F1]
7] strlen """ |seasses 8D 45 98 lea eax, [ebp-78h]
7] printf : 8048369 89 @4 24 mov [esp], eax
\
< > I 00000845 0045645 . taxt:08048848 (Synchronized with Hex View-1)
1
Line 23 of 40 - <

=] Output window

‘SEMABES: force zero offsets in structures

Python |

AT idle Down Disk: 135GE

FITBEAXIIE N1, test eax,eax BzirEN N0, zbrEALNONjZABRE:, B PLILALIjz5e A Bki%
XTIk Ab#E T patch, SCNjmp, A IRIEFET

Bl pwn@pc: /mntfc/Users/66/Downloads

%14 #flag: F8CE0EB40BF66919A77C4BD88D45DEF4

testB S5BHLAERAE, HAZF (T ) Bl
test eax,eax

Leax=0if, BzbrEALNL, jz BEEE, jnz Ak
Yeax=11, BzhrEAL RO, jz ABkEE, jnz Bhi%

cmp eax,eax
cmp HARBFRIEHARNE, HHEZF (Fhnd) E1.
Yeax=0f, BzbrEANL, jz Bk, jnz APk
Yeax=10, BzbrEANL, jz Bk, jnz Ak

testH U THANSHIMITHEZH  cmptl U S5 SHREE H
IR EE R oNoRh B zAR S AN ; IR EE Aot B zbr B he
Bzbrp BRI, JZBkEE , Jnz A BkEE

L zbR AN, JZ ARBEE , jnzbkis

jz: &R et Bk

jnz : G5 BA Kort B
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