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pwn@VirtualBox:~/easyGoS file easyGo
easyGo: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically
stripped

irtualBox:
Please input you flag lik
flag{2222}
Try again! Come on!
pwn@VirtualBox:

goiti BREF, ZHM Lwp, goih 5 BT T, M ERIwp K ZHUE HIDABIA TR S i, JAAKRT, ANEAEEAIER
FIDA7 O F#AIER . MR)5. o FRAHER 1
BORERMMER TR, KIS AR ERINE R, ERTT

AEIDAH Shift+F 1288 3 B 7478, Bk E . KEEHWinHexd# %, %#21F

rann? flan ININMTAS 122
Offset o 1 2 3 4 5 & 7T 9 B B C D E F = BNSI ASCII ~

OOQCEE30 | 6E €3 4C €1 79 6F 75 74 20 77 €9 74 €8 20 €9 6E nclayout with in
OOOCEE40 |74 65 72 66 61 63 65 20 72 65 63 65 69 76 €5 72 | terface receiver
OOQCEESO |20 72 75 €6E 74 €9 €D 65 3A 20 6C 66 73 74 61 €3 | runtime: lfstac
OOOCEE6O | 6B 2E 70 75 73 68 20 69 6E 76 61 6C 69 64 20 70 | k.push invalid p
OOQCEETO |61 €3 6B €9 6E €7 3A 20 €EE 6F €4 65 3D 43 6F 6E  acking: node=Con
OOOCEES0 |67 72 61 74 75 6C 61 74 69 6F 6E 20 74 68 65 20 _gracplacion the

€6 6C 61 67 20 79 6F 75 20 69 6E 70 75 74 20 69| flag you input i
OOOCEEAD |73 20 63 6F 72 72 65 63 74 21 63 61 6E 6E 6F 74| s correct!cannot
OOQCEEB0O |20 73 €5 6E €4 20 €1 66 74 €5 72 20 74 72 €1 6E  send after tran
OOOCEECO |73 70 6F 72 74 20 €5 6E 64 70 6F €9 6E 74 20 73 | sport endpoint s
OOQCEEDO & 75 74 €4 6F 77 €E €5 78 €9 74 73 79 73 &3 &l  hutdownexitsysca
OOQCEEEOD | 6C 6C 3& 20 73 79 73 63 €1 6C 6C 20 €6 72 €1 €D 11: syscall fram
OOOCEEFO | 65 20 69 73 20 6E 6F 20 6C 6F 6E 67 65 72 20 76 e is no longer v
OOQCEFO0 |61 6C €9 €4 68 €5 61 70 42 €9 74 73 53 €5 74 54 | alidheapBitsSetT
OOOCEF10 |79 70 65 34 20 63 61 6C 6C 65 64 20 77 69 74 68  ype: called with
OOQCEF20 |20 €6E 6F €E 2D 70 6F €9 €E 74 €5 72 20 74 79 70 | non-pointer typ
OOOCEF30 |65 72 65 66 6C 65 63 74 34 20 69 6E 74 65 72 6E  ereflect: intern
OOQCEF40 |61 6C 20 €5 72 72 6F 72 3A 20 €9 6E 76 €1 6C €9 | al error: invali
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In [1]: hex(©x400000 + Oxcee90)
Out[1]: 'Ox4cee90’

a IDA - easyGo C\Users\Administrator\Downloads\easy_go\easyGo\easyGo
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| Library function Ml Regular function Wl Tnstruction | Data [ Unexplored | External symbol
[F] Funetiens window o8& x 1A ¥iewh ] [©] Hex view-t [ [A] Strustwes [ Enuns B Tmports [ (@] Experts [
Function name ~ .rodata:0Be0000B0E4CEETA db 64h ; d ~
.rodata: 0008008084 EE7E db 65h ; =
sub_401000 .rodata:@A0080060B4CEETC db 3Dh ; =
sub_401140 .rodata:@@000088@84CEE7D unk_4CEE7D db 43h ; C 5 DATA XREF: .rodata:off_4E1148i0
sub_401150 .rodata:G8066606864CETE db &Fh ; o
sub_401160 .rodata:0B00000BRE4CEETF db 6Eh 5 n
sub_401170 .rodata: 00000000084 EEEE db 67h ; g
sub_4011C0 .rodata:G0B000008064CEEE] db 72h ;¢
=ub 401850 .rodata:90000000004CEEE2 db &lh ; a
<ub, 401590 .rodata:G8066606864CSEE3 db 74h ; t
cub 401090 .rodata:00000000084CEEES db 75h 5 u
b 4D1CED .rodata: 00000008084 EEES db 6Ch ; 1
L 401000 .rodata:GB000008064CEEEE db 61h ; a
sub_-
b ADLTED .rodata: 09000008084 EEET db 74h ; t
- .rodata: 88068606864 SEES db 69h ; i
sub_401E30 .rodata: @Be0000RERACEEED db &Fh ; o
sub_402040 .rodata:0000080084CEEEA db GEh ; n
sub_4020C0 .rodata:0B00ABARAAACEESE db  28h
sub_402000 .rodata: @800000BBBACEESC db 74h ; t
sub_4020E0 .rodata: GBAGAGAABRACEESD db 63h ; h
sub_4020F0 .rodata:00000000064CEESE db 65h ; =
sub_402100 .rodata: o db ool
sub_402130 .rodata:eeeeespoad db 66h 5 T
sub_402190 .rodata:000000peeeICEEIL db 6Ch ; 1
sub,_4023F0 .rodata: CEES2 db 61h ; a
sub 402590 .rodata:000000pPReRACEEI3 db 67h ; g
b 402610 .rodata:000000peeEICEESS db  26h
b 407GED .rodata:000008pEeE4CEEIS db 79h ;v
sub_402740 - .rodata: CEE96 db &Fh ; o
.rodata: =T qE—7STTT
>
ODOCEES0 0OD00000004CEESD: . rodata;O0D0D0DO004CEESD (Symohrenized with Hex Viewt) v
=] Output window o8 x

‘48E916: using guessed type __inte4 _ fastcall subitlSEQlB(iintsdl, int64,  int64);

[ Pythen ||

Al idle Dawn Disk: 176GE

ENFIXE, KO EmEBe T AANGIN, REEEE

.rodata:00808080004E113C db e
.rodata:80000000084E113D db a
.rodata:00808000004E113E db e
.rodata:80000000084E113F db a
.rodata:e0e00000004E1148 off_4E1148 dq offset unk_ 4CEE7D
.rodata:800000000084E1148 db 2Dh ; -
.rodata: 20022220004E1140 db e I
.rodata:00000000004E114A db a
.rodata:0000000004E1148 db e
.rodata:80000000084E114C db a
.rodata:0800000004E114D db e
.rodata:80000000084E114E db a
.rodata:00000000004E114F db e
.rodata:00808000004E1158 byte 4E1158 db 8BFh
.rodata:0808080004E1151 db BAgh
.rodata:80000000084E1152 db 4ch ; L
.rodata:0008080004E1153 db e
.rodata:80000000004E1154 db a
.rodata:00008080004E1155 db e
.rodata:80000000084E1156 db a
.rodata:00008000004E1157 db e
.rodata:800000000084E1158 db 13h
.rodata:0808080004E1159 db e
.rodata:80000000084E115A db a
.rodata:0808000004E1158 db e
.rodata:80000000084E115C db a
.rodata:0808000004E115D db e
.rodata:80000000084E115E db a
.rodata:0800PARABAELLSF db a

.rodata:e0e0e000004E1160 off_4E1168

dq offset unk_4CEF31

; DATA XREF: sub_49515@+27BTo

; DATA XREF: sub_49515@+1E&To

; DATA XREF: sub_474@87@+3B4Te

DO0E1149 00000000004E114%: | rodata:00000000004E114% (Synchronized with Hex View—1)

EAHGIMH, HER

Jext:popopopeRa4a5393
text:popoRoReRE495393
.text:0000002080495393 loc 495393:

text:popoRoReRE495393 Mo
text:popopapaRpadas397 mow
text:popopoReRE49539C Mo

; CODE XREF: sub_495158+1CCT]

[rsp+l@ah+var_18a], rdx
[rspt+l@eh+var _F8], rcx
[rsp+l@8h+var Fel. rbx



text
text
text
text
text
text
text

Lfext:
CText:

text
text
text
text
text
text
text
text
text
text
text
text
text
text
JText

: BpBRRRRERE4ISIAL
 BPepeRERRa4953A6
: BPBRRRREREAISIAB
 Bpepeneeea495361
: BpaBRBRBRB4OS3E4
: Bpepeneeea49536C
: BpBRRRRERE4IS3IC3
BopaeaReRe4953CE
eaeaea0008495302
: Bpapaeaeaed4953DA
: BpBpERRERE4953DE
 BpepeneRRa4953E2
: BpBRRRRRRE4ISIED
: Bpapaeaeaed953ED
 BpBRRRRRRE4ISIF2
: Bpapaeaeaed953FA
: BPBRBRRRRBAISIFF
: BpapeneRRa495408
 BpBRRRRERE49541]1
BpepeneeRa495416

1 BpBRERERBE4IS41E |

: Bpapepeeea4954168
: BpBRERRERE4I541E
: paaaeRRa88495418

loc_49541B:
mov

sub_4823F8

byte ptr [rsp+l@@h+var_E8], @
loc_49531E

wmme , xmme

[rsp+l@eh+var 48], xmm@

rax, unk_4AGDaa

gword ptr [rsp+l@@h+var 48], rax
rax, off_4Eli4e

gword ptr [rsp+l@@h+var 48+8], rax

rax, cs:qword_S572B18
rcx, off_4E28A8
[rsp+l@eh+var_188], rcx
[rsp+l@@h+var_F8], rax
rax, [rsp+l@eh+var_43]
[rsp+l@ah+var_F@], rax
[rsp+l@eh+var _ES8], 1
[rsp+l@éh+var_E@], 1
sub_4886E@

loc_495383

; CODE XREF: sub_495158+1B71]
[rsp+l@@h+var_68], rdx

DO0SE3CE 00000000004953CE: sub_495180+27E (Synchronized with Hex Wiew—1)

PREVCZn RS, JHllloc_4953931X /&M th s ILFA 70 32, AE LR, A= MIRBRE Rk i1,

ruction Data Unexplored External zymbol
IDA View—h @ @ Hex Wiew—l @ Structures LE Erums @ Imports @ Expor-
Ltext:060000208208495315 mow rex, [rax)]
Ltext: 495318 cm [raxt+8], rbx
- |.text:eopopoeee049531C jz short loc 495393 I
: . text:popopopeRa49531E
| . text:00000000800849531E loc_49531E: ; CODE XREF: sub 495158+25B47
: . text:popopopeRa49531E Xorps Xmm@, xmme
| . text:000000208008495321 movups [rsp+ledh+var_58], xmm@
! . text:0000222080495320 lea rax, unk_4AcDe@
| . text:00000820008495330 mow gword ptr [rsp+l@dh+var_58], rax
: . text:popopopaRa495338 lea rax, byte 4E1158
| . text:00000020800849533F mow gword ptr [rsp+l@@h+var_58+8], rax
: . text:Ba020000808495347 nop A
| . text:aaa20000888495348 mov rax, cs:qword_57 8
! . text:000002208049534F lea rcx, off_4E28A8
| . text:00000028208495356 mow [rsp+l@éh+var_188], rox
! . text:0000222000495354 mov [rsptleeh+var F8], rax
| . text:00000020880849535F lea rax, [rsp+l@eh+var_58]
! . text:0000022080495367 mov [rsptleeh+var F@], rax
| . text:000008208808495360 mow [rsp+l@éh+var_E8], 1
! . text:0000222880495375 mov [rsptleeh+var E@], 1
| . text:popopaReRa49537E call sub_4836B8
: . text:popopopapa4as5383
| . text:00000000800495383 loc_495383: ; CODE XREF: sub_495158+2C64]
! . text:0000022080495383 mov rbp, [rsp+l@@ht+var 8]
| . text:popoRoRERE495388 add rsp, laéh
: . text:popopopaRa495392 retn
| Bt e e e L e
: . text:popopopaRa495393
| . text:00000008008495393 loc_495393: ; CODE XREF: sub_495158+1CCT]
*+° | text:eoeeseeeR0495393 mov [rsptleeh+var_16a8], rdx

0009531C 000000000049631C: sub_485160+1CC (Synchronized with Hex View—1)

A DX 358 122 B 7 i i ) [X 45

0x4953184b47 —ANCMP, JFilllix g2 Gk, 2hi— T, EXE WA, & T E.
b *@x495318

Breakpoint 1 at 8x495318
r

Starting program: /home/pwn/easyGo/feasyGo

[New LWP 9260]
[New LWP 9261]
Please input you flag like flag{123} to judge:
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Bx2a ('*")
("flag{sss88}")
("flag{92094daf-33c9-431e-aB5a-8bfbdsdf9g8ad}")
("flag{92094daf-33c9-431e-aB5a-8bfbdsdf9g8ad}")
Ox38 ('8')
--> --= (mov eax,DWORD PTR [rip+@x16
] # 0x58e2ba)
--> ("6789 -abcdefghijklmnopgrstuvwxyzABCDEFGHIJ
KLMNOPQRSTUVWXYZ012345", '\377' <repeats 45 times>, "\085\377\377:;<=>?")
(cmp QWORD PTR [rax+0x8],rbx)

478

= ks (D wr sr s oms oss ows [ws

0x0
0x0
Bx2a ('*")
Bx2a ('*"')
("flag{92094daf-33c9-431e-a85a-8bfbd5df98ad}")
("6789_-abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZO
12345", '\377' <repeats 45 times>, "\005\377\377:;<=>?")
: Bx2a ('*')
: Bx40 ('@")
: 0x246 (

0x495307:
0x49530d:
0x495315:
=> 0x495318:

flag{92094daf-33c9-431e-a85a-8bfbd5df98ad
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