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lint _ cdecl main(int argc, const char **argv, const char **envp)
29
3 woid *v3; // eax
4 int wd; f/ edx
5 woid *v5; // eax
& int result; // eax
7 wvoid *v7; // eax
8 wvoid *v8; // eax
9 wvoid *v9; // eax
18 size t i; // [esp+4Ch] [ebp-8Ch]
11| char v11[4]; // [esp+5@h] [ebp-88h]
12 char v12[28]; // [esp+58h] [ebp-8@h]
13| char w13; f/f [esp+74h] [ebp-64h]
14
® 15 w3 = (void *)printf((int)8unk_446368, "Give me your flag:™);
@ 16 sub_4@13F@(v3, (int (_ cdecl *)(wvoid *))sub_483678);
© 17  sub_401448({int)&dword_4463F@, v4, (int)vi2, 127);
® 18 if ( strlen(vi2z) < 3@ &% strlen(viZ) > 4 ) /O FEEEGe H o4
19 {
® 20 strepy(vil, "EIS{"); | /7 BiafuA: EIS{
® 21 for [ 1 =8; 1 < strlen(vil); ++i )
22
® 23 if ( wi2[i] != v11[i] )
24
® 25 v7 = (void *)printf({({int)&unk_44636@, "Sorry, keep trying! ");
® 26 sub_4813F@(v7, (int (_ cdecl *)(wvoid *))sub_483678);
e 27 return @;
28 3
29 1
® 30 if (|viz == "} ) i 'E?§§R|
31
® 32 if (|sub_se11c(v12) )
® 33 vl = (vold T)printf{{int)&unk_44636@, |"Congratulations!|™);
34 else
® 35 vl = (void *)printf({({int)&unk_44636@, "Sorry, keep trying! ");
® 36 sub_4813F8(va, (int (_ cdecl *)(void *))sub_483678);
® 37 result = @;
38 3
39 else
40 Ty
® a1 vB = (void *)printf({({int)&unk_44636@, "Sorry, keep trying! ");
o4z sub_4813F@(va, (int (_ cdecl *)(void *))sub_483678);
® 43 result = @;
44 1
45}
46 else
47 {
® a3 v5 = (void *)printf((int)8unk_44636@, "Sorry, keep trying!™);
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1bool _ cdecl sub_4@l1Ce(char *al)

2q

[P I W, I Y}

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
38
31
32
23
34
35
36
37}

size t v2; // eax

signed int v3; // [esp+58h] [ebp-Béh]
char v4[32]; // [esp+54h] [ebp-ACh]

int v5; // [esp+74h] [ebp-8Ch]
int we; f/ [esp+78h] [ebp-88h]
size t i; // [esp+7Ch] [ebp-584h]

char v8[128]; // [esp+8@h] [ebp-88h]

if ( strlen(zl) <=4 )
return &;

i=4;
ve = @83

while ( i < strlen(zl) - 1)
va[veH] =

vB[vE]
vs o= @8;
vi = 8;

= 8;

al[i+];

memset(vs, @, @x208u);
for (1 =8; ; ++1 )

v2 = strlen(vi);
if (1 ¥=wv2)
break;

if ( vE[i] »= 'a’ 88 vE[i] <= 'z' )

vB[i] -=

w3

1
if ( !vs &8 va[i] >= 'A' && vB[i] <

= 1;

32;

va[i] += 32;

va[i] = byte 442@B@[i] ~ sub 4@13cCe(vi[i]); // FveTHRERTEEN4

Vi o=

}

return strcomp(”GONDPHYGJPEKruv{{pj]X@rF", v4) == @;

a;
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80442880 byte 4420E8
@8442081
88442082
@e442083
884420884
@8442@B5
8B4420E6
@e442087
@B4420E8
@8442089
88442884
@e4420B6
884420BC
@B442@860
@84420BE
@e4420BF
884426800
@e442601
8844202
@e442603
884426804
2844265
88442006
@e4426(7
8B4420C8
8844269
@B44260A
8E4420CE
@e44260C
88442800
@e4426CE
8B4420CF

‘7 )

db @Dh

db  13h
db 17h
db 11h
db 2
db 1
db 28h
db  1Dh
db @Ch
db 2
db 1%h
db  2Fh
db 17h
db  2Bh
db 24h
db  1Fh
db 1Eh
db  16h
db 9
db  @Fh
db 15h
db  27h
db 13h
db  26h
db @ah
db 2Fh
db  1Eh
db 1ah
db  2Dh
db @Ch

db. 22h,;

db 4
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11int cdecl sub 4813Ce(1int al

A ]

3 return (3l ™~ 8x55) + 72;
4}

WRE LR )b, JATE i F AR

#include "stdafx.h"
#include <stdio.h>
#include <string.h>

int main(int argc, char* argv[])

{

char s[]="GONDPHyGjPEKruv{{pjIX@rF";

int v2=strlen(s);

int byte_4420B0o[ ]={0x0d,0x13,0x17,0x11,0x02,0x01,0x20,0x1d,
0x0c,0x02,0x19,0x2f,0x17,0x2b,0x24,0x1f,
Oxle,0x16,0x09,0x0f,0x15,0%x27,0x13,0x26,
0x0a,0x2f,0xle,0x1la,0x2d,0x0C,0x22,0%x04};

for(int i=0;i<v2;i++)

{
s[i]=((s[i]~byte_4420B0O[i])-72)"0X55;
if(s[i]>="'a" && s[i]c="'z")

{
s[i]-=32;
continue;

}
if(s[i]>="A" && s[i]<="Z")
{
s[i]+=32;
}

}
printf("EIS{%s}\n",s);

return 0;

}
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