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43 57998 - 16384 Len=1
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:~% binwalk 1
DECIMAL HEXADECIMAL DESCRIPTION
B=1E Certificate in DER format v3), header length: 4, sequence length:

8=39 Certificate in DER format v3), header length: 4, sequence length:
B=60A Private key in DER format header length: &4, sequence length: 860

:~% binwalk -e 1

DECIMAL HEXADECIMAL DESCRIPTION

@=1E Certificate in DER format v3), header length: &4, sequence length:
B=39 Certificate in DER format v3), header length: 4, sequence length:
0=x60A Private key in DER format header length: &, sequence lengthhifis®//blog

B — ik HATFASH 22K openssliE /T2 L
#r4: openssl asniparse -inform DER -in



:~$ openssl asniparse -inform DER -in 1
hl=4 1=2467 cons: SEQUENCE
hl=2 1= 1 prim: INTEGER H k]

3 hl=4 1=2399 cons: SEQUENCE

11: hl=2 1= 9 prim: OBJECT :pkcs7-data

23 hl=4 1=2384 cons: cont [ @ ]

26:d=3 hl=4 1=2380 prim: OCTET STRING [HEX DUMP]:30820948308205D106092A864886F70D010701AP8205C2048205BE308205BA308205B6060B2A864886F70D810C0A
0102A08204F6308204F2301C000A2A864886F70D010C0103300EA4P860AFD4385D4302C4020207D0048204D093F23B4782B6438E5CBA94ABC35CF1352F486FA1F7E37@8A3F1BFC865A5EEF
3C931DC82BA3GEEF23609FE4717DBAB21EEF8A981021BDADDRLAFAGL131A546CE65191A88CO01ADCAIASAISEDB1178EODADDDCEDDCC3AB13BAADAEISB2B87378CC9158C0145DB1EB300EL2
9D265C92E2C726E479@DASF34ADOBBOAF7BFD152B7AF4DD97B9B3BC4057CAZ45E4BB71B871023F96832DCA3ALBA3ES628C34ACB4BCT5497CB8949CA4BDIEF939495F2A0BELBT497ERC1965
9EBEQ83ABFD8268D97149418C969CE28112F31255383994AA95B50C7A15285477A6D01B955E80C9F961FD03226C8233CA6F4851318D0B22B5BOE4D536CDF729827F2A12289E789675DDE3B
BDC339376447AF09CDB0O7AF811D216D148126B42177D7F1634BFABOBBI59ALB5BES2F7CERBFABLEBFES26D4BBO2CATOCAFSEASSB786E7659DAFEFFC8292E15C251BC48D27F1586@BD32E2F
B67FB70DDED2CB7D199ECF1@7 FEBSF57CAGD7D83ACA4TDD2@D23E3F7F73AF93753F1D6EGC42060A2FRAL19CA9905CFCALTASFBDA96287D57584E9DOCOFEE1I27AIFBES1EOAAL12FDDBAAL2T]
4BBFBDF1DBO7BED4D3BB70B2AE3D614F75E17B8932E3ADCB8@77DBEGEBSA3B723DFE7000BOBEDAD199D8FF4BB501BELAS671BCAABF3FSASEBIEEG7805F91C0734BEOROF7EFDEADO31308879A
852612AE3910830086EF4BC3CD6F9C14C5FASOF563EABS7C89FEAALIBBDF923D5E8847017C2F134ACA777E4ES2D1DDDCICCDDFBROCCATDELIE733C8D233508E88306A0C9A035B1B61FA386F
10CB1841CO5C3442CACT64BOAS276A1047BF6EFAOEG21A2FAE1ABT92DBC5E20F692A472DBBF96B32EB3D18BA66BBECO4DACT2@ADD3AGAFDAAZDE1DFOAZCAFDICI35ABECTAAEFLL4TLB2853C
125487DESA7623F25F@029F912F9F689DDRADSF4275FCBDFBOADD998B677D3975AFBC207B@B24D225EDF28F88C17C451D6FOA8521CAS5B873F611C742C5C7525B04CAC3E2BABBCS59D43C02
EE517BABDOBE1@2F9837A6B37C505D2BD97D23AB4F6912B5EB67747EBS72969057B923D347980E7F3338F2E7PAELIE13B2071D9DD84991937B676838F8C42BBOA36A06A7BB895063CBF9E20
FD445EC96CF886D58FCA47230593FE7DA25535BBDAD2BED116FCFRAL7BFEE9OF6COC227A5B9DFA33BDABE45585EBD3CC402DES95FF1ARI6ALIBT3472580FB2CB271CCEDFF473916D72334E4
D5F4674EBAG49636B0@DO5CE52FFDF930360DCEFF949BEA3S7AF1DE79DD503E9705BAES1488F3B5F4468F15FC17593B7CA6E2ESD7A26D82112E28034ED3D5C2956159CD2440D8BO3BBABE2
276@8FE9C12FFOCOA12600AE3A3938AFTDDABALBED9243A891D4EE6B4LFSARECH6ODA9OBC5167F0302BBFBB940817D4CTD2F242DB6A98OF196A2FF973223D73866B4E226D3F6EEBB177536FB1
@DA9E7BD864BBA20C636F3A3673761A17B6865992FBA755AE9EBBO36AA41776294DBFFBEAGF12CCOECBL5D45B154F2BFO3BOATOE2B42DA1ATFO9AA3FD4819857118FD77666D476C3C9BD25
8377994FB49EBSEB20B416CCC5449895DEF2EAE3637CCBD5828D9DATF1727 FAEB740A7 148BE35A4A689C75D0152DD4DD431EAEAI35E3ACS384BF7A226971B5BE18E041D046843F9BEBS5229
2DF886C97F010DE239C4DD431163A88AB44ABF14BDBB69D4Q9CLB366F289E59282EDE9796CADAAL1975FF52A2332DAC6756CB25AA24273B90E22B2B133A5C3F0805160E510B192D6BC18370
F43181AC300D06092B06010401823711023100301306092A864886F7000109153106040401000000302706092A8648860F70D010914311A1E1800540853005300650063004B006500790053
006500740031305D06092B060104018237110131501E4EQ04DD06900630072006F0073006F006600740020005300740072006FO06END67002000430072007900700074006F006700720061
0070006800690063002000520072006F007600690064006500723082036F06092A864886F70D018706AR8203603082035C0201003082035506092A864886F700010701301CP60A2AB64886
F78D010C0106300E0408135DB999CA2CD6B1020207D8808203287D8BDD108BE4AC5084D46D3A88CED4CH6412DF2FATD5346D9FB289B1DC4AF4AD2B791EDAGG612555A56EC21EECD6FDCCFGERS
647EBDDED72942F24F551FFCFB55B7181AESD9B6B790EABB3B278201396817263481080035B7D349B3F77FB5265FAB3B73008FC1A4687687 F30A3BFFOD7289BFBCB2423D753F380B53B60O7E
7C8A101B53781D0OF0O273F7C1E4EL2ET1E2739659A569A465710B3E34C1C9165592F5DD145ECCCES7OCIF3ER4606D5A14878DA6172F0DB40O3CIFCTAF92512B8406693D4405BD27070F58A87
78C3AABD71BDDD24327F4FC2BFD932E431B99CDD461B21B57B5D8F88ES0597FDD2BCB709AF6CAA264E58C116D018DELADEATS7OB7C3BCCALABE2ZALEE29EABCCALTATD29B2CO33E2F50ACERE
@1A87E7CF24CBCBBA9F7366C95FR5ACFB233670952CA38B265CC3FCOFED5575B7BO2C50E9CRES4FDE359DOD216A80F3C817166DELA79B94D81EEQFC1130392E5BBABCDGEL11DBOTATFEE2F95
8C3785A5857BBBFCD1B1EC8DA4D3ABFDGE3077CEB5B572C5549660B73CD3981819B2ECE1527316E5DC3DCBARASBFADDSABCOO65E9ABETELIF1C2F@9166629DEDCAACSTB9328C112CF77B4F3
CF@118102B94BD80OBO1B845BO3BFR79B2C4F9E461958F36FFDB7886CA25A3A37D4DBESEL1BRACT73122FF6409FEB19CLAS0C1267058E93F6698DBD5D2D4D7D2EBEB4443C8D1ADRE253C1D7D
FE23E3918D1F6399EBD4CB4FCOEFE18DB3DF575C06F5D21F824297E26999A4DA9FBCFB626CDDFOB2ZAIFDABS6CAF10785FAADS47D8589AFF8BOA39601CB1BF6B6256E4FBOSBABAFFCSC4ES2
98121E4175071D18763F9152962AE964DB271313D77B488C9A1AC176ADCEGE3IB3A1DCO92CASA304B3FES3C1IFBF4AS8DBEL992C3445180FFD1EC126690E12FFO9FCED1306B4D5BEB1S0888E
15B435AEB3316FFA@19C7BB9AFEAD6823C459252AF9B30EGL3FAC4B1ABEGCSEGBRICIFOB7AEEFC6FA2ZFCAREBBF6741273C4CFEF2529B645DFESB7 FF18AF6BIFD6443B9D206BA2F1264A073
DD1DF8BES554D64DBFC934657C63BF5441CE223C1AF271C73525177ABCASD8777916BF6D22908F3C22989349E3346BEOALT12FCFOA215B4A1FR6CT00ABE290DA3BFF6BF7B9C58DCA1FAE3ST
@2F49F70C6858E2D75
2410: hl=2 1= 59 cons: SEQUENCE
2412: hl=2 1= 31 cons: SEQUENCE
2414; hl=2 1= 7 cons: SEQUENCE
2416: hl=2 1= 5 prim: OBJECT :shal
2423: hl=2 1= 2@ prim: OCTET STRING [HEX DUMP]:C6636BA1DC7A4063D2AD49F7DBBEOOADI2260253
2445 hl=2 1= 20 prim: OCTET STRING [HEX DUMP]:9BADF56CE6@69E1EB9339EQE9FCDOIGACDBDBCSB
2667 : hl=2 1= 2 prim: INTEGER 10700 hitps:/fblog.csdn.net/m0_46580985
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:~% openssl asnlparse -inform DER -strparse
hl=4 1=2376 cons: SEQUENCE
: hl=4 1=1489 cons: SEQUENCE
T hl1=2 1= 9 prim: OBJECT :pkcs7-data
19:d=2 hl=& 1=1474 cons: cont [ @ ]
23:d=3 hl=4 1=147@ prim: OCTET STRING [HEX DUMP]:308205BA308205B6060B2A864886F70D010COAN102A08204F6308204F2301C060A2A864886F70D010C0103300E04
0866AFD4385D4302C4020207D0048204DO93F23B4782B6438E5CBO94ABC35CF1352F486FA1F7E3708A3F1BFC865A5EEF3C931DC82BA3GEEF23609FE4T17D0A021EEFBA981021BDADDBLAFA
64131A546CE65191A88CA01ADCASASA15EDB1178EADADDDCEDDCC3AB13BAADAE3S5B2B87378CC9158C0145DB1EB30BE129D265C92E2C726E4790DAIF34ADOBEOAFTBFD152B7AF4DD97B9B3B
C4B57CA245E4B871B871023F96832DCA3A4BASEBG28C34ACBLECT5497CBB949CA4BDI1EF939495F2ARBE4LBT497EAC19659EBEAS3ABFDB268D97149418C969CE28112F31255383994AA95B50
C7A15285477A6D@1B955E80C9F961FDB3226C8233CA6F4851318D@B22B5BOE4D536CDF729827F2A12289E789675DDE3BBDC339376447AFBSCD807AF811D216D148126B42177D7F1634BFAB
@BB959A4B5BEB2F7CEABFAB468FES26D48B@2CA7OCAFSEAS5B786E7659DAFEFFC8292E15C251BC48D27F15860BD32E2FB67FB7ODDED2CB7D199ECF107FEB5F57CA6D7DB3ACAL7DD20D23E3
F7F73AF93753F1D6E6C42060A2 FOA19CA9905CFCALTB5FBDAS6287D57584E9DBCIFEE127A1FBE91EAAA112FDDOAAL2714BBFBDF1DBO7BEDAD3BB7@B2AE3D614F75E17B8932E3ADCBBB77DB
E6EB9A3B723DFE7000BOBSDAD199DBFF4B8501BE45671BCAABF3F5A9EBIEE67805F91CA734BEABF7EFDEAD@31308879A852612AE3910830086EF4BC3CD6FIC14C5FASOF563EABS7CBIF6AA
49BBDF923D5EB847017C2F134AC4777E4E52D1DDDC1CCDDF8AACCATDEIET33C8D233508E88306A8C9A0835B1B61FA386F10CB1841C05C3442CACT64BOAS276A1047BF6EFADE621A2 FAETABTY
92D8C5E20F692A472D88F96B32EB3D18BA66BBECO4DACT2@ADD3ABAFDAAZDE1DFOAZCAFDICI35ABECTAAEFA4T4B2853C125487DEBAT623F25F0029F912F9F689DDOADSF4275FCEBDFB6ADDY
©8B677D3975AFBC207B0B24D225EDF28F88C17C451D6FBAB521CA55B873F611C742C5C7525B04C6C3E2BABBC59D43CO2ZEES17BABDABE102F9837A6B37C50502BD97D23AB4F6912B5EBGT 74
7EB572969057B923D347980E7F3338F2E70AE1E13B2071D9DD84991937B676838F8C42BB6A36ADGATEBBI5063CBFIE20FDAL5ECI6CFBB6D58FCALT230593FE7DA2Z5535BBDAD2ZBED116FCFO
A4L7BFEE98FHCAC227A5B9DFA33BDAB645585EBD3CC402DES95FF1AR16A1B73472580FB2CB271CCEDFF473916D72334E4D5F4674EBAG49636BOODO5SCB52FFDF930360DCEFF949BEA3STAFID
E79DD5@83E9705BAE51488F3B5F4468F15FC17593B7CO6E2E5D7A26D02112E28034ED3D5C2956159CD2440DBBO3BBABE227608FE9C12FFOCOA1260BAE3A3938AF7DDAB4LBEDS243A891D4EES
84F5ABEC6@DAS0BC5167 FO302BBFB8940817D4CTD2F242DB6AIBOF196A2FF973223D73866B4E226D3F6EEBB177536FB10DA9ETBD864BOB20C636F3A3673761A17B6865992FB0755AE9EBBD
36AAL1776294DOFFBEA6F12CCOECBA5D4A5B154F2BFA3BOATOE2B42DA1AT7FO99AA3FD4819857118FD77666D476C3C9BD258377994FB4YEBSEB28B416CCC5449895DEF2EAE3637CC8D5828D9D
ATF1727FAEB740A7148BE35A4A689C75D152DD4DD431EAEATI35E3ACS384BF7A226971B5BE18ER41DB46843F9BERS52292DF886C97FB10DE239C4DD431163A88AB44BBF14BDBB6ID4LBICLE3
66F289E59282EDE9796CAD4A1975FF52A2332DAC6756CB25AA24273B90E22B2B133A5C3FO805160E518B192D6BC18370F43181AC300D06092B06010401823711023100301306092A864886
F70D8109153106040401000000302706092A864886F70D010914311A1E1800540053005300650063004B006500790053006500740031385D06092B060104018237110131501E4E804D0069
00630072006FB073006FB06600740020005300740072006FP06E0067002000430072007900700074006FB067007200610070006800650063002000500072006F00760069006400650072
1497: hl=4 1= 879 cons: SEQUENCE
1501: hl1=2 1= 9 prim: OBJECT :pkecs7-encryptedData
1512: hl=4 1= 864 cons: cont [ @ ]
1516: hl=4 1= 860 cons: SEQUENCE
1520: hl=2 1= 1 prim: INTEGER 100
1523: hl=4 1= 853 cons: SEQUENCE
1527: hl=2 1= 9 prim: OBJECT :pkecs7-data
1538: hl=2 1= 28 cons: SEQUENCE
1540: hl=2 1= 10 prim: OBJECT :pbeWithSHA1And&4@BitRC2-CBC
1552: hl=2 1= 14 cons: SEQUENCE
1554: hl=2 1= 8 prim: OCTET STRING [HEX DUMP]:135DB999CA2CD6B1
1564 : hl=2 1= 2 prim: INTEGER 10700 . e E L
o hl=4 1- 808 prim: cont [ 0 ] https:/blog.csdn.net/m0_46580995
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$ openssl asnlparse -inform DER -in 1 -strparse 26 -strparse 23
hl=4 1=1466 cons: SEQUENCE

hl=4 1=1462 cons: SEQUENCE

hl=2 11 prim: OBJECT :pkcs85hroudedKeyBag

hl=4 270 cons: cont [ @ ]

hl=& 266 cons: SEQUENCE

hl=2 28 cons: SEQUENCE

1
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hl=2 1= 14 cons: SEQUENCE

hl=2 1= 8 prim: OCTET STRING [HEX DUMP]:66AFD4385D4302C4

hl=2 1= 2 prim: INTEGER 19700

2 hl=4 1=1232 prim: OCTET STRING [HEX DUMP]:93F23B4782B6438E5CBO94ASC35CF1352F486FA1FT7E3708A3F1BFC865ASEEF3C931DCB2BA3GEEF23609FELT17D0A

@21EEF8A981021BDADDO4AFAG64131A546CE65191A88C001ADCA9ASALSEDB1178E@DADDDCEDDCCIAB13BAADAE3SB2B87378CC9158C0145DB1EB30AE129D265C92E2C726E4790DA9F34ADABS
BAF7BFD152B7AF4DD97B9B3BC4057CA245E4BB71B871023F96832DCA3ALBA3EB628C34ACB48CT5497CB8949CA4BD1EF939495F2A0BE4B7497ERC19659EBEAB3ABFD8268D97149418CI969CE
28112F31255383994AA95B508C7A15285477A6D01B955E88CIF961FDB3226C8233CA6F4851318D0B22B5BOE4D536CDF729827F2A12289E789675DDE3BBDC339376447AF@9CDBBTAFB11D216
D148126B42177D7F1634BFABOBB959A485BEB2F7CEOBFAB46BFES26D48BO2CATACAFSEASSB786E7659DAFEFFC8292E15C251BC48D27F15860BD32E2FB6TFB7@DDED2CBTD199ECF107FEBSF
57CABD7D83ACA47DD20OD23E3F7F73AF93753F1D6E6CL2060A2FOA19CA9905CFCALTRSFBDA96287D57584E9DBCIFEEL27A1FBE91EBAAL12FDDOAAL2714BBFBDF1DBO7BED4D3BB7OB2AE3D61
4F75E17B8932E3ADCB8077DBE6GEBIA3SB723DFE7000BABSDAD199D8FF4BB501BEL5671BCAABF3FSA9EBSEE6T7805F91C0734BEABF7EFDEAD®31308879A852612AE391883@8086EF4BC3CD6FIC
14C5FAS@F563EABS7C89F6AAL9BBDF923D5E8847017C2F134AC4777E4ES2D1DDDCICCDDF8ROCCOTDELIE733C8D233508E88306A0C9A035B1B61FA3B6F10CB1841CA5C3442CACT64BRAAS276A
104 7BFGEFAGE621A2FAE1AB792D8C5E20F692A472D88F96B32EB3D18BO66BBECR4DACI20ADD3AOAFDAA2DS81DFOA2CAFDICI135APECTAAEF4474B2853C125487DEBAT623F25F0029F912F9F6
BODDOADS5F4275FC8DFB6ADD908B677D3975AFBC207B8B24D225EDF28F88C17C451D6FBA8521CA55B873F611C742C5C7525B04C6C3E2BAOBC59D43CO2EES517BABDOBE102F9837A6B37C505D
2BD97D23AB4F6912B5EB67747EBS572969057B923D347980E7F3338F2E7RAELE13B2071D9DD84991937B676838F8C42BBOA36AB6ATEBE95063CBF9E20FD445ECI6CFB886D58FCAL47230593FE
7DA25535BBDAD2BED116FCF@A47BFEE9@FBCOC227ASBIDFA33BDAB645585EBD3CC402DESS5FF1AP16A1B73472580FB2CB271CCEDFF473916D72334E4D5F4674EBAB49636BR@ODASCB52FFDF
930360DCEFF949BEA3S7AF1DE79DD503E9705BAES1488F3B5F4468F15FC17593B7C0O6E2ES5DTA26D02112E28034ED3D5C2956159CD2440D8BO3BBABE227608FEIC12FFOCOA12600AE3A3938
AF7DDAB4BED9243A891D4EEG84FSAREC6EDA908C5167FO302BBFB8940817D4C7D2F242DBEA9BOF196A2FF973223D73866B4E226D3F6EEBB177536FB10DAYETBD864BRO20CE36F3A3673761
A17B6865992FB0O755AE9EB8036AA41776294D0FFBEABF12CCIECBA5D4A5B154F2BFO3BOATOE2B42DA1ATFO9AA3FD4819857118FD77666D476C3C9BD258377994FB49EBSEB20B416CCC54498
95DEF2EAE3637CC8D5828D9DATF1727 FAEBT40AT148BE35A4A689C75D152DD4DD4A31EAEATI35E3ACS5384BF7A226971B5BE18EQ41DB46843FOBEB552292DF886C97FB10DE239C4DD431163A8
BAB44OBF14BD8B69DL0IC4B366F289E59282EDE9796CADLA1975FF52A2332DAC6756CB25AA24273B90E22B2B133A5C3F0805160E510B192D6BC18370F4
1295: hl=3 1= 172 cons: SET
1298: hl=2 1= 13 cons: SEQUENCE
1300: hl1=2 1= 9 prim: OBJECT :Microsoft Local Key set
1311: hl=2 1= @ cons: SET
1313: hl=2 1= cons: SEQUENCE
1315: hl=2 1= prim: OBJECT :localKeyID
1326: hl=2 1= cons: SET
1328: hl=2 1= prim: OCTET STRING [HEX DUMP]:01000000
1334: hl=2 1= cons: SEQUENCE
1336: hl=2 1= prim: OBJECT :friendlyName
1347: hl=2 1= cons: SET
1349: hl=2 1= prim: BMPSTRING
1375: hl=2 1= cons: SEQUENCE
1377: hl=2 1= prim: OBJECT :Microsoft CSP Name
1388: = : SET https://blog.csdn.net/m0_46580995

cocoocococococoaocacon
T R R R A T R R R )

FRUNFERFLUOERFWLES WM

:~$ openssl asnilparse -inform DER -in 1 -strparse 26 -strparse 23
hl=4 1=1466 cons: SEQUENCE
hl=4 1=1462 cons: SEQUENCE
h1=2 1= 11 prim: OBJECT :pkcs8ShroudedKeyBag
hl=4 1=1270 cons: cont [ @
hl=4 1=1266 cons: SEQUENCE
hl=2 28 cons: SEQUENCE
hl=2 10 prim: OBJECT :pbeWithSHA1And3-KeyTripleDES-CBC
hl=2 14 cons: SEQUENCE
hl=2 8 prim: OCTET STRING [HEX DUMP]:66AFD4385D4302C4
hl=2 2 prim: INTEGER 10700
hl=4 1=1232 prim: OCTET STRING [HEX DUMP]:93F23B4782B6438E5CBO94ABC35CF1352F486FA1F7E3708A3F1BFCB65ASEEF3C931DC82BA36EEF23609FEL717DRA
021EEF8A981021BDADDO4AFAB4131A546CE65191A88COR1ADCA9ASA15EDB1178E@DADDDCEDDCC3AB13BAADAE35B2B87378CC9158C0145DB1EB300E129D265C92E2C726E4790DA9F34ADOBS
OAF7BFD152B7AF4DD97B9B3BC4AS7CA245E4B871B871023F96832DCA3A4BA3EB628C34ACB4BCT5497CBB949CALBD1EF939495F2A0BEAB7497ERC19659EBEAB3ABFDS268D97149418C969CE
28112F31255383994AA95B50C7A15285477A6D01B955E80C9F961FD03226C8233CA6F4851318D0B22B5BOEADS36CDF729827F2A12289E789675DDE3BBDC339376447AFO9CDBOTAFB11D216
D148126B42177D7F1634BFABOBB959AL85BEB2F7CERBFABL68FES26D48BO2CATOCAFSEASSB786E7659DAFEFFCB292E15C251BC48D27F15860BD32E2FB67FB7ODDED2CB7D199ECF107 FEBSF
57CABD7D83ACA47DD20D23E3F7F73AF93753F1D6EGC4206BA2FOAI9CAI905CFCALTO5F8DA96287D57584E9DOCIFEE127A1F8E91E6AAL112FDDOAAL2714BBFBDF1DB@7BEDAD3BB70B2AE3D61
4F75E17B8932E3ADCB8077DBESEBY9A3B723DFE7000BOBSDAD199D8FF4B8501BEA5671BCAABF3FSA9EBIEEG7805F91CO734BERR@FTEFDEADO31308879A852612AE3910830086EF4BC3CDEFIC
14C5FA50F563EABS7C89F6AAL9BBDF923D5EB84T7017C2F134AC4T77E4ES2D1DDDCICCDDF80ACCOTDEIE733C8D233508E88306A0C9A035B1B61FA386F10CB1841CO5C3442CACT64BOAS2TEA
1047BF6EFARE621A2FAE1AB792D8C5E20F692A472D88F96B32EB3D18BA6G6BBECO4DACI2PADD3ARAFDAA2DB81DFOA2CAFDICI35A0ECTAAEF4474B2853C125487DEBAT623F25FR029F912F9F6
89DDPADS5F4275FC8DFB6ADDI08BB677D3975AFBC207B0OB24D225EDF28F88C17C451D6F0ABS521CAS5BB73F611C742C5C7525B04C6C3E2BAPBCS9D43CO2EES17BABDOBELID2FI837A6B37C505D
2BD97D23AB4F6912B5EB67747EBS72969057B923D347980E7F3338F2E7@AE1E13B2071D9DD84991937B676838F8C42BB6A36AB6A78BB95063CBFIE20FD445ECI6CF886D58FCALT230593FE
7DA25535BBDAD2BED116FCFOALTBFEESOF6CAC227A5B9DFA33BDAB645585EBD3CC402DES95FF1A016A1BT3472580FB2CB271CCEDFF473916D72334E4D5F4674EBAGL9636B00DO5CB52 FFDF
930360DCEFF949BEA3S7AFIDE79DD503E9705BAES1488F3B5F4468F15FC17593B7COAE2ESD7A26D02112E28034ED3D5C2956159CD2440D8BA3BBABE227608FE9C12FFACRAL2600AE3A3938
AF7DDAB4BED9243A891D4EE684F5A0EC60DASO8C5167FO302BBFBB940817D4CTD2F242DB6A9BOF196A2FF973223D73866B4E226D3F6EEB8177536FB10DA9ETBD864B00O2OC636F3A3673761
A17B6865992FB@755AE9EBBO36AA41776294DOFFEEAGF12CCIECBA5D45B154F2BFO3BOATOE2B42DA1ATFI9AA3FDL819857118FD77666D476C3CO9BD258377994FB4A9EBSEB20B416CCC54498
95DEF2EAE3637CC8D5828D9DATF1727FAEBT40A7148BE35A4A689C75D152DD4DD431EAEAI35E3AC5384BF7A226971B5BE18EA41D046843F9BEBS552292DF886C97F@10DE239C4DD4A31163A8
8AB44OBF14BD8B69D4@9C4AB366F289E59282EDE9796CADAAL1975FF52A2332DAC6756CB25AA24273B90E22B2B133A5C3F0805160E510B192D6BC18370F4
1295:d=2 hl=3 1= 172 cons: SET
1298:d=3 hl=2 1= 13 cons: SEQUENCE
1300: hl=2 1= 9 prim: OBJECT :Microsoft Local Key set
1311: hl=2 1= @ cons: SET
hl=2 1= 19 cons: SEQUENCE
hl=2 1= 9 prim: OBJECT :localKeyID
hl=2 1= 6 cons: SET
hl=2 1= & prim: OCTET STRING [HEX DUMP]:@1000000
hl=2 1= 39 cons: SEQUENCE
hl=2 1= 9 prim: OBJECT :friendlyName
hl=2 1= 26 cons: SET
hl=2 1= 2& prim: BMPSTRING
hl=2 1= 93 cons: SEQUENCE
hl=2 1= 9 prim: OBJECT :Microsoft CSP Name
1= 8@ cons: SET
1= prim: BMPSTRING https://blog.csdn.net/m0_46580985

e

:~$ openssl pkcsi12 -in 1 -nocerts -nodes -out private.key
Enter Import Password:
Mac verify error: invalid password?

48 B 1) mimikatz
(https://github.com/FreeRDP/FreeRDP/wiki/Mimikatz) 25

:~$ openssl pkcsl2 -in 1 -nocerts -nodes -out private.key
Enter Import Password:
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3 0.0008384 192.168.43.185 192.168.43.130 TCP 66 59921 » 3389 [ACK] Seq=1 Ack=1 Win=131744 Len=0 TSval=74497007 TSecr=2005281
4 0.000440 192.168.43.185 192.168.43.130 RDP 110 Cookie: mstshash=IEUser, Negotiate Request
5 ©.003755 192.168.43.130 192.168.43.185 [GE} 66 3389 » 59921 [ACK] Seq=1 Ack=45 Win=66560 Len=0 TSval=2005282 TSecr=74497007
6 0.003908 192.168.43.130 192.168.43.185 RDP 85 Negotiate Response
7 9.003943 192.168.43.185 192.168.43.130 TCP 66 59921 » 3389 [ACK] Seq=45 Ack=20 Win=131744 Len=@ TSval=74497010 TSecr=2005282
8 0.012047 192.168.43.185 192.168.43.130 TPKT 133 continuation
9 0.012439 192.168.43.130 192.168.43.185 TPKT 894 Continuation
10 @.012479 192.168.43.185 192.168.43.130 TCP 66 59921 » 3389 [ACK] Seq=112 Ack=848 Win=130912 Len=e TSval=74497018 TSecr=2005283
11 ©.013853 192.168.43.185 192.168.43.130 TPKT 392 Continuation
12 ©.018763 192.168.43.130 192.168.43.185 TPKT 125 Continuation
13 ©.018813 192.168.43.185 192.168.43.130 TCP 66 59921 » 3389 [ACK] Seq=438 Ack=907 Win=131008 Len=@ TSval=74497023 TSecr=2005283
14 ©.019030 192.168.43.185 192.168.43.130 TPKT 551 Continuation
15 ©.019522 192.168.43.130 192.168.43.185 TPKT 215 continuation
16 ©.019562 192.168.43.185 192.168.43.130 TCP 66 59921 » 3389 [ACK] Seq=923 Ack=1056 Win=130912 Len=8 TSval=74497823 TSecr=2085283
17 ©.019615 192.168.43.185 192.168.43.130 TPKT 119 Continuation
18 ©.019629 192.168.43.185 192.168.43.130 TPKT 1e3 continuation
19 ©.019800 192.168.43.130 192.168.43.185 TCP 66 3389 » 59921 [ACK] Seq=1856 Ack=1013 Win=65536 Len=0 TSval=2005283 TSecr=74497923

FRDPHMTPKTAE (41 ¥A w4 $decodef#id)

M Wireshark - Decode As... x

FER B == A =@

TCP port 3389 &, E# 10 TLS |TPKT v
TCP port 59921 25, E#{ 10 (none) | TCPROS ~
TDS

TELNET

TFP

TIME

TIPC

TLS

TNS

TPKT v

Cr\Usars |Lenovo |Apnlata |Roasing | Firashank |dacode as entrias

(0]4 | ‘ Save J| | Cancel J | Heln |

H A RDP AT LS
iErdp_replay>R E#HRDP 1%

we

replay/rdp_replay -r 1.pcap -o recording.avi -p ./private.key --save_clipboard --show_keys > output

https://download.csdn.net/download/m0_46580995/12579907
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root@route:

RDP SSL MODE Requested by server!!

SSL private key found.

1024x756x8

REALLY DELICIOUS PANCAKES<Tab>REALLY DELICIOUS PANCAKESroot@route:/home/route/RD

libfree_rdp output recording.avi tools
clip-00000000-down LICENSE private.key rep
extractrdpkeys Makefile README test
root@route: /home/route/RDP-Replay# cat clip-00000000-down
N3gq8ryccAAT JALOVMAAAAAAAAABQAAAAAAAAACMOQ4ATALIDQXZVvCZIGIg/8cxnh8QXnWoDkwNx jGL
37P7rvvC2SMn8+wquEv fA5SHBL9d jQewBBAYAAQkwAACLAQACIAbxBWEKUweBdxD1DDirkCEhAQAB
AAWr JWAICgGwcALCAAAFARKkJAAAAAAAAAAAAERMAZgBSAGEAZWAUAHQAEABOA AAGQAUCQEA
1s SbOWEng EAIAAAAAAA https: J.csdn.net/m0_4

PAR AR B fibase64 @RS 3 5 AU R — N7z 46 8

oot@route: /home/route/RDP-Replay# 7z x flag.7z

F-Zip [64] 9.20 Copyright (c) 1999-2010 Igor Pavlov 2010-11-18
b7zip Version 9.20 (locale=zh_CN.UTF-8,Utf16=0on,HugeFiles=on,1 CPU)

Processing archive: flag.7z

nter password (will not be echoed)
xtracting flag.txt

verything is 0Ok

39
186 https://blog.csdn.net/m0_4¢

i EHE AR AR

RDP SSL MODE Requested by server!!

SSL private key found.

1024x756x8

REALLY DELICIOUS PANCAKESREALLY DELICIOUS PANCAKES

B 3flag

oot@route: /home/route/RDP-Replay# cat flag.txt

I1TB{44519a67ffc654e40febc09e20e8e745}
oot@route:
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