XCTF #tfr RE zorropub

A_dmins F 2019-09-28 20:52:07 K A7 482 W 1

RER: CTEB XCTE

AL B : ASONE EJRBISCE, #4E CC 4.0 BY-SA FRALIMN, HEIEM LSl A M A= 1 .
ACHERE: https://blog.csdn.net/qq_42967398/article/details/101636602

FRARL

-~

¢

115 & 11T
TB &R

XCTFE
24 EICE 0T
)R =

XCTF #t¥r RE zorropub
HFARBEMCTF T, 4 KM T — FXCTFe s

VBB R AMALRT, EFR—FANE BRI B e
B, RATTEHXMH, Hida (64) ITHEE, RIFRH:

int _ fastcall main(__int64 al, char **a2, char **a3)
{

size_t v3; // rax

int v5; // [rsp+1Ch] [rbp-104h]

int v6; // [rsp+20h] [rbp-100h]

int i; // [rsp+24h] [rbp-FCh]

unsigned int seed; // [rsp+28h] [rbp-F8h]

unsigned int v9; // [rsp+2Ch] [rbp-F4h]

char v10; // [rsp+30h] [rbp-Foh]

char v11[16]; // [rsp+90h] [rbp-906h]

char v12[32]; // [rsp+A@h] [rbp-806h]

char s; // [rsp+COh] [rbp-60h]

char si[4@]; // [rsp+E@Gh] [rbp-40h]

unsigned _ int64 v15; // [rsp+108h] [rbp-18h]

vl5 = _ readfsqword(0x28u);
seed = 0;
puts("Welcome to Pub Zorro!!");

printf("Straight to the point. How many drinks you want?", a2);
__isoc99_scanf("%d", &v5);
if ( v5 <=0 )
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printf("You are too drunk!! Get Out!!", &v5);
exit(-1);
)
printf("OK. I need details of all the drinks. Give me %d drink ids:", (unsigned int)v5);
for (i =0; i< v5; ++i )
{
__iso0c99_scanf("%d", &v6);
if ( v6 <= 16 || v6 > OXFFFF )
{
puts("Invalid Drink Id.");
printf("Get Out!!", &v6);
exit(-1);
)
seed ~= v6;
)
i = seed;
v9 = 0;
while ( i )
{
++Vv9;
i&=1i- 1;
)
if (v9 !=10)
{
puts("Looks like its a dangerous combination of drinks right there.");
puts("Get Out, you will get yourself killed");
exit(-1);
)
srand(seed);
MD5 Init(&v1e);
for (i =0; i <= 29; ++i )
{
v9 = rand() % 1000;
sprintf(&s, "%d", v9);
v3 = strlen(&s);
MD5 Update(&v10, &s, v3);
v12[i] = v9 ~ LOBYTE(dword 6020C0[i]);
b
vi2[i] = ©;
MD5 Final((__int64)v1l, (__int64)&v10);
for (i =0; i <= 15; ++i )
sprintf(&s1[2 * i], "%02x", (unsigned __ int8)v11[i]);
if ( strcmp(sl, "5eba99aff105c9ff6alad9lle343fec67") )
{
puts("Try different mix, This mix is too sloppy");
exit(-1);
b

return printf("\nYou choose right mix and here is your reward: The flag is nullcon{%s}\n", vi12);
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for i in range(16,0xffff):
c =20

j=t

while(j):
(@ c+1
j=J&(J-1)
if(c == 10):
a.append(i)
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printf("0OK. T need details of all the drinks. Give me %d drink ids:", (unsigned int)v5);
for (1 =0; 1 < v5; ++1 )

{

__isoc99_scanf("%d", &v6);

g0 <= 16 || v6 > @xFFFF >
{

puts("Invalid Drink Id.");
printf("Get Out!!", &v6);
exit(-1);

puts(“Looks like its a dangerous combination of drinks right therd.“);
puts(“"Get Out, yvou will get yourself killed");
exit(-1);
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Srand(cced),
MD5 Init(&v1a);
for { 1 = @: 1 <= 29: +4+1 )
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for i in range(16,0xffff):
c =20

j=1

while(7j):
c=c+1
j=J&((J-1)
if(c == 10):

a.append(i)

proc subprocess.Popen(["'./zorro_bin'], stdin=subprocess.PIPE, stdout=subprocess.PIPE);
out = proc.communicate(('1\n%s\n'%i).encode( 'utf-8'))[0]
#print(out)
if "nullcon".encode('utf-8"') in out:
print(out)

break;
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dcijelcome to Pub Zorro!!l
Straight to the point. How many drinks you want?0K. I need details of all the dr
inks. Give me 1 drink ids:Try different mix, This mix is too sloppy

Welcome to Pub Zorro!!

Straight to the point. How many drinks you want?0K. I need details of all the dr
inks. Give me 1 drink ids:

You choose right mix and here is your reward: The flag is jnullcon{nullcOn_s4yz x
Orin6é_1s 4m4zing}
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