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2
3| <html wmlns="http ://wew. w3. org/1999/xhtml “>

4| <head>

5| <meta http-equiv="Content-Type” content="text/html; charset=utf-8" />

6| <meta name="viewport” content="width=device-width, hizht=device-hizht, minimumscale=L 0, mazimm-scale=1, 0, ser-scalable=none”/>
7 <titleXBE-CTF-WEB2(/title>

3

9| <style type="text/css”>
10 body { margin: 0; padding: 0; position: relative; background-image: url(images/wh. jpg); background-position: center; /*background-repeat: no-repeat;*/ width: 100%; height: 100%; background-size: 100% 100%; }

14| {Sstyled

16 | </head>
17| <body id="body” onload="init()">
[ 18 <!ilag KEY {feb-2-bugksshiiklsal00) > |
19 {script type= text/javascript” sre=" ja/ThreeCanwas. j5“></script>
20 | <script type="text/javaseript” sre="js/Snow. js">{/script>

22| {script type="text/javascript”’

23 var SCREEN WIDTH = window. innerWidth;//
24 war SCREEN_HEIGHT = window. innerHeight;
2 var container;

2 var particle; /AT
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<html xmlns="http://wuw.w3.0rg/1999/xhtml">
¥ <head>..</head>

¥ <body>
<span id="code” class="code” style="background: rgh(282, 131, 214); color: rgb(65, 119, 65); >66+35=2</span>
e <input type="text" class="input” maxlength="1"> == §8

cbutton id="check" >« /button>
P odiv style="text-align:center;">.</div>
<script src="js/jquery-1.12.3.min.js"></script>

<script type="text/javascript” src="js/code.js"></script>
</body>

</html>
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<html xmlns="http://www.w3.org/1999/xhtml">

¥ chead>..</head>

¥ <body>

<span id="code"” class="code" style="background: rgh(282, 131, 214); color: rgb(65, 119, 65);">66+35=?</span>
ase <input type="text" class="input” maxlength="3"> == %8
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Swhat=$ GET['what'];

echo $what;

if(Swhat=="flag")

echo 'flag{****};

phpifi &, B RBCNIEFEHIE, get'what'iif i whatfg LN 2%, getflag”® it flag. PIFHURLE X, payload
N: hitp://123.206.87.240:8002/get/?what=flag (Bl 7 Rl J5 5 200 F2what=flag) BT 33 fag.
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http://123.206.87.240:8002/post/ POST v
UTF-8 —iZ4HAYRES v
Body
* x-www-form-urlencode | key/value v raw form-data
¥ what flag x

Body Status:200 OK

Pretty TEXT ~

I $what=$_POST['what'];<br>
' echo $what;<br>
if(Swhat=="flag')<br>

4 echo 'flag{"""}";<br=
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$num=$_ GET[ 'num'];
if(!is_numeric($num))

{

echo $num;

if($num==1)

EChO lflag{**********}';
)i
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http://123.206.87.240:8002/get/?what=flag%25EF%25BC%2588%25E5%258D%25B3%25E5%259C%25A8%25E7%25BD%2591%25E5%259D%2580%25E5%2590%258E%25E6%2596%25B9%25E7%259B%25B4%25E6%258E%25A5%25E5%258A%25A0%25E4%25B8%258A?what=flag%25EF%25BC%2589%25E5%258D%25B3%25E5%258F%25AF%25E8%258E%25B7%25E5%25BE%2597flag%25E3%2580%2582
http://coolaf.com/tool/post%25EF%25BC%2589
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Hihex (00) “BHPE" RSt —IASCIRL{E “null”.
¥ payload:

index1.php?num=1%00
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alert (2R FRIRILT ),
alert ("flagftEIXE");
alert ("EIRIZIE)
alert("flag@ifEiXE");
alert CFHIEIE)
alert("flag@ifEiXE");
alert ("SEFILIE")
alert("flag@iTEIXE");
alert ("HEFRILIM")
alert("flagfifEiXE");
alert ("HEFRILIM")
alert("flagfifEiX B ;
alert ("HEFRILIM")
alert ("flagftEIXE");
alert UL
alert("flag@ifEiXE");
alert CFEHILIE)
alert("flag@ifEiXE");
alert("SEFILIE")
alert(“fl ag?ﬁﬁﬁiﬂ) ;
alert ("HEFRILIE"D
CV--BHTS, GHOD, EHBO EH123, &HT4, &#00, &R 115, &HOT  &HDZ &H00 BHOT, ER104, BHTL, GHTD  &RdD  EHTZ GHE3, bH40, &H40  ENT 3 &AT BATI EH125, >
{feerint>

[FIFEA T g AT Unicode % H S BT 3k #3Hlag »

Unicodeizi3 UTF-8483 URL{RRE/AERS Unixdd (818 Ascii/Nativelgia it

KEY{)2sa42ahJK-HS11111) KEY{J2sa42ahJK-HS 11111}

ASCIl 3 Unicode Unicode % ASCII Unicode %% &3
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B H SRR, T 2k flag.baidu.comfi# AT $1123.206.87.240
KA ERE, RIDNS; IR JEikiEs, P LA fhosts K& T,

s34
35 123.206.87.240 flag.baidu.com
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KEY{DSAHDSJ82HDS2211}

SR R OB AE T HRTE A AT . hosts, IPHuliE. DNSHETI R, ShH4hests i me s ipnH bt -
A Sy 2 3 >

hosts {14 25 & 1 4 T- DNS AT B 18 4 [P b, 17745 — AN IP My bl i — Xof 32 R 2% th AR 22 (0 L2 — TR SRS BAKT R 22
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NET:ERR_CERT_AUTHORITY_INVALID
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www.baidu.com BESERINERAHERERNSE. Google Chrome IR EIHIEES
www.baidu.com B, IHREEAE 7 BEIEBIEERE. XrsERAEREELLEET

www.baidu.com, T Wi-Fi BERFEETH FILKEER. B0, ENERRRETSM,
73 Google Chrome EFSH AR IMEE L 7 iEE.

{EEBIAEAR www.baidu.com, FEILRILER T HSTS, REEEIZFINGRESERN
1, Eith, HMAER T EEEIREIrE.
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