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__cdecl main(int argc, const char argv, const char **envp)

-~

char v3;

int v4;

int v5;

signed int v6;
int i;

int v8;

O 00 N O U1 »h W N

__main();

0;

9;
gmemcpy (&v3, _data_start , 0x19u);
while ( 1)

puts(
puts(
puts( )
puts( )
printf( )
scanf( v6);
if ( v6 2 )
{
v4;
)i
else if ( v6 2 )
{
if ( v6 3)
{
v5;
}
else
{
if ( v6 4 )
LABEL_13:
exit(1);

Vv5;

}

else

{
if ( vée 1)
goto LABEL_13;

)&v8

)&v8
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¥ reverse_1.exe - PID: 4B18 - &5 ntdIl.dll - 22 12 433C - x64dbg - X
@ REB® BHO BERO ERE  WEEO O ERO  FEE® s 12 2020
O U {3 9§ tulP=efhs oL EE
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x| FEER FHE 0

Mtk R FHEA A
00007 1908 | Tea rcx,qword ptr ds:[7FFGBA0CCO00] {helTo_wor Td}
00007FF6: ea rcx,qword ptr ds: [7FF68A0CCO00] ”{heﬁu —vior 1d}""
00007 FF6 ea rcx,qword ptr ds:[7FF68A0CC000] " {hello_wor1d}"
00007 ea rcx,qword ptr ds: [7EF68A0CAD30] "input the flag:”
00007 ea rcx,qword ds : [7FFE8A0COD24] "5220s”
00007FF6: ea rex,qword : [7FFG8A0CC000] “{hello_world}"
0007FF6: ea rdx,quword : [7FFG8A0CC000] “{hello_world}"
0007 F6: ea ds : [7FFG8A0CAC10] wrong Flagin
0007 ea "this is the right F'\a?l\n”
o007 ea "stack area around _alloca memory reserved by this function is corrupted\n”
0007 ea "\nbata:
0007 FF6: ea ~§tack area around _alloca memory reserved by this function is corrupred”
00007FF6: ea "\nAllocation number within this function:
00007FF6: ea sKsApRsYzdishdis™
000071 ea
00007 ea ‘\nAddress ox"
000071 ea )
00007FF6: ea
00007FF6: oV &"Unknown Runtime Check Errorin\r”
00007FF6: ea "stack around the variable
00007 ea 7FF68A0CODD8] "' was corrupted.”
00007 ea 7FEGEAOCA298] "stack corrupted near unknown variable”
00007FF6: ea TEFggAOCA2CE] . 2
00007FF6&: ea rsi F6BA0CALE L"Runtime Check Error.\n\r Unakﬂe ,to display RTC Message."
00007FF6: ea LEFoRADCALRD L"Run-Time check Failure #%d -
00007 ea TFFGEAOCAZA0! "unknown FiTename”
00007 ea 7EFGEAOCA2SE; “unknown Module Nam
00007 ea 7EFBEAOCA270: "Run-Time Check :aﬂure #xd - %s”
00007FF6: ea 7FFEEAOCIDFO .The variable
00007FF6: ea 7FF68A0COD40] being used without being initialized,
00007FF6: ea 7FFG8A0CA41E] "a variable 1s being used without being Shitialized.
00007 ea rcx,quord 5 : [TFFGBAOCA5E! &"stack pointer corruption”
00007 ea rcx,qword ptr ds:[7FFEBAOCASAS, L"VCRUNTIMEL40D. d11"
00007 ea rcx,qword ptr ds:[7FFE68AOCAT6S L "MSPDBEL40"
00007FF6: ea rcx,qword ptr ds:[7FFGBAOCASEQ “api-ms-win-core-registry-11-1-0.d11"
00007FF6: ea rcx,qword ptr ds:[7FFGBAOCAG3S I Sfvap; 32,117
00007FF6: ea rcx,qword prr ds: [7FF6BAOCAG3S L advapi32.d11"
00007FFE ea rdx,quord ptr ds:[7FF6BAOCAGSS "RegopenkeyExw'
00007 ea rdx,qword ptr ds:[7EF6BAOCAGES “Regaueryvatyeexw”
00007 ea rdx,qword ptr ds:[7EF68AOCAGEQ "RegC
00007 ea rdx,qword ptr ds:[7FFE8A0CAG90, L SUFWARE\{WDWGASZNW&\\M'\crusaft\\VWSua'\studw\\u 0\\setup\\vc"
00007 a rdx,qword 5 : [7FF6BAOCA720’ L uctbir
ds: [TFFE8A0CAS78] L"bW n\\amdﬁd\\MsPnsLAﬂ oL
TFFBBAOCASAI
ds: [7FF6BAOCA588] L"4\\MSPDE140.DLL"
ds: [7FF6BAOCA598] L"40.DLL"
FFGB8A0CA750] L"MSPDEL40"
FF6B8A0CA740] L"oLL”
ds : [TFFGBAOCATE0] "pDEOpenvalidates”
BAOCCO50] , FFFFFFFFFFFFEFFF
s : [7EFB7054E548; L "source_string != nullptr”
7FFB7054E540
7FFB7054E580, |. m1nkernﬂ\\cr'xS\\ucr‘t\\sr‘c\\desktupcr‘x\\cama\\cgets cpp”
7FFB7054E5ES,
7FFB7054E600 i swze Tnbytes
TFFB7054E628. L"size_read = nu'\'\p(r
7EFB7054E65E, L"string != nullptr
’USAESAU v
>
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SCHEF) SR BREE() ﬁi(H) MWE(V) FEARE HERO) B|OMW) =E)
F*H Goow Ml B Yy w DO eHghettrFw X p 00O TEES MIEGICAHE K ol
e II II ey ..._______________________________________________________________________] 5
Fegy M EAE WS DB W RR L SNETNS
Fimg@Ea- o 8 x DA View-h =] ThE
RFIEAR ~ push

_init_proc Jmo
1| sub_4005E0

AR &l =] Az




7] _tork [rov  eax, Lrbpevar_38)
[movsxd rbx, eax
7| _start lmov  edi, offset flag ; 3|
S| deregister_tn_c _
f|register_tm_clor :::;t"::r —
7| __do_global_dter
7| frane_dunny i — | @ *
main o short loc_4008¢
——-1bc_csu 1inn lea rex, [rbpestat_loc) eax, [rbpevar_38]
f|__libc_csu fini [mov eax, [rbpspid]
7] “vern_proc sov  edx, © ; ontions voe e, Flaglrax]
_tern_| sov  rsi, pex } stat_lod a1, son
louts b mov  edi; eax ; pid g g
sov  eax; ®
— call _waitpid
718730 — S P
w el o
ABFEE D 8 x = boveew, T
Loc_soass: kdae
lmov edi, offset format the ¢ kovax eax, flagrrax]
v eax, 0 kmp a1, 720
o einte fi:  Shaet 1oc_saeme
lea  ra, (rbpes2] ———
v e offset azs
lmov  eax, 0
T i)
[mov. Edl. aﬁ'sﬂ. f]is i 51
call  _strem
test  cox, eax
2 short loc_soesss
« . Wb
64, 00% (-484, 360) (365, 317) 0000077D 000000000040077D: main
B ] o @ x
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‘486578: using guessed type _ int64 _ fastcall _ isoc99_scanf(_QWORD, _QWORD); T{
Python ‘ ‘
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DX IDA - reverse_2 C:\Users\Lenovo\Desktop\reverse_2 - X
SCEF) SR BRE() BERE(H) WE((v) ESEE Smm0) |OW) =B
HEH e B B Y o @O et X > OOERLS -] %e | R
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Bk AR M HES MR N R SREIRS
[[mgEn- 0 8 x D4 View—h a ThiE @ T A Eleles E A
AR . rodata:0090000000400901 db @ ~
7] <init_proc . rodata: 0000000000400902 b 2
7] sub_d005E0 . rodata:0000000000400903 ) db e
7] puts rodata:0000000000400904 ; char format[]
7| _strlen .rodata:0000000000400904 format db ‘input the flag:',@0 ; DATA XREF: main:
7] ___stack_chk_fail 0000000000400914 a20s db '%20s',8 5 DATA XREF: main+
{7| “orintt 0000000000400919 ; char s[] public flag
|f| ___libc_start_ma :0000000000400919 s db ‘wrong flag!',@; char flag
7] _strcp 0000000000400925 ; char aThisIsTheRi, Flag db 7Bh g n+341r
[F] —_gnon_start__ 0000000000400925 aThisIsTheRight db i F
(7] _waitpid :0000000000400925 aHackingForFun db hacking_for_fun}',@
[7] ___is9c99_scant 0000000000400925 _rodata ends | data ends.
|f] fork 0000000000400925
_L,star?. LOAD: 40093D ; H
% dET?EWEU"'idf’ LOAD: 6060000004069 3D
|£] resister_tm_clones LOAD: 000000000040@93D ; S Pure code
7| __de_global_dtors_ e B E
E4 LOAD: 800000000040093D ssi Read/Execute
% frane_dmny LOAD: 6000@0000040093D segmsnt byte public 'CODE' use6d
5l e coninit LOAD: 000000000040093D assume cs:LOAD
A Tlibe cou fint LOAD: 800000000040093D ;org 40093Dh
(7] tern_proc LOAD: 6060000004069 3D assume es:nothing, ss:nothing, ds:_data, fs:nothing, gs:nothing
(7] puts LOAD: 6000000000400932D align 26h
{7l tz1en LOAD: 800000000040093D LOAD ends
[7 | — ) LOAD: 890000000040093D
(7l printt _eh_frame_hdr 5
[F] __libc_start_mai . eh_frame_hdr:0000000000400940
|7] stremp . eh_frame_hdr : 8006000000400940 a
[7] vaitpia .eh_frame_hdr:0000000000400940 ea
[f] __iz0c99_scanf .eh_frame_hdr:0000000000400940 _ segment dwnr‘d public 'CONST' use64
[7] fork . eh_frame_hdr : 8006000000400940 assume cs:_eh_frame_hdr
.eh_frame_hdr:0000000000400940 ;0rg 400946h
.eh_frame_hdr:0000000000400940 unk_400940 db 1 5 DATA XREF: LOAD:@
. eh_frame_hdr : 8000000000400941 db 1Bh
.eh_frame_hdr:0000000000400942 db 3
.eh_frame_hdr:0000000000400943 db 3Bh ; ;
< > 00000904 0000000000400904: . rodata:fornat v
718/30 < >
B ] o8 x
40UoYeT PUSILIVE SP VELUE @5 UEer TOul ~
400670: using guessed type _ int64 _ fastcall _ isoc99_scanf(_QWORD, _QHORD); T{
Python ‘ ‘
AUz idle [@ET Hif: 69GB
X i - Lo 12:03
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HF) SEE B %(H) ?'I'E(V) AR HEHR(O) ED(W) FEE)

HH ers - ey o @M@ et v#Fw X b OOFERELS e @
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Fegy M EAE W HES O OBER W ORR SRS

[ mgEn o & x IDA View—4 1Atk B8 @ o A E- A Efcs &) e
FEETR 1fint __cdecl main(int argc, const char **argv, const char **envp)

[F] -init_proc 2t

7] sub_4005E0 3| int result; //

7] puts 4| int stat_loc; // [rsp+2

7| _strlen 5 i; // [rspsgh] [ri

7| ___stack_chk_fail 6| _pid t pid; // [rsp

{f] _prinf 7| char s2; // [rsp+l6h]

|f] ___libc_start_main 8 unsigned __int64 v8; // [rsp+2

7] _strcap 9

|£| —_emon_start__ 10 __readfsqword(0x28u) ;

7| _waitpid ] fork();

|f] ___is0c99_scant 12 Jf ( pid )

7] fork 13

LL] start 14 argv = (const char **)& 5

7] deregister_tn_clones 15 waitpid( c,0);

|| rezister_tn_clonss S o

7] __do_global_dtors_aux

7] Frane_dunny ?lse

G i for (1 - strlen(&flag); ++i )

(7] 116 fini

'% Tremnproc if ( *(&flog + 1) [l *(&flag + i) == 'r' )




22 T(&Tiag + 1) = 1 ;

f| puts
[7] strlen 23}
__stack_chk_fail 24
F|meAmes 25| printf("input the flag: gv);
__libc_start_main 26| __150¢99_scanf("%20s", &s2);
streap 27| if ( !stremp(&flag, &s2) )
vaitpid 28| result = puts(“this is the right flagl");
__i50¢99_scanf 29| else
[7] fork 38| result = puts("wrong flag!");
31| return re H
320
< >
718/30 0000077D main:1 {(40077D)
B ] o8 x
H0U079T USING RUESSEU Lype —LITL04 —TaSTlall —ISUCIY_SCANT(_QNURD, _UHURD); B
400670 using guessed type _ int64 _ fastcall _ isoc99_scanf(_QWORD, _QWORD); ﬂ
Python ‘ ‘

AUz idle [@ET Hif: 69GB
L EXEHNFEERNINE
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¥ IDA - reverse_3.exe C:\Users\Lenovo\Desktop\reverse 3.exe - X
SR SR BER() BERH) WEAV) EEEsE SEm0) 'BOW) B
HH e 8 3 o BO) gt FrFe X b OO EALSE MEIEAN: ] &
: O M ______________________________________________________________________________§ 2
FE M EAERs W SRS L MR D RA SNEIES
s ) o8& x ID& View—4 1httE o 4 oA mE [# SEalE ] HE
EHEER N FR -
LZ _sprintf s -t 3| size t vo; //
7] Zset_nen_nods Tt 4 const char *v1; // e
7] _set_fmode -t 5| size t v2; //
7| _set_apn_type t 6| int v3; [/
7| _seh_filter_exe t 7| @
{7] _sen_filter_a1l t 8| signed int j; // [
|f| register_thread local_exe atexit o= .t 9| signed int i; // [
|f| resister_onexit_function t 10| signed int v8; //
(7] main_o t 11| char Dest[108]; //
(7] _main ot char str; //
|£] -inittern_e t char vi1; //
|f] inittern t
[7] _initialize_cnexit_table t for (i=0; i< 100; ++i)
|£] _initialize_narrov_envirecnment t {
7] _suard_check icall () t If ( (unsigned int)i >= Ox64 )
|£] _suard_check_icallG) i 18 3 report_rangecheckfailure();
i _get_initial_narrow_environment t . p=<7r[- .
[7] _exit ot P ) R
é ’:iizrzeiz:zgit::’t:m z 21| sub_41132F("please enter the flag:");
7 T - N 22| sub_411375("%20s", &5tr);
(7] crt_at_auick_exit £ 23] w0 = j_strlen(&str);
Fi| “cemenailfy o 4 24| w1 = (const char *)sub_411@BE(&str, vo, &vil);
z _configure_narrow_argy t 25| strnepy vl, @x28u);
|f] _confizthreadlocale t 2
|£] _cexit t 27
[£] c_exit t 28
|f] atexit -t 29 ¢ H
|| _at_quick_exit t 30| if ( !strncmp(Dest, Str2, v2) )
[7] __vsprintf s 1 .t 31 sub_41132F("rigth flag!\n");
7] _vert_LoadLibraryEsy 1 32| else
£ —vert Getlodul elandlel t 33 sub_41132F("wrong flag!\n");
7] --vert_Getllodul eFi LeNaneV t 34) HIDWORD(vA) = v3;
i{ __stf)o_coml.nm:_viprlntf_:;- to 35/ LODWORD(v2) = @
< S > 36| return v4;
% ‘ 3703
3 170/276 00004022 _main_0:30 (415822)

g

BE R o & x

&% mEE0 ok <
|

Pythen
AT: idle [@T Hif: 89GB

L ExEMNMREERNINE
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HF) REE BEE0) ERH) WE(Y) B E0) ®OW) =8
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FEE M EAERs W SRS L MR D RA NS

Jrallici =) o & x DA Viev-4 B i [B] Stack of main 0 B +r#HnE A 1 E e

FHEAR - ' _text:00415864 lea edx, dword_415890 ~
A5 text:0041586A call  j_@ RTC_CheckStackVars@8 ; RTC CheckStackVars(x,x)

report_ssourityfailure

report_rangecheckfailure - Lext:0041586F pop
report_gsfailure - text: 00415870 pop
raise_securityfailure - text: 00415871 pop
isa_available_init - text:00415872 pop
_RTC_shutdown _text:00415873 pop
_RTC_InitBase . text:00415874 mov ecx, [ebp+var_4]
_RTC_CheckBsp . text:0@415877 xor ecx, ebp
HtCurrentTeb - . text:00415879 call j_@_ security_check_cockie@4 ; _ security check_cookie(x)
j__CrtDbgReport¥ . text:0041587E add esp, 17Ch
j__CrtDbgReport . text:00415884 cmp ebp, esp
J_IsProcessorFeaturePresent - _text:00415886 call  j__RTC_CheckEsp
is_potentially_valid_image_base(voi= text: 00415888 nov esp, ebp
inveke main(roid) ) . text:0041588D pop ebp
fl?d,;?e,secnon(ucl?ar *lcon.st,ulnt) _text:0041588EF retn
failwithmessage(void #,int, int, char- text:@041588F main 0 endp

exit
_wsplitpath_s
_wnakepath_s -

B oh f of e of F oF CF oF O ek O b CF eh b ek F OF CF oF @ oF O ek ob oF O oF oF of o o

. text:0041588E
R 1BBALSBBE - - - oo oo

SNSRI A S A S S A A S ST RS

_strlen_priv(char const + - bext-opaLsEEr align 10h e

Teprinif s . .text:00415890 dword 415890  dd 3 ; DATA

pe—— _text:00415894 dd offset dword_415898

“cet_faode . _text:0041580% dword 415898  dd OFFFFFFFah, 4 ; DATA to

e, v -text:004158A0 dd offset aNlen 5

_seh_filter_exe _text:004158A4 dd OFFFFFFD8h, 14h

_seh_filter_dll —text:004158AC dd offset alnput ;

_register_thread local_exe_atexit_c= -text:00415880 dd OFFFFFF6Ch, 64h

_register_onexit_function -text:004158B8 dd offset aBase6dinput

_main 0 _text:004158BC aBase64input  db 'base64input’,® 5

_main - .text:004158C8 alnput db “input’,0 H

_inittern_e _text:004158CE aNlen db "nlen’,®

_inittern -text:@04158D3 db epeth dup(ecch)

—initialize_onexit_table -text:004165D4 align 4eh

J““iﬂliz oy e IR B - _text:00416600 dd 280h dup(?)

S > _text:00416600 .text ends
% [ 00004CA4 00415844: . text:00415844 v
3170/276 < >
= akEn
&% mEEn ok
Python

AU idle ET i : 6908
L ImxEMAMFEERNNE

AW EL, & Plinput/sfbase64
Xfstr2H 45 i k1 Tbaseb4fif %, 1%3flag
flag{i_lOve_you}
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