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text:004119E0 00000007 C offset
text:004158BC  0000000C @ base64input
text:004158C8 00000006 C input
text:004158CE 00000005 C nlen
.rdata:00417B30 00000042 C ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijkimnopgrstuvwxyz0123456789+/=
.rdata:00417874 00000017 C please enter the flag:
.rdata:00417B8C 00000005 C %205
.rdata:00417894 0000000D C wrong flagi\n

Hifiplease enter the flag= 1)\ "\ 7JHfisub_4156E0= 1# JJfli{l- L
int sub_4156EB()
{
int len; // eax@6
const char =s; ff eax@6
size t w2; f/ eax@9
char wh; ff [sp+8h] [bp-188h]E6
char vw5%; ffF [sp+Ch] [bp-17Ch]E1
int wé; £/ [sp+10h] [bp-178h]E3
int j; #/ [sp+DCh] [bp-ACh]@6
int i; /7 [sp+E8h] [bp-ABh]E1
char Dest[188]; /F [sp+Fu4h] [bp-24h]E5
char Str; /7 [sp+168h] [bp-2Bh]E6
char vi11; f/ [sp+17Ch] [bp-Ch]@E6
unsigned int v12; f/ [sp+184h] [bp-4h]@1
int savedregs; /7 [sp+188h] [bp+8h]@E1

memset(&v5, BxCCu, Bx17Cu);
v12 = {(unsigned int)&savedregs * __security_cookie;
For ( 1= 8; 1 € 188; ++i )
{

6 = i

if ( (unsigned int)i »= Bx64 )

sub_411154();

Dest[uva] = 8;
H
printf{"please enter the flag:", uvi);
scanf("%208s", &Str); ‘hff’ff R
len = j_strlen{&Str); - B (FNE
s = {const char =)sub_4118BE{{int)}&Str, len, (int)&ui11);
strncpy{best, s, Bx28u);

i = j_strlen{Dest);
For ( j = @; j <i; ++i )

Dest[§] += i: o
v2 = j_strlen{Dest};
strncmp{Dest, 3tr2, v2);
if ( Ub_NTTT27()])

printf{"wrong flag?in', ul};
else

printf{"rigth flag?in', ul};
sub_B1126C{&savedregs, &dword 415898);
sub_ 411288();
return sub 411127();
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if ( Dst )
{

j_memset{Dst, B, lenl + 1});

str1 = str;

len1 = len;

i = 8;
i=8;
while { lenl > 8 )
{
mid[2] = 8;
mid[1] = 8;
mid[8] = 8;
For ( 1 = 8; i € 3 && lenl »= 1; ++i )
{
mid[i] = #*stri;
--1len1;
++s5trl;
H
if { i) /f i==8
break;
Uy = i;
if ((1i==1) ffi==1
{
={Dst + j++)} = alpha[mid[8] >> 2];
#(Dst + j++) = alpha[{{mid[1] & BxFO) >> 4) | 16 = (mid[8] & 3)]:
={Dst + j++)} = alpha[64];
={Dst + j++)} = alpha[64];
H
else if { v == 2 ) Ffoi==2
{
={Dst + j++)} = alpha[mid[8] >> 2];
#(Dst + j++) = alpha[{{mid[1] & BxFO) >> 4) | 16 = (mid[8] & 3)]:
#(Dst + j++) = alpha[{(mid[2] & BxXCO) >> 6) | & * {(mid[1] & BxF)];:
={Dst + j++)} = alpha[64];
H
else if { v == 3 ) Ff i==3
{
={Dst + j++)} = alpha[mid[8] >> 2];
#(Dst + j++) = alpha[{{mid[1] & BxFO) >> 4) | 16 = (mid[8] & 3)]:
#(Dst + j++) = alpha[{(mid[2] & BxXCO) >> 6) | & * {(mid[1] & BxF)];:
={Dst + j++)} = alpha[mid[2] & @x3F];
H
H

*(Dst + i) = 0;

BAAEHOLH LT

alphale” ABCDEFGHI JKLMNOPQRSTUVWXYZabcdefghi jklmnopqrstuvwxyz0123456789+/=’

2 PP SO\ IS £ laghe 3tk Blak afk + 4 i il -
SEE R baseb4 -
+ alphal® 567 44 3% I WE ik e 643 HI Bl = 3514 Z e base6aZHL i % 557 IEHE{E -

p M a

ASCIIZRD 77 a7

il 0 1 o 0 1 1 0 1 0 1 1 0o 0 0 0 1
gL 19 22 5
Base64!R T w F

eI, BaseS4FHoR — AN T4t e N AT

+ base64 % T\ ¥ e 355 4%)) 5t 7 — 64ile K] -
45 J) BB K ML 7 = ) BORS 2% 85 R )



while E len > 0 )
mid[2] = 0;
mid[1] = 0;
mid[0] = 0;
for (i =0; 1 <

mid[i] = #strl;

—lenl;
++strl;

1

!

if (i==0)
break;

if (i=1)

i
*(Dst + j++) =
*(Dst + j++) =
*{Dst + j++) =
*¥(Dst + j++) =

1

!

else if (1 == 2
*{Dst + j+4) =
*(Dst + j++) =
*(Dst + j++) =
*¥(Dst + j++) =

1

!

else if (1 == 3

{
*{Dst + j+4) =
*(Dst + j++) =
*(Dst + j++) =
*¥(Dst + j++) =

}

1
!
5 JEAAE A (€

cfr="e3nifIH9b_C@n@dH’

t#talpha="ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/="

midcfr=""
#pilot
for i in range(len(cfr)):

3 && len > 0; ++i )

base[mid[0]/4];
pa§e[{mid[1]516}

]
3 3

16% (mid[0]1%3)1;

)

base[mid[ﬂ]f4]:
base[tmid[l]flﬁ}
pa§e[£mid[21564}

16% (mid[0]%3) ] ;
4% (mid[1]%15) ] ;

)

base[mid[0]/4];
base[(mid[1]/16)
base[ (mid[2]/64)
base[mid[2]%63] ;

16% (mid[0]%3) ] ;
4% (mid[1]%15) ] ;

midcfr+=chr(ord(cfr[i])-i)
#print midcfr & midcfr='e21fbDB2ZV95b3V9’

t#tbase64!
import base64

plaintext=base64.b64decode(midcfr)

print plaintext
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