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[7] Functions window os x IDA Viev-A @ Occwrences of: call ds:printf (O] Hex View-1 [ structures [E  Enuns ¥  Imports @  Exports
. text:00438100 nop ~
E!m(t:n name text: unuanm push  eax
7] sub_401000 _text:o pop  eax
7] _main push ebx
[7] StartAddress pop ebx
[ __security_check_cookie(x) pusha
[7] __tmainCRTStartup hop
7] start push  eax
[7] __report_gsfailure pop  eax
[7] _CxxUnhandledExceptionFilter( EXCEPTION_PO push  ebx
; - pop ebx
A _amsg_exit Pusha
[7] __onexit popa
(7] “atexit no
p
(7] sub_44AEBA =0 push  eax
7 _XcptfFilter fpotsbrmbint pop eax
(7] _ validatelmageBase s push - ebx
[# _FindPESection -rexts ';:';m ebx
[7] __IsNonwritableInCurrentimage X : popa
[A _initterm _text:00438115 nop
[ _initterm e .text:00438116 push eax
(A~ SEH_prolog4 _text:0438117 pop - eax
= _text: pus ebx
(7] _SEH_epilog4 bon pres
[7] “except_handler4 hueha
(7] __setdefaultprecision popa
(7] sub_44B116 nop
[ __ security init_cookie push  eax
: pop eax
% f”tff“b”gg.ed'—h""k _text:0OM3811F push  ebx
£] terminate(void) _text:00438120 pop ebx
[#] _unlock _text:oou3s121 pusha
[#] _ dllonexit _text:00438122 popa
7 Tock _text:00438123 nop
[7] _except_handlera_common -text:00ua812y push  eax
) Tinvoke watson ~ _text:08438125 pop eax
JTELLR WA _text:9O438126 push  ebx
[7] _controlfp_s _text:oou38127 pop ebx
_text:00438128 pusha
_text:00438129 popa
-text:043812A nop
_text:0B43812B push  eax
a 5 _text:0043812C pop eax
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pusha
popa

nop

push eax
pop eax
push ebx
pop ebx
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static main()
{
auto i,j,from,size;
from=0x4135E9;
size=0xA7EB;
for(i=0;i<size;i++)
{
if((Byte(from)==0x60)
&&(Byte(from+1)==0x61)
&&(Byte(from+2)==0x90)
&&(Byte(from+3)==0x50)
&&(Byte(from+4)==0x58)
&&(Byte(from+5)==0x53)
&&(Byte(from+6)==0x5B))
{

for(j=0;3j<7;j++)

{
PatchByte(from,0x90);
from++;

}

continue;

}

from++;

}
Message("\n"+"0JBK\n");
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. Decompilation failure:
N 4381A4: call analysis failed

Please refer to the manual to find appropriate actions

. ] Don't display this message again (for this session only)
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int _ cdecl main(int argc, const char **argv, const char **envp)

{

unsigned int len; // kroo_4@l

FILE *fp; // [sp+1Ch] [bp-14h]@10

unsigned _ int32 filelen; // [sp+20h] [bp-106h]@4
int k; // [sp+28h] [bp-8h]@1

unsigned int i; // [sp+28h] [bp-8h]@7

unsigned __ int32 j; // [sp+28h] [bp-8h]@10

FILE *File; // [sp+2Ch] [bp-4h]@1

*(_BYTE *)(*(_DWORD *)(__readfsdword(24) + 48) + 2) = 68;

CreateThread(0, 0, StartAddress, 0, 0, 0);

printf("Key : ");

nop();

scanf("%s", key);

len = strlen(key);

nop();

k = 0;

File = fopen("file", "rb");

nop();

if ( !File )

{
nop();
printf("\n\n\nfiiZH FEHETE Z{L!\n");
nop();
exit(0);

}

fseek(File, 0, 2);

nop();

filelen = ftell(File);

nop();

rewind(File);

nop();

while ( !feof(File) ) // read file

{
nop();
s1[k]
nop();
++k;
nop();
}
nop();
for (i
{
s1[i] ~= key[i % len];
nop();
s1[i] = ~s1[i];
nop();
}
fclose(File);
nop();
fp = fopen("file", "wb");
nop();
nop();

fgetc(File);

for ( j = 0; j < filelen; ++7 ) // store

0; i < filelen; ++i ) // encrypt

encrypted data



{
fputc(si[jl, fp);

nop();
}
printf("\nBUEEE TR \nIBLE BHF IBMEEAC BEINEE BB FIEHE ! \niuiE 2W IERE MR Lk, BREdh EEHE
nop();
return getch();
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2% python /NI A

fl=open('file','rb")
f2=open('mid', 'wb")
s=fl.read()
for i in s:
i=~ord(i)
f2.write(chr(i%256))
fl.close()
f2.close()
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key="letsplaychess'

f3=open('mid', 'rb")

f4=open('test','wb")

sl=f3.read()

for i in range(len(sl)):
k=ord(s1[i])”ord(key[i%len(key)])
f4.write(chr(k))

f3.close()

f4.close()
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push offset Format ; "Key -> Colle System"
call ds:printf

"4, Colle Systemii 2 Al 17 Z 55 745



	Writeup of Ransomeware(reverse) in reversing.kr
	0x00 壳
	0x01花指令
	0x03 解密


