Writeup of Imageprc(reverse) in reversing.kr

CO0ss4ck F 2018-02-19 1827:52 kAt 363 g

7KL RE: Reverse of CTF

FRAL R B ARSI F A E, 85 CC 4.0 BY-SA MR, #E8iE I b JE S H A BE AT A B 0
ARCBERE:  httpsy/blog.csdn.net/cossack9989/article/details/79337075

WAL

. Reverse of CTF LA IRRIZNE

7R CE 0T
B ER

O, ... R ... T T JLWINAPIIE

0x00 Program Logic

HRBATRR, KIHEI—EAmR, e R, f# Hdi'Check'Button, 3% Wrong
EREFIEEIDA, WEAEZHE . HJeF WinMainek £


https://blog.csdn.net/cossack9989
https://blog.csdn.net/cossack9989/category_7259468.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/cossack9989/article/details/79337075
https://blog.csdn.net/cossack9989/category_7259468.html

int _ stdcall WinMain(HINSTANCE hInstance, HINSTANCE hPrevInstance,

{

int v4; // ST14_4@1
int v5; // eax@l

HWND v6; // eax@l

int result; // eax@3

struct tagMSG Msg; // [sp+4h] [bp-44h]@1
WNDCLASSA WndClass; // [sp+2@h] [bp-28h]@1

dword_4084D8 = (int)hInstance;
WndClass.cbClsExtra = 0;
WndClass.cbWndExtra = 0;
WndClass.hbrBackground = (HBRUSH)GetStockObject(0);
WndClass.hCursor = LoadCursorA(®, (LPCSTR)Ox7F00);
WndClass.hInstance = hInstance;
WndClass.hIcon = LoadIconA(@, (LPCSTR)Ox7F@0);
WndClass.lpfnWndProc = (WNDPROC)sub_401130;
WndClass.lpszClassName = lpWindowName;
WndClass.lpszMenuName = O;
WndClass.style = 3;
RegisterClassA(&WndClass);
v4 = GetSystemMetrics(1l) / 2 - 75;
v5 = GetSystemMetrics(9);
v6 = CreateWindowExA(@, lpWindowName, lpWindowName,
ShowWindow(v6, 5);
if ( GetMessageA(&Msg, 0, 0, 0) )
{

do

{
TranslateMessage(&Msg);

DispatchMessageA(&Msg);

}
while ( GetMessageA(&Msg, 0, 0, 9) );
result = Msg.wParam;

}

else

{

result = Msg.wParam;

}

return result;
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LRESULT __ stdcall sub_401130(HWND hWnd, UINT Msg, WPARAM wParam, unsigned int 1Param)

{
HDC v4; // eax@6
LRESULT result; // eax@6
HGDIOBJ] v6; // eax@7
HDC v7; // esi@8
void *v8; // esi@10
HRSRC v9; // eax@10
HGLOBAL v10; // eax@10
_BYTE *v11; // eax@10
signed int v12; // edi@1@
_BYTE *v13; // ecx@10
int vi4; // eax@1@

char pv; // [sp+8h] [bp-80h]@10

LONG v16; // [sp+Ch] [bp-7Ch]@1e

UINT cLines; // [sp+10h] [bp-78h]@10

struct tagBITMAPINFO bmi; // [sp+206h] [bp-68h]@6

if ( Msg <= ox111 )
{
if ( Msg != 273 )
{
if ( Msg == 1)
{
v7 = GetDC(hWnd);

hbm = CreateCompatibleBitmap(v7, 200, 150);

hdc
h = SelectObject(hdc,

CreateCompatibleDC(v7);

hbm) ;

Rectangle(hdc, -5, -5, 205, 205);

ReleaseDC(hWnd, v7);

::wParam = (WPARAM)CreateFontA(12, o, 0, 0, 400, 0, 0, 0O,

dword_4084EQ = (int)CreateWindowEXxA(

SendMessageA( (HWND)dword_4084E0Q, ©x30u,

return 0;

}
if ( Msg == 2 )
{

0.\
ClassName,
WindowName,
0x50000000u ,
60,

85,

80,

28,

hind,
(HMENU)0@x64,
hInstance,
0);
::wParam, 0);

v6 = SelectObject(hdc, h);

DeleteObject(v6);
DeleteDC(hdc);
PostQuitMessage(0);
return 9;

}

if ( Msg == 15 )

{
v4 = BeginPaint(hWnd,

(LPPAINTSTRUCT )bmi.bmiColors);

ox81u, 0, 9, 0, O0x12u, pszFaceName);



}

}

BitBlt(v4, @, @, 200, 150, hdc, @, ©, ©xCC0020u);
EndPaint(hWnd, (const PAINTSTRUCT *)bmi.bmiColors);
return 0;

}

return DefWindowProcA(hWnd, Msg, wParam, lParam);

if ( wParam == 100 )

{

}

GetObjectA(hbm, 24, &pv);

memset(&mi, O, ©x28u);

bmi.bmiHeader.biHeight = cLines;
bmi.bmiHeader.biWidth = vi16;

bmi.bmiHeader.biSize = 40;

bmi.bmiHeader.biPlanes = 1;

bmi.bmiHeader.biBitCount = 24;
bmi.bmiHeader.biCompression = 0;

GetDIBits(hdc, (HBITMAP)hbm, ©, clLines, ©, &bmi, 0);
v8 = (void *)sub_40150B(bmi.bmiHeader.biSizeImage);
GetDIBits(hdc, (HBITMAP)hbm, ©, clLines, v8, &bmi, 9);
v9 = FindResourceA(©, (LPCSTR)@x65, (LPCSTR)©Ox18);
v10 = LoadResource(9, v9);

vll = LockResource(v1e);
vi2 = 0;
vl3 = v8;
vl4 = vil - (_BYTE *)v8;

while ( *v13 == v13[vi4] )
{
++v12;
++v13;
if ( vi2 >= 90000 )
{
sub_401500(v8);
return 0;

}
MessageBoxA(hWnd, Text, Caption, ©x30u);

sub_401500(v8);
return 0;

return 0;

if ( Msg == 512 )

{

}

if ( dword_47D7F8 )

{

}

MoveToEx(hdc, x, y, 0);

LineTo(hdc, (unsigned __intl6)1Param, 1lParam >> 16);
x = (unsigned __inti16)1Param;

y = 1Param >> 16;

InvalidateRect(hWnd, @, 0);

return 0;

if ( Msg == 513 )

{

dword_47D7F8 = 1;

y
X

= 1Param >> 16;

(unsigned __int16)1Param;

result = 0;



}

else

{
if ( Msg != 514 )

return DefWindowProcA(hWnd, Msg, wParam, lParam);

dword_47D7F8 = O;
result = 0;

}

return result;
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IDA View-EIP O & x | ilf General resisters o8 x
_text:0040137A push  ecx 5 clines ~loFa
_text:0040137B push 0 5 start vinea ¥
text:0040137D push  edx 5 hbn 0047E020 60 90 60 90 60 A0 61 A0 65 00 0O 00 30 00 0O 80 o8 x
_text:0040137E push  eax 3 hdc 0047E030 60 00 60 00 60 OO 6O OO0 0O 00 0O 0O 0O 00 O1 0O
O 00476040 12 64 60 60 48 60 60 60 60 EO 07 00 90 5F 61 00 @
-text:00401381 pust 0047E050 60 90 60 90 60 A0 60 A0 OO 09 OO 0O OO 0O OO 0O
-text: 00401383 push 0047E068 FF FF FF FF FF FF FFFF FF FF FF FF FF FF FF agePrc.exe
_text:00401385 pusk 0047E070 FF FF FF FF FF FF FF FFFF FF FF FF FF FF FF FF
text:00401387 call _ X . 0047E080 FF FF FF FF FF FF FF FFFF FF FF FF FF FF FF FF >
_text:0040138D pust Soippet list Pllenes cuier ooyt ey 0047EG90 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
-text:OONOTIBE pust [ static main() 0047E0A0  FF FF FF FF FF FF FF FFFF FF FF FF FF FF FF FF
-text: 00401398 call ame ©647EGB0  FF FF FF FF FF FF FF FFFF FF FF FF FF FF FF FF 0os& x
-text: 80401396 pust | € Default snippet * auto 1,fp; 0047EOCO  FF FE FF FE FF FF FF FEFF FF FF FF FF FF FF FF
_text:00401397 call auto £rom-Bx4TEBGH; 0047E0D0  FF FF FF FF FF FF FF FFFF FF FF FF FF FF FF FF
_text:0040139D xor auto size-00860; [l0047E6E0  FF FF FF FF FF FF FF FFFF FF FF FF FF FF FF FF
_text:0040139F mou Fp=Fopen(D: /imageprc. txt™, "wb") 5 0047EOF0  FF FE FF FE FF FF FF FEFF FF FF FF FF FF FF FF
_text:00401201 sub For (iFrom;iCFromssize;ise) 0047E100 FF FF FF FF FF FF FF FFFF FF FF FF FF FF FF FF
_text:004013A3 0047E110 FF FF FF FF FF FF FF FFFF FF FF FF FF FF FF FF
.:extfnnnmsna loc, fputc(Byte(i), Fp)s 0047E120 FF FE FF FE FF FF FF FEFF FF FF FF FF FF FF FF
_text:004012A3 mou 0047E130 FF FF FF FF FF FF FF FFFF FF FF FF FF FF FF FF
N 0047E140 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
DOTEEErE] OO0y, _|00u7E150  FF FF FF FF FF FF FF FFFF FF FF FF FF FF FF FF
: 0047E160 FF FF FF FF FF FF FF FFFF FF FF FF FF FF FF FF
O] Stack viev 0047E170 FF FF FF FF FF FE FF FF FF FF FF FF FF FF FF FF 0
CIELT A 0606000 0047E180 FF FF FF FF FF FE FF FEFF FF FF FF FF FF FF FF ~
OO10FOBS  00MOT130  sub_ 0047E190 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
O619F9BC  BBOEBD66 0047E1A0 FF FF FF FF FF FF FF FFFF FF FF FF FF FF FF FF
BO19F9CH  BOABDABD 0047E1B0 FF FF FF FE FF FF FF FEFF FF FF FF FF FF FF FF
OO19FOCH  060000CS 0047E1CO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
OB19FOCE  BB00B096 0047E1D0  FF FF FF FF FF FF FF FFFF FF FF FF FF FF FF FF
. Line 1 of 1 . . 0047E1E0 FF FE FF FE FF FF FF FEFF FF FF FF FF FF FF FF
[UNERONN| 0019F984: Stal Line:ll Colunn:2 _|0eu7E1FG FF FF FF FF FF FF FF FFFF FF FF FF FF FF FF FF e
] output vindor e fire) Tab size 0047E200 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF os x
e “|0047E210 FF FF FF FF FF FF FF FFFF FF FF FF FF FF FF FF
0047E220 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF @
Run Export Inport Save 0047E230 FF FF FF FF FF FF FF FFFF FF FF FF FF FF FF FF
75FFO000: loaded C:\HIN 0047E240 FF FE FF FE FF FE FF FE FF FF FF FF FF FF FF FF
loaded €:\ WinTypes.d1l 0047E250 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
4720000: loaded C:\WINDOWS\SysWOW64\WinTypes. dll 0047E260 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
Unloaded C:\WINDOWS\SysWOWE\WinTypes.d1l 0047E270 FF FF FF FE FF FF FF FE FF FF FF FF FF FF FF FF
47FDOD0: loaded C:\WINDOWS\SysWOW64\WinTypes.d1l 0047E280 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
Unloaded C:\WINDOWS\SysWOWGE\WinTypes .d1l 0047E290 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
PDBSRC: loading symbols For 'C:\Users\76923\Desktop\reverse learning\@reversing.kr\InagePrc.exe’ ... 0047E200 FF FF FF FF FF FF FF FE FF FF FF FF FF FF FF FF
PDB: using DIA d1l "G:\Progran Files (x86)\Common Files\Hicrosoft Shared\UC\msdia9e.d11"
PDB: DIA interface version 9.6 UNENOWN 0047E060: ImagePrc.sxe:0047E0€0 (Synchronized with EAX)
77CA3886: thread has started (tid=16816)
77CA3886: thread has started (tid-22512)
script Default snippet error: (‘inualid syntax’, (*<string>', 2, 5, *From=gx47EG60\R’))
Script Default snippet error: 1: Missing brace i
Python ‘
aU: idle Down Disk: 27GB
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from PIL import Image

width=200
height=150

f=open('imageprc.txt','rb")

data=f.read()

p=Image.frombytes('RGB', (width,height),data)
p=p.transpose(Image.FLIP_TOP_BOTTOM)
p.show()
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