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Ho. Tine Source Destination Protocol Length Info -
254 20.709918 192.168.1.106 192.168.1.108 TCcP 74 49620 » 50066 [SYN] Seq=0 Win=29200 Len=@ MSS=146@ SACK_PERM=1 TSval=17578205 TSecr=0 WS=1024
255 20.769998 192.168.1.108 192.168.1.106 TCP 74 50066 > 49620 [SYN, ACK] Seq=6 Ack=1 Win=8192 Len=@ MSS=1460 WS=256 SACK_PERM=1 TSval=6729077 TSecr=1757820
256 20.710119 192.168.1.106 192.168.1.108 TCP 66 49620 » 50066 [ACK] Seq=1 Ack=1 Win=29696 Len=0 TSval=17578205 TSecr=6729077 =

¢ 257 20.710120 192.168.1.106 192.168.1.108 FTP 85 Request: RETR /abc/pub.key

258 20.710350 192.168.1,108 192.168.1,106 FTP 108 Response: 150 Opening BINARY mode data connection. -
259 20.710583 192.168.1.108 192.168.1.106 FTP-DA.. 338 FTP Data: 272 bytes (PASY) (RETR /abc/pub.key)

. 260 20.710699 192.168.1.106 192.168.1.108 TCP 66 49620 > 50066 [ACK] Sea=1 Ack=273 Win=30728 Len=0 TSval=17578206 TSecr=6729077 R =v

FTP Data (272 bytes data) "

Setup frame: 253

[setup method: PAsV]

[Command: RETR /abc/pub.key]
Command frame: 257

[Current working directory: /]

v Line-based text data (6 lines)
————— BEGIN PUBLIC KEY-----\n
MTGEMAAGE SaGSThINOFRANIIAAAGNANC R NKReNNALINAA+7ATMAVC 11niAn /I1RRI\n e
0030 01 @4 85 5d 60 00 01 01 63 0a o1 ec ] ul ~
38 dd 2d 2d 2d 2d 2d 42 45 47 49 4e 20 50 55 42 8 ----- B EGIN PUB
4c 49 43 20 4b 45 59 2d 2d 2d 2d 2d @a 4d 49 47  LIC KEY- -----MIG
66 4d 41 30 47 43 53 71 47 53 49 62 33 44 51 45  fMA@GCSq GSIb3DQE
42 41 51 55 41 41 34 47 de 41 44 43 42 69 51 4b  BAQUAAAG NADCBiQK
42 67 51 44 30 55 4e 30 41 2b 37 30 69 4d 30 56  BgQDOUNG A+70iMOV
43 4a 31 6e 69 30 6e 2f 55 31 42 52 6a 6a 30 75  CJInien/ U1BRj 6u
38 79 4d 57 48 34 51 69 2b 78 54 62 6a 48 67 62  8YMWHAQL +XTbjHgb
45 37 77 4 75 6b 4F 61 4f 2b 32 50 79 51 58 69  E7wOukOa 0+2PyQXi
71 49 7a 5a 6e 66 35 6a 43 6b 4a 75 56 44 59 6a  qIzZnf5j CkJuvDYj
41 4c 47 63 4b 72 5a 4d 34 af 43 51 42 42 ©a 64  ALGCKrZM 40CQBB-d
38 35 42 2f 4c 54 63 33 36 58 5a 37 4a 56 66 58  85B/LTC3 6XZ7IVFX
35 6b 47 79 35 74 49 52 33 74 71 75 75 50 49 56  SkGyStIR 3tqUUPIV
4b 4e 64 41 73 48 6¢ 53 71 68 39 53 37 59 53 53  KNdASHLS gh9s7vss
33 39 52 64 6e 53 61 35 72 4f 55 79 47 68 72 @a  39RdnSa5 rOUyGhr
4c 7a 78 77 7a 7a Ad 39 49 Af 34 65 2b 51 51 2b  LzxwzzMO I0de+QQ+
43 51 49 44 41 51 41 42 6a 2d 2d 2d 2d 2d 45 4e  CQIDAQAB «----- EN
44 20 50 55 42 4c 49 43 20 4b 45 59 2d 2d 2d 2d D PUBLIC KEY----
2d ea -
[ o am
O 7 Text item (text), 27 byte(s) #4: 705 - EEF: 705 (100, 08) 1.1 UL o=
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openssl rsautl -decrypt -in key.txt -inkey psa.key -out flag.txt
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hi, boys and girls! flag is [{haPPy_Use_BpenSsI}
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