Windows3¥3l WFPZ = CalloutBkzh 1 #4E

Z18 28 19 o F 2013-10-20 212646 &Ai o 16924 ﬁ KR 3
LR WindowsIRz)_WEFP
WRAE B : ASCAHEEFEAISCE, #E CC 4.0 BY-SA BTN, FEEIEM LR SCH A s A S,

ASCEER:: hitpsy/blog.csdnnet/Z18 28 19/article/details/12888433
FRAL

— ¥

i

: Windows#X#) WEP LIk FiZ AR
4R E 1T

WL

BERERATEMNRE, WTFECENERBRENIR], HERERBAIRARE. BMREE, B
MBAR, BEGI, wRHEK. B, BREBL2ZHELE, BRAEAER, HE, ROBCEMTRE, N
ER RS, WE, CEMREEREENRY, IANRBEAREN. oL, BTRENE, REFIT
&, WFPEARZ T, BRI R minifilter, BREKE, BEFHEMLKIO, EHjavascript. BELE
fito

RS, NMZREEERKH—R T, BAEEAZE TR -NEMEARRE. RIIKEFWFPH
callout s K#fE . Ak REDEIRIURK. HR, AR, RERAD TR,

Callout Driver Operations

Initializing a Callout Driver
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VOID
Unload(
IN PDRIVER_OBJECT DriverObject

)

NTSTATUS

DriverEntry(
IN PDRIVER_OBIJECT DriverObject,
IN PUNICODE_STRING RegistryPath

)
{
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// Specify the callout driver's Unload function
DriverObject->DriverUnload = Unload;
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VOID
Unload(
IN WDFDRIVER Driver

)

NTSTATUS

DriverEntry(
IN PDRIVER_OBJECT DriverObject,
IN PUNICODE_STRING RegistryPath

NTSTATUS status;
WDF_DRIVER_CONFIG config;
WDFDRIVER driver;

// Initialize the driver config structure
WDF_DRIVER_CONFIG_INIT(&config, NULL);

// Indicate that this is a non-PNP driver
config.DriverInitFlags = WdfDriverInitNonPnpDriver;

// Specify the callout driver's Unload function
config.EvtDriverUnload = Unload;

// Create a WDFDRIVER object
status =
W(dfDriverCreate(
DriverObject,
RegistryPath,

NI}



INULL,

&config,
&driver
)i
return status;
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PDEVICE_OBJECT deviceObject;

NTSTATUS

DriverEntry(
IN PDRIVER_OBIJECT DriverObject,
IN PUNICODE_STRING RegistryPath

)

NTSTATUS status;

// Create a device object

status =

IoCreateDevice(
DriverObject,
0,
NULL,
FILE_DEVICE_UNKNOWN,
FILE_DEVICE_SECURE_OPEN,
FALSE,
&deviceObject

)

return status;
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WDFDEVICE wdfDevice;

NTSTATUS

DriverEntry(
IN PDRIVER_OBIJECT DriverObject,
IN PUNICODE_STRING RegistryPath

WDFDRIVER driver;
PWDFDEVICE_INIT devicelnit;
PDEVICE_OBIJECT deviceObiject;
NTSTATUS status;

// Allocate a device initialization structure
devicelnit =
WdfControlDeviceInitAllocate(
driver;
&SDDL_DEVOBJ_KERNEL_ONLY
)i

// Set the device characteristics

WdfDevicelnitSetCharacteristics(
devicelnit,
FILE_DEVICE_SECURE_OPEN,
FALSE

)

// Create a framework device object

status =

WdfDeviceCreate(
&devicelnit,
WDF_NO_OBJECT_ATTRIBUTES,
&wdfDevice



)i

// Check status
if (status == STATUS_SUCCESS) {

// Initialization of the framework device object is complete
WdfControlFinishInitializing(
wdfDevice

)

// Get the associated WDM device object
deviceObject = WdfDeviceWdmGetDeviceObject(wdfDevice);

return status;
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// Prototypes for the callout's callout functions

VOID NTAPI

ClassifyFn(

IN const FWPS_INCOMING_VALUESO *inFixedValues,

IN const FWPS_INCOMING_METADATA_VALUESO *inMetaValues,
IN OUT VOID *layerData,

IN const FWPS_FILTERO *filter,

IN UINT64 flowContext,

OUT FWPS_CLASSIFY_OUTO *classifyOut

)

NTSTATUS NTAPI

NotifyFn(

IN FWPS_CALLOUT_NOTIFY_TYPE notifyType,
IN const GUID *filterKey,

IN const FWPS_FILTERO *filter

)



VOID NTAPI
FlowDeleteFn(

IN UINT16 layerld,

IN UINT32 calloutld,
IN UINT64 flowContext

)

// Callout registration structure

const FWPS_CALLOUTO Callout =

{

{ ... }, // GUID key identifying the callout

0, // Callout-specific flags (none set here)
ClassifyFn,

NotifyFn,

FlowDeleteFn

¥

// Variable for the run-time callout identifier
UINT32 CalloutId;

NTSTATUS

DriverEntry(

IN PDRIVER_OBJECT DriverObject,
IN PUNICODE_STRING RegistryPath

)

PDEVICE_OBJECT deviceObject;
NTSTATUS status;

status =

FwpsCalloutRegister0(
deviceObject,
&Callout,
&CalloutId

)



return status;
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Processing Notify Callouts
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Filter Deletion
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// Context structure to be associated with the filters
typedef struct FILTER_CONTEXT_ {



. // Driver-specific content

} FILTER_CONTEXT, *PFILTER_CONTEXT;

// Memory pool tag for filter context structures
#define FILTER_CONTEXT_POOL_TAG 'fcpt'

// notifyFn callout function

NTSTATUS NTAPI

NotifyFn(
IN FWPS_CALLOUT_NOTIFY_TYPE notifyType,
IN const GUID *filterKey,
IN const FWPS_FILTERO *filter

PFILTER_CONTEXT context;
ASSERT (filter 1= NULL);

// Switch on the type of notification
switch(notifyType) {

// A filter is being added to the filter engine
case FWPS_CALLOUT_NOTIFY_ADD_FILTER:

// Allocate the filter context structure

context =
(PFILTER_CONTEXT)ExAllocatePoolWithTag(
NonPagedPool,
sizeof(FILTER_CONTEXT),
FILTER_CONTEXT_POOL_TAG
)i

// Check the result of the memory allocation
if (context == NULL) {

// Return error
return STATUS_INSUFFICIENT _RESOURCES;

}



// Initialize the filter context structure

// Associate the filter context structure with the filter
filter->context = (UINT64)context;

break;

// A filter is being removed from the filter engine
case FWPS_CALLOUT_NOTIFY_DELETE_FILTER:

// Get the filter context structure from the filter
context = (PFILTER_CONTEXT)filter->context;

// Check whether the filter has a context
if (context) {

// Cleanup the filter context structure

// Free the memory for the filter context structure

ExFreePoolWithTag(
context,
FILTER_CONTEXT_POOL_TAG
)i
by
break;

// Unknown notification
default:

// Do nothing
break;

return STATUS_SUCCESS;



Processing Classify Callouts
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Using a Callout for Deep Inspection
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// classifyFn callout function

VOID NTAPI

ClassifyFn(

IN const FWPS_INCOMING_VALUESO *inFixedValues,

IN const FWPS_INCOMING_METADATA_VALUESO *inMetaValues,
IN OUT VOID *layerData,

IN const FWPS_FILTERO *filter,

IN UINT64 flowContext,

OUT FWPS_CLASSIFY_OUT *classifyOut

)

{
PNET_BUFFER_LIST rawData;

// Test for the FWPS_RIGHT_ACTION_WRITE flag to check the rights
// for this callout to return an action. If this flag is not set,
// a callout can still return a BLOCK action in order to VETO a
// PERMIT action that was returned by a previous filter. In this
// example the function just exits if the flag is not set.
if (!(classifyOut->rights & FWPS_RIGHT_ACTION_WRITE))
{
// Return without specifying an action
return;

}

// Get the data fields from inFixedValues



// Get any metadata fields from inMetaValues

// Get the pointer to the raw data
rawData = (PNET_BUFFER_LIST)layerData;

// Get any filter context data from filter->context

// Get any flow context data from flowContext

// Inspect the various data sources to determine
// the action to be taken on the data

// If the data should be permitted...
if (...) {

// Set the action to permit the data
classifyOut->actionType = FWP_ACTION_PERMIT;

// Check whether the FWPS_RIGHT_ACTION_WRITE flag should be cleared
if (filter->flags & FWPS_FILTER_FLAG_CLEAR_ACTION_RIGHT)

{
// Clear the FWPS_RIGHT_ACTION_WRITE flag

classifyOut->rights &= ~FWPS_RIGHT ACTION_WRITE;
¥

return;

// If the data should be blocked...



if (...) {

// Set the action to block the data
classifyOut->actionType = FWP_ACTION_BLOCK;

// Clear the FWPS_RIGHT_ACTION_WRITE flag
classifyOut->rights &= ~FWPS_RIGHT_ACTION_WRITE;

return;

// If the decision to permit or block should be passed
// to the next filter in the filter engine...

if () {

// Set the action to continue with the next filter
classifyOut->actionType = FWP_ACTION_CONTINUE;

return;

}
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typedef struct FWPS_ACTIONO_ {
FWP_ACTION_TYPE type;

UINT32 calloutld;
} FWPS_ACTIONO;
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// classifyFn callout function
VOID NTAPI
ClassifyFn(
IN const FWPS_INCOMING_VALUESO *inFixedValues,
IN const FWPS_INCOMING_METADATA_VALUESO *inMetaValues,
IN OUT VOID *layerData,
IN const FWPS_FILTERO *filter,
IN UINT64 flowContext,
OUT FWPS_CLASSIFY_OUT *classifyOut

FWPS_STREAM_CALLOUT_IO_PACKETO *ioPacket;
FWPS_STREAM_BUFFERO *dataStream;

UINT32 bytesRequired;

SIZE_T bytesToPermit;

SIZE_T bytesToBlock;

// Get a pointer to the stream callout I/O packet

ioPacket = (FWPS_STREAM_CALLOUT_IO_PACKETO *)layerData;

// Get the data fields from inFixedValues

// Get any metadata fields from inMetaValues

// Get the pointer to the data stream

dataStream = ioPacket->dataStream;

// Get any filter context data from filter->context

// Get any flow context data from flowContext

// Inspect the various data sources to determine
// the action to be taken on the data



// If more stream data is required to make a determination...

if () {

// Let the filter engine know how many more bytes are needed
ioPacket->streamAction = FWPS_STREAM_ACTION_NEED_MORE_DATA;
ioPacket->countBytesRequired = bytesRequired;
ioPacket->countBytesEnforced = 0;

// Set the action to continue to the next filter
classifyOut->actionType = FWP_ACTION_CONTINUE;

return;

}

// If some or all of the data should be permitted...

if () {

// No stream-specific action is required
ioPacket->streamAction = FWPS_STREAM_ACTION_NONE;

// Let the filter engine know how many of the leading bytes
// in the stream should be permitted
ioPacket->countBytesRequired = 0;
ioPacket->countBytesEnforced = bytesToPermit;

// Set the action to permit the data
classifyOut->actionType = FWP_ACTION_PERMIT;

return;

// If some or all of the data should be blocked...
if (...){



// No stream-specific action is required
ioPacket->streamAction = FWPS_STREAM_ACTION_NONE;

// Let the filter engine know how many of the leading bytes
// in the stream should be blocked
ioPacket->countBytesRequired = 0;
ioPacket->countBytesEnforced = bytesToBlock;

// Set the action to block the data
classifyOut->actionType = FWP_ACTION_BLOCK;

return;

}

// If the decision to permit or block should be passed
// to the next filter in the filter engine...

if (...) {

// No stream-specific action is required
ioPacket->streamAction = FWPS_STREAM_ACTION_NONE;

// No bytes are affected by this callout
ioPacket->countBytesRequired = 0;
ioPacket->countBytesEnforced = 0;

return;

}

Inspecting Packet and Stream Data
Packet Inspection Points
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Flow Established final ACK (incoming & outgoing) first UDP packet (incoming &
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Packet Injection Functions
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Injection function Applicable layer Destination

FwpsInjectForwardAsyncO network layer the forwarding data path
FwpsInjectNetworkReceiveAsyncO  network layer the receive data path
FwpsInjectNetworkSendAsyncO network layer the send data path

FwpsInjectTransportReceiveAsyncO packet data from the transport, datagram data, the receive data path
ICMP error, or ALE layers
FwpsInjectTransportSendAsync0 packet data from the transport, datagram data, the send data path
ICMP error, or ALE layers

FwpsStreamInjectAsync0 TCP data segments a data stream
F 4k, FwpsQueryPacketInjectionState0 i % 7 1) £ B4 A 2 5 52 o

tn S callout®] LR BT A N\ B B & 115 B Cross-layeriE A B, EANRBOEH — DML ZH 5%
R ER . 261k UL, calloutd] ATER R I B4E EXHREATIHE, BB K B ki, JEH
FwpsInjectTransportReceiveAsyncO & 52 fi7 2 | A4 i TCP/IP B AR H o

TEMNRAEN, EABWRKEMRFMWFPER T EFBEFEN, HEAREREEGMRFWFPER
& EEFFIEEN. ZFIRYL, UDPHIERKIEAMNBWHIERRE, MRENEZE, 252, ALEEEEK
B, BEIEEERE. 55PUDPEIEIHR XS Kk K HHE s EFEAMALE BHE R, EHREHEBMNEE.
FwpsInjectTransportReceiveAsyncOF N 2 8 B2 & 52 B BT IPSecke %, ¥ H 3 A B FriE A\ 8 B IPSeck)
AbEE

S48 WFP calloutZ®zhiE N\ K F ik callout E# 48 €, MEFABKREFH—LRFEHEHTIEFMHER
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NDIS_TCP_IP_CHECKSUM_PACKET_INFO ChecksumlInfo;
ChecksumInfo.Value =
(ULONG) (ULONG_PTR)NET_BUFFER_LIST_INFO(
NetBufferList, TcpIpChecksumNetBufferListInfo);

11 B ChecksumInfo.Transmit.NdisPackerTcpChecksumig i B NTRUE, TCPARIEMIERMEK B E %, R
ChecksumInfo.Transmit.NdisPacketUdpChecksum# % B ATRUE, UDPHI & &K 4 E1 %

#EWindows Vista with Service Pack 1 (SP1) and Windows Server 2008, #1RinMetaValues-
>headerIncludeHeaderLengthtbOK, KiZHE 2 KERFIPLMEFEANKE. E£Windows Vista with
SP1 and Windows Server 20084 #4470 &IP3k i JR 45 KIZIENERAIE, R4 508 T inMetaValues-
>headerIncludeHeaderLengthf3 2| 7e FE % &, #% MlinMetaValues->headerIncludeHeader ZF ¥ B =M. 24
J&, ¥ FFwpslInjectTransportSendAsyncO N &k ik M4 = [E 5K . I BFWPS_TRANSPORT_SEND_PARAMSO
ZHUANULL.

Packet Modification Examples

HANDLE glInjectionHandle;



void

NTAPI

InjectionCompletionFn(
IN void* context,
IN OUT NET_BUFFER_LIST* netBufferList,
IN BOOLEAN dispatchLevel

)
{
FWPS_TRANSPORT_SEND_PARAMSO* tISendArgs
= (FWPS_TRANSPORT_SEND_PARAMSO0*)context;
//
// TODO: Free tISendArgs and embedded allocations.
//
I/

// TODO: Check netBufferList->Status for injection result
/1

FwpsFreeCloneNetBufferListO(netBufferList, 0);

void
NTAPI
WfpTransportSendClassify(
IN const FWPS_INCOMING_VALUESO* inFixedValues,
IN const FWPS_INCOMING_METADATA_VALUESO* inMetaValues,
IN OUT void* layerData,
IN const FWPS_FILTERO* filter,
IN UINT64 flowContext,
OUT FWPS_CLASSIFY_OUTO* classifyOut

NTSTATUS status;

NET_BUFFER_LIST* netBufferList = (NET_BUFFER_LIST*)layerData;
NET_BUFFER_LIST* clonedNetBufferList = NULL;
FWPS_PACKET_INJECTION_STATE injectionState;
FWPS_TRANSPORT_SEND_PARAMSO0* tISendArgs = NULL;
ADDRESS_FAMILY af = AF_UNSPEC;



injectionState = FwpsQueryPacketInjectionState0(
glnjectionHandle,
netBufferList,
NULL);
if (injectionState == FWPS_PACKET_INJECTED_BY_SELF ||
injectionState == FWPS_PACKET_PREVIOUSLY_INJECTED_BY_SELF)
{
classifyOut->actionType = FWP_ACTION_PERMIT;
goto Exit;

if (!(classifyOut->rights & FWPS_RIGHT_ACTION_WRITE))

{
/1

// Cannot alter the action.

/l
goto Exit;

/l
// TODO: Allocate and populate tISendArgs by using information from

// inFixedValues and inMetaValues.

// Note: 1) Remote address and controlData (if not NULL) must
// be deep-copied.

// 2) IPv4 address must be converted to network order.

// 3) Handle allocation errors.

ASSERT(tISendArgs !'= NULL);

status = FwpsAllocateCloneNetBufferListO(
netBufferList,
NULL,
NULL,
0,
&clonedNetBufferList);

if (INT_SUCCESS(status))

{
classifyOut->actionType = FWP_ACTION_BLOCK;

classifyOut->rights &= ~FWPS_RIGHT_ACTION_WRITE;

goto Exit;



/]
// TODO: Perform modification to the cloned net buffer list here.

/1

//
// TODO: Set af based on inFixedValues->layerId.

/1
ASSERT(af == AF_INET || af == AF_INET®6),

/l
// Note: For TCP traffic, FwpsInjectTransportReceiveAsyncO and

// FwpslnjectTransportSendAsyncO must be queued and run by a DPC.
/]

status = FwpsInjectTransportSendAsyncO(
glnjectionHandle,
NULL,
inMetaValues->transportEndpointHandle,
0,
tISendArgs,
af,
inMetaValues->compartmentld,
clonedNetBufferList,
InjectionCompletionFn,
tISendArgs);

if ('NT_SUCCESS(status))

{
classifyOut->actionType = FWP_ACTION_BLOCK;

classifyOut->rights &= ~FWPS_RIGHT_ACTION_WRITE;

goto Exit;
by

classifyOut->actionType = FWP_ACTION_BLOCK;
classifyOut->rights &= ~FWPS_RIGHT_ACTION_WRITE;
classifyOut->flags |= FWPS_CLASSIFY_OUT_FLAG_ABSORB;

/1



// Ownership of clonedNetBufferList and tISendArgs
// now transferred to InjectionCompletionFn.

/]
clonedNetBufferList = NULL;

tISendArgs = NULL;

Exit:

if (clonedNetBufferList '= NULL)

{
FwpsFreeCloneNetBufferListO(clonedNetBufferList, 0);
by
if (tISendArgs !'= NULL)
{
/l
// TODO: Free tISendArgs and embedded allocations.
/l
by
return;
by

Out-of-band Packet Modification from Incoming Datagram Data Layers Copy

typedef struct DD_RECV_CLASSIFY_INFO_ {
NET_BUFFER_LIST* netBufferList;

UINT32 nblOffset;

UINT32 ipHeaderSize;

UINT32 transportHeaderSize;
ADDRESS_FAMILY af;

COMPARTMENT_ID compartmentId;
IF_INDEX interfacelndex;

IF_INDEX sublInterfacelndex;
}DD_RECV_CLASSIFY_INFO;

HANDLE glnjectionHandle;

void NTAPI

InjectionCompletionFn(

IN void* context,

IN OUT NET_BUFFER_LIST* netBufferList,

IN BOOLEAN dispatchLevel
)



DD_RECV_CLASSIFY_INFO* classifyInfo
= (DD_RECV_CLASSIFY_INFO*)context;

/1

// TODO: Remove from queue and free classifyInfo.

/1

/!
// TODO: Check netBufferList->Status for injection result.

/1

FwpsFreeCloneNetBufferListO(netBufferList, 0);
by

void

DatagramDataReceiveWorker(
DD_RECV_CLASSIFY_INFO* classifyInfo
// ... and other parameters
)

/!
// To prevent WFP from making a deep clone (deep-copying MDLs,

// net buffers, net buffer lists, structures, and data mapped by MDLs,
// DatagramDataReceiveWorker should be run by a DPC targeting the
// processor to which the referenced net buffer list was first

// classified. See KeSetTargetProcessorDpc for DPC targeting.

/1

{
NTSTATUS status;

NET_BUFFER_LIST* clonedNetBufferList;
ULONG nblOffset =
NET_BUFFER_DATA_OFFSET(NET_BUFFER_LIST_FIRST_NB(classifyInfo->netBufferList));

/]
// The TCP/IP stack could have retreated the net buffer list by the

// transportHeaderSize amount; detect the condition here to avoid
// retreating two times.
/]

if (nblOffset != classifyInfo->nblOffset)

{
ASSERT (classifyInfo->nblOffset - nblOffset == classifyInfo->transportHeaderSize);

classifyInfo->transportHeaderSize = 0;



/1
// Adjust the net buffer list offset to start by using the IP header.

/l
NdisRetreatNetBufferDataStart(
NET_BUFFER_LIST_FIRST_NB(classifyInfo->netBufferList),
classifyInfo->ipHeaderSize + classifyInfo->transportHeaderSize,
0,
NULL
)i

status = FwpsAllocateCloneNetBufferListO(
classifyInfo->netBufferList,

NULL,

NULL,

0,

&clonedNetBufferList);

if ('NT_SUCCESS(status))
{
// TODO: Handle error condition.
goto Exit;
by

/1

// Undo the adjustment on the original net buffer list.

/1

NdisAdvanceNetBufferDataStart(
NET_BUFFER_LIST_FIRST_NB(classifyInfo->netBufferList),
classifyInfo->ipHeaderSize + classifyInfo->transportHeaderSize,
FALSE,
NULL);

/1

// Because the clone references the original net buffer list,
// undo the reference that was claimed during classifyFn.
/l
FwpsDereferenceNetBufferListO(
classifyInfo->netBufferList,
FALSE);
classifyInfo->netBufferList = NULL;



/!
// TODO: Modify the cloned net buffer list here.

// Note: 1) The next protocol field of the IP header could be
// AH/ESP, in which case the IP header must be rebuilt (and
// the AH/ESP header removed).

// 2) The callout must re-calculate the IP checksum.

/1

status = FwpslnjectTransportReceiveAsyncO(

glnjectionHandle,
NULL,
NULL,
0,

classifyInfo->af,
classifyInfo->compartmentld,
classifyInfo->interfacelndex,
classifyInfo->sublInterfacelndex,
clonedNetBufferList,
InjectionCompletionFn,
classifyInfo);

if ('NT_SUCCESS(status))

{
// TODO: Handle error condition.

goto Exit;
by

/1

// Ownership of clonedNetBufferList and classifyInfo is
// now transferred to InjectionCompletionFn.
/l

clonedNetBufferList = NULL;

classifyInfo = NULL;

Exit:

if (clonedNetBufferList '= NULL)

{
FwpsFreeCloneNetBufferListO(clonedNetBufferList, 0);

by
if (classifyInfo->netBufferList = NULL)

{
FwpsDereferenceNetBufferListO(



classifyInfo->netBufferList,
FALSE);

// TODO: Free other resources on error.

}

void
NTAPI
WfpDatagramDataReceiveClassify(
IN const FWPS_INCOMING_VALUESO* inFixedValues,
IN const FWPS_INCOMING_METADATA_VALUESO* inMetaValues,
IN OUT void* layerData,
IN const FWPS_FILTERO* filter,
IN UINT64 flowContext,
OUT FWPS_CLASSIFY_OUTO* classifyOut

)

{
NTSTATUS status;

NET_BUFFER_LIST* netBufferList = (NET_BUFFER_LIST*)layerData;
FWPS_PACKET_INJECTION_STATE injectionState;
DD_RECV_CLASSIFY_INFO* classifyInfo = NULL;

injectionState = FwpsQueryPacketInjectionState0(
glnjectionHandle,
netBufferList,
NULL);
if (injectionState == FWPS_PACKET_INJECTED_BY_SELF ||
injectionState == FWPS_PACKET_PREVIOUSLY_INJECTED_BY_SELF)
{
classifyOut->actionType = FWP_ACTION_PERMIT;
goto Exit;
by

if (1(classifyOut->rights & FWPS_RIGHT ACTION_WRITE))

{
/1

// Cannot alter the action.

/l
goto Exit;

}



/1
// TODO: Allocate and populate classifyInfo by using information

// from inFixedValues and inMetaValues.

/1

classifyInfo->nblOffset =
NET_BUFFER_DATA_OFFSET(NET_BUFFER_LIST_FIRST_NB(netBufferList));

ASSERT (classifyInfo '= NULL);
ASSERT (classifyInfo->netBufferList != NULL);

FwpsReferenceNetBufferListO(
classifyInfo->netBufferList,
TRUE // intendToModify

)

/l
// TODO: Queue classifyInfo for out-of-band processing.

Il

classifyInfo = NULL; // Ownership transferred on success.

classifyOut->actionType = FWP_ACTION_BLOCK;
classifyOut->rights &= ~FWPS_RIGHT_ACTION_WRITE;
classifyOut->flags |= FWPS_CLASSIFY_OUT_FLAG_ABSORB;

Exit:

if (classifyInfo)

{
// TODO: Free object here.

}

return;

Non-intrusive Out-of-band Inspection from Incoming Transport Layer and ALE Receive/Accept Layers
The following is example code for an inspection procedure that views packet data without changing it.



Copy

typedef struct TL_ALE_RECV_CLASSIFY_INFO_ {
BOOLEAN alelnfo; // TRUE if information is gathered from Ale receive/accept layer
// FALSE if information is gathered from incoming transport layer

NET_BUFFER_LIST* netBufferList;
ADDRESS_FAMILY af;
COMPARTMENT_ID compartmentId;
IF_INDEX interfacelndex;

IF_INDEX sublInterfacelndex;

HANDLE aleCompletionCtx;

YTL_ALE_RECV_CLASSIFY_INFO;

HANDLE glInjectionHandle;

void

NTAPI

InjectionCompletionFn(
IN void* context,
IN OUT NET_BUFFER_LIST* netBufferList,
IN BOOLEAN dispatchLevel

)

{
TL_ALE_RECV_CLASSIFY_INFO* classifyInfo = (TL_ALE_RECV_CLASSIFY_INFO*)context;

/1

// TODO: Remove from queue and free classifyInfo.

/1

//
// TODO: Check netBufferList->Status for injection result.

/1

FwpsFreeCloneNetBufferListO(netBufferList, 0);
by



void

TIAleReceiveWorker(
TL_ALE_RECV_CLASSIFY_INFO* classifyInfo
// ... and other parameters
)

{
NTSTATUS status;

if (classifyInfo->aleInfo)

{
FwpsCompleteOperation0(
classifyInfo->aleCompletionCtx,
classifyInfo->netBufferList);

}

status = FwpslnjectTransportReceiveAsyncO(
gInjectionHandle,

NULL,

NULL,

0,
classifyInfo->af,
classifyInfo->compartmentid,
classifyInfo->interfacelndex,
classifyInfo->sublnterfacelndex,
classifyInfo->netBufferList,
InjectionCompletionFn,
classifyInfo);

if ('NT_SUCCESS(status))

{
// TODO: Handle error condition.

goto Exit;
by

/1

// Ownership of classifyInfo now transferred to InjectionCompletionFn.

/l
classifyInfo = NULL;

Exit:

if (classifvInfo != NULL)



{
FwpsFreeCloneNetBufferListO(classifyInfo->netBufferList, 0);

// TODO: Remove from queue and free classifyInfo.

}

// TODO: Free other resources on error.

}

void
NTAPI
WfpAleReceiveClassify(
IN const FWPS_INCOMING_VALUESO* inFixedValues,
IN const FWPS_INCOMING_METADATA_VALUESO* inMetaValues,
IN OUT void* layerData,
IN const FWPS_FILTERO* filter,
IN UINT64 flowContext,
OUT FWPS_CLASSIFY_OUTO* classifyOut

)

{
NTSTATUS status;

NET_BUFFER_LIST* netBufferList = (NET_BUFFER_LIST*)layerData;

NET_BUFFER_LIST* clonedNetBufferList = NULL;

FWPS_PACKET_INJECTION_STATE injectionState;
TL_ALE_RECV_CLASSIFY_INFO* classifyInfo = NULL;

injectionState = FwpsQueryPacketInjectionState0(
glnjectionHandle,
netBufferList,
NULL);
if (injectionState == FWPS_PACKET_INJECTED_BY_SELF ||
injectionState == FWPS_PACKET_PREVIOUSLY_INJECTED_BY_SELF)
{
classifyOut->actionType = FWP_ACTION_PERMIT;
goto Exit;
by

if (1(classifyOut->rights & FWPS_RIGHT_ACTION_WRITE))

{
/1

// Cannot alter the action.



/l
goto Exit;
by
/1
// Adjust the net buffer list offset so that it starts with the IP header.
/1
NdisRetreatNetBufferDataStart(
NET_BUFFER_LIST_FIRST_NB(netBufferList),
inMetaValues->ipHeaderSize + inMetaValues->transportHeaderSize,
0,
NULL
)i

status = FwpsAllocateCloneNetBufferListO(
netBufferList,

NULL,

NULL,

0,

&clonedNetBufferList);

if (INT_SUCCESS(status))

{
classifyOut->actionType = FWP_ACTION_BLOCK;
classifyOut->rights &= ~FWPS_RIGHT_ACTION_WRITE;

goto Exit;
by

/1

// Undo the adjustment on the original net buffer list.

/1

NdisAdvanceNetBufferDataStart(
NET_BUFFER_LIST_FIRST_NB(netBufferList),
inMetaValues->ipHeaderSize + inMetaValues->transportHeaderSize,
FALSE,
NULL);

//
// Note: 1) The next protocol field of the IP header in the clone net

// buffer list could be AH/ESP, in which case the IP header must be
// rebuilt (and AH/ESP header removed).
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/1
// TODO: Allocate and populate classifyInfo by using information from
// inFixedValues and inMetaValues.

/1

ASSERT (classifyInfo '= NULL);

classifyInfo->alelnfo = TRUE;

classifyInfo->netBufferlList = clonedNetBufferList;
clonedNetBufferList = NULL; // Ownership transferred.

status = FwpsPendOperation0(
inMetaValues->completionHandle,
&classifyInfo->aleCompletionCtx);

if ('NT_SUCCESS(status))

{
classifyOut->actionType = FWP_ACTION_BLOCK;

classifyOut->rights &= ~FWPS_RIGHT_ACTION_WRITE;

goto Exit;
by

/l
// TODO: Queue classifyInfo for out-of-band processing.

/1

classifyInfo = NULL; // Ownership transferred on success.

classifyOut->actionType = FWP_ACTION_BLOCK;
classifyOut->rights &= ~FWPS_RIGHT_ACTION_WRITE;
classifyOut->flags |= FWPS_CLASSIFY_OUT_FLAG_ABSORB;

Exit:



if (clonedNetBufferList != NULL)

{
FwpsFreeCloneNetBufferListO(clonedNetBufferList, 0);

by
if (classifyInfo)
{
if (classifyInfo->netBufferList)

{
FwpsFreeCloneNetBufferListO(classifyInfo->netBufferList, 0);

by
// TODO: Free object here.

}

return;

void
NTAPI
WrfpTransportReceiveClassify(
IN const FWPS_INCOMING_VALUESO* inFixedValues,
IN const FWPS_INCOMING_METADATA_VALUESO* inMetaValues,
IN OUT void* layerData,
IN const FWPS_FILTERO* filter,
IN UINT64 flowContext,
OUT FWPS_CLASSIFY_OUTO* classifyOut

)

{
NTSTATUS status;

NET_BUFFER_LIST* netBufferList = (NET_BUFFER_LIST*)layerData;

NET_BUFFER_LIST* clonedNetBufferList = NULL;

FWPS_PACKET_INJECTION_STATE injectionState;
TL_ALE_RECV_CLASSIFY_INFO* classifyInfo = NULL;

injectionState = FwpsQueryPacketInjectionState0(
glnjectionHandle,
netBufferList,
NULL);
if (injectionState == FWPS_PACKET_INJECTED_BY_SELF ||
injectionState == FWPS_PACKET_PREVIOUSLY_INJECTED_BY_SELF)
{
classifyOut->actionType = FWP_ACTION_PERMIT;
goto Exit;
by



if (!(classifyOut->rights & FWPS_RIGHT_ACTION_WRITE))

{
/1
// Cannot alter the action.
/]
goto Exit;

}

/!
// Let go of the packet if it requires ALE classify; the packet can

// be inspected from the ALE receive/accept layer. Alternatively,
// the callout can use the combination of
// FWP_CONDITION_FLAG_REQUIRES_ALE_CLASSIFY and
// FWP_MATCH_FLAGS_NONE_SET when you set up
// filter conditions for the incoming transport layer.
/]
// Beginning with Windows Vista SP1 and Windows Server 2008,
// do not use FWP_CONDITION_FLAG_REQUIRES_ALE_CLASSIFY.
// Use FWPS_IS_METADATA_FIELD_PRESENT macro to check for
// metadata fields.
/1
#if (NTDDI_VERSION >= NTDDI_WIN6SP1)
if (FWPS_IS_METADATA_FIELD_PRESENT(inMetaValues,
FWPS_METADATA_FIELD_ALE_CLASSIFY_REQUIRED))
#else
if ((inFixedValues->layerld == FWPS_LAYER_INBOUND_TRANSPORT_V4 &&
(inFixedValues->incomingValue[FWPS_FIELD_INBOUND_TRANSPORT_V4_FLAGS].value.uint32 &
FWP_CONDITION_FLAG_REQUIRES_ALE_CLASSIFY)) ||
(inFixedValues->layerld == FWPS_LAYER_INBOUND_TRANSPORT_V6 &&
(inFixedValues->incomingValue[FWPS_FIELD_INBOUND_TRANSPORT_V6_FLAGS].value.uint32 &
FWP_CONDITION_FLAG_REQUIRES_ALE_CLASSIFY)))
#endif
{
classifyOut->actionType = FWP_ACTION_PERMIT;
goto Exit;
by
/1
// Adjust the net buffer list offset so that it starts with the IP header.
/!
NdisRetreatNetBufferDataStart(
NET_BUFFER_LIST_FIRST_NB(netBufferList),
inMetaValues->ipHeaderSize + inMetaValues->transportHeaderSize,
0,
NULL
)i



status = FwpsAllocateCloneNetBufferListO(
netBufferList,

NULL,

NULL,

0,

&clonedNetBufferList);

if ('NT_SUCCESS(status))

{
classifyOut->actionType = FWP_ACTION_BLOCK;

classifyOut->rights &= ~FWPS_RIGHT_ACTION_WRITE;

goto Exit;
by

/1

// Undo the adjustment on the original net buffer list.

/1

NdisAdvanceNetBufferDataStart(
NET_BUFFER_LIST_FIRST_NB(netBufferList),
inMetaValues->ipHeaderSize + inMetaValues->transportHeaderSize,
FALSE,
NULL);

/!
// Notes: 1) The next protocol field of the IP header in the clone net

// buffer list could be AH/ESP, in which case the IP header must be
// rebuilt (and AH/ESP header removed).
// 2) The callout must re-calculate the IP checksum.

/1

// TODO: Allocate and populate classifyInfo by using information from
// inFixedValues and inMetaValues.

/1

ASSERT (classifyInfo '= NULL);

classifyInfo->aleInfo = FALSE;



classifyInfo->netBufferList = clonedNetBufferList;
clonedNetBufferList = NULL; // ownership transferred

/l
// TODO: Queue classifyInfo for out-of-band processing.

/1

classifyInfo = NULL; // Ownership transferred on success.

classifyOut->actionType = FWP_ACTION_BLOCK;
classifyOut->rights &= ~FWPS_RIGHT_ACTION_WRITE;
classifyOut->flags |= FWPS_CLASSIFY_OUT_FLAG_ABSORB;

Exit:

if (clonedNetBufferList '= NULL)

{
FwpsFreeCloneNetBufferListO(clonedNetBufferList, 0);

by
if (classifyInfo)

{
if (classifyInfo->netBufferList)

{
FwpsFreeCloneNetBufferListO(classifyInfo->netBufferList, 0);

by
// TODO: Free object here.

}

return;

Stream Inspection

Inline Stream Inspection
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FwpsDiscardClonedStreamData0 #1744 25 &) 51| & 4 .

WFPHB,H] DA SZ #F IR B SR K 5 TR T 2408 55 . SR callout S BE AR FF P 4 e d i SR KE =R, & M i% iR B
FWPS_STREAM_ACTION_DEFERE {&i. A LLiEE FwpsStreamContinueO R E#Hk E . FHXA R BIER T
A% Sk 5 2T CP/IP B SR A% L X SR i 508 B ACK. X ¥ S B TCPHIIE 3 & O T B 2)0.

Xt F AR SR 2 B callout,  #E FwpStreamInjectAsyncO# i F i B i A BE 18 - FwpsStreamContinue0.

HIEARRAEGcallot EF R EF, HREAUHETERESANTERRMA.
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Windows Server 2008 A UAJE IEEE RS, R b KIRFEP A EEM BRstream B JE 23S o
calloutIE7EPAT AR B HITEN

calloutiEZETE K ¥ £ ¥4, #id % BFWPS_STREAM_CALLOUT_IO_PACKETOF) j% 5 streamAction
FWPS_STREAM_ACTION_NEED_MORE_DATA.

calloutiF7E R fiE T I B, @i % BFWPS_STREAM_CALLOUT _IO_PACKETOI i i streamActionh
FWPS_STREAM_ACTION_DEFER.

SR E

Windows 7 & H UG I R AR IBRPRE . SIBRPREREENE NREERES, TARBIENK
FRBR—ADF . LIRSS R A K calloutdk 3 B 12K FWPS_CALLOUT1 or FWPS_CALLOUT?2 &5t 4k 1K)
Flags & it % B FWP_CALLOUT_FLAG_ALLOW_MID_STREAM_INSPECTION .

Avoiding Unnecessary Inspections

A Z2 04T R L IR B SRR (I FE e 2 BRI, callout™] LA B FWPS_CALLOUTO#Flagsi 5
FWP_CALLOUT_FLAG_CONDITIONAL_ON_FLOW. X/ ~callouths & Bg HAt fr A B R . RAVEREBUBE IR L, I
AR R — AT ENEEIRS.

Modifying Stream Data

Hcallout?E fiiix — 2 A B EE B 1%, & B classifyFnig £ aT B B SR i R i B - callout ) classifyFnii
BT LA AR R B R B NS AR, PRI SR, AR BIR .

callout™] DAFH 22K BB B B, R MBIRR LB, FE, EAFREERERRT . ERXNFET,
oK B B N BT A A BE ZE M BRI AP B AE R — A R

Xf T calloutIXENE AN LI B FHRE TR+, ERAELREE—MNEANAN, XEATEHEHEIZIEAN
handle Al —A™, FiI &K B0 B R A% 3 2 4 P R

Data Logging

BHIRY, aRcalloutd ZiBERA £/ IPVARBITIESREMSKE EF, calloutBin A 2t 38 5] Z 1)
FWPM_LAYER_INBOUND_IPPACKET_V4_DISCARD/E . #EiXF %4 T, calloutf¥iclassifyFnifi$urT A% a0 T i
Bl 7 EH A

// dlassifyFn callout function
VOID NTAPI
ClassifyFn(
IN const FWPS_INCOMING_VALUESO *inFixedValues,
IN const FWPS_INCOMING_METADATA_VALUESO *inMetaValues,
IN OUT VOID *layerData,
IN const FWPS_FILTERO *filter,

TN HITNITRA  flawlC Aantavi
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OUT FWPS_CLASSIFY_OUT *classifyOut

)
{

// Increment the total count of discarded packets
InterlockedIncrement(&TotalDiscardCount);

// Check whether a discard reason metadata field is present
if (FWPS_IS_METADATA_FIELD_PRESENT(inMetaValues,
FWPS_METADATA_FIELD_DISCARD_REASON))
{
// Check whether it is a general discard reason
if (inMetaValues->discardMetadata.discardModule ==
FWPS_DISCARD_MODULE_GENERAL)
{
// Check whether discarded by a filter
if (inMetaValues->discardMetadata.discardReason ==
FWPS_DISCARD_FIREWALL_POLICY)
{
// Increment the count of packets discarded by a filter
InterlockedIncrement(&FilterDiscardCount);
by
by
by

// Take no action on the data
classifyOut->actionType = FWP_ACTION_CONTINUE;

}

Associating Context with a Data Flow

XFF e 38 B R EE SRR M callout, calloutZ®shal oM — MR B — N T XXF R, XANT
) Xt g8 51 2R AN E B . calloutiiclassifyFn g 20T LA XA £ T XRFHE e BIERREFE B . R~ 7T callout
TRBRA IR R . U85 2% E T CRiE i cassifyFn B $iiflowContext2$. B KAKE LT
X, flowContextZ#sk £0.

AEIERMFTEE—A LT 0E], calloutiiclassifyFn i i F FwpsFlowAssociateContextO i $. %4455k
i :
// Context structure to be associated with data flows
typedef struct FLOW_CONTEXT_ {

. // Driver-specific content

} FLOW_CONTEXT, *PFLOW_CONTEXT;

#define FLOW_CONTEXT_POOL_TAG 'fcpt'



// classifyFn callout function
VOID NTAPI
ClassifyFn(
IN const FWPS_INCOMING_VALUESO *inFixedValues,
IN const FWPS_INCOMING_METADATA_VALUESO *inMetaValues,
IN OUT VOID *layerData,
IN const FWPS_FILTERO *filter,
IN UINT64 flowContext,
OUT FWPS_CLASSIFY_OUT *classifyOut

)

{
PFLOW_CONTEXT context;

UINT64 flowHandle;
NTSTATUS status;

// Check for the flow handle in the metadata
if (FWPS_IS_METADATA_FIELD_PRESENT(
inMetaValues,
FWPS_METADATA_FIELD_FLOW_HANDLE))
{
// Get the flow handle
flowHandle = inMetaValues->flowHandle;

// Allocate the flow context structure
context =
(PFLOW_CONTEXT )ExAllocatePoolWithTag(
NonPagedPool,
sizeof(FLOW_CONTEXT),
FLOW_CONTEXT_POOL_TAG

)
// Check the result of the memory allocation
if (context == NULL) {

// Handle memory allocation error

else



// Initialize the flow context structure

/] Associate the flow context structure with the data flow
status = FwpsFlowAssociateContext0(
flowHandle,
FWPS_LAYER_INBOUND_IPPACKET_V4,
calloutId,
(UINT64)context

)

// Check the result
if (status !'= STATUS_SUCCESS)
{

// Handle error

MBEHWECDEKKT — AN L TN, BLHAERBE—NHN LT XEEZE, B2 iR, M
WHR P MEE—A E T3, classifyFni %0 F FwpsFlowRemoveContextO & % .

// Context structure to be associated with data flows
typedef struct FLOW_CONTEXT_ {

} FLOW_CONTEXT, *PFLOW_CONTEXT;
#define FLOW_CONTEXT_POOL_TAG 'fcpt'

// classifyFn callout function
VOID NTAPI
ClassifyFn(
IN const FWPS_INCOMING_VALUESO *inFixedValues,
IN const FWPS_INCOMING_METADATA_VALUESO *inMetaValues,
IN OUT VOID *layerData,
IN const FWPS_FILTERO *filter,
IN UINT64 flowContext,



OUT FWPS_CLASSIFY_OUT *classityOut

)

{
PFLOW_CONTEXT context;

UINT64 flowHandle;
NTSTATUS status;

// Check for the flow handle in the metadata
if (FWPS_IS_METADATA_FIELD_PRESENT(
inMetaValues,
FWPS_METADATA_FIELD_FLOW_HANDLE))
{
// Get the flow handle
flowHandle = inMetaValues->flowHandle;

// Check whether there is a context associated with the data flow
if (flowContext !'=0) {

// Get a pointer to the flow context structure
context = (PFLOW_CONTEXT)flowContext;

// Remove the flow context structure from the data flow
status = FwpsFlowRemoveContext0(
flowHandle,
FWPS_LAYER_INBOUND_IPPACKET_V4,
calloutId

)

// Check the result
if (status !'= STATUS_SUCCESS)

{

// Handle error

// Cleanup the flow context structure

/! Free the memorv for the flow context structure



ExFreePoolWithTag(
context,
FLOW_CONTEXT_POOL_TAG
)i
by
by

Processing Classify Callouts Asynchronously

WFP callout% 3 7] PL7E HclassifyFn i callout s %5 7 i3 i& [5] FWP_ACTION_PERMIT,
FWP_ACTION_CONTINUE, or FWP_ACTION_BLOCK, R#ZAN 5\ ML #IE, RINHEFWER, 8
%, calloutXsh A ge7E HclassifyFnig iR Bl — ME B e B B — {5 B4iiE e, thmaRmsk, BiakEiE,
, BB N — N EHTAE, Hin— M MHPEXNARER . EXMEHT, REANESAESE KRR
6] 25

F 5 4 B )38 P AR

WFPXZ #classifyFn ek 8 i) 0 Ab 3, AT, EAR BRI HAEREHBA—1E.

Asynchronous ALE Classify

£ classifyFn & $ =+ callout 3R 3 4 1 i FH FwpsPendOperation0. 57 25 # 4 04 25 72 i
FwpsCompleteOperation0 2 % .

Asynchronous Packet Classify

callout3® 3 B % 7E FH classifyFn i £ # 3% B FWP_ACTION_BLOCK, % &
FWPS_CLASSIFY_OUT_FLAG_ABSORB#r& . MZ( 4204 51 S E Wk . 70 B AF @ B e BB BB
) 45 F, R R BR 5 FEELOR S5 0K

Asynchronous ALE Classify That Includes Packets

FHEMAELKAS, dassify #IEREFT HEE5I HSE, SBRIE, dassifyFniigim, R
WEFIEANBE EF

Special Cases and Considerations
ALE Connect vs. Receive/Accept Layers

HTEALEZE$ Z (FWPS_LAYER_ALE_AUTH_CONNECT_V4 or FWPS_LAYER_ALE_AUTH_CONNECT_V6)
_EFwpsCompleteOperation0# i Fi 2= 45 R ¥ 15 fclassify#:/E, ALEE F ¥ iFEE/E S H MALEE R E Lk .



calloutBXzh B i 4 B H 5 4 W E#R AR IR B — MG B R E . ARTT DAER I BT 5 40 B SR @ g A &
FWP_CONDITION_FLAG_IS_REAUTHORIZE iX /M5 .

calloutBR zh 04 25 Ry 48 — 4~ #E FwpsCompleteOperation0# 4 H fish &% B B 357 B 443 U6 1IF B 1 BT A4 AR AG 25 o 5 4
FF—/NME— B {FALE_AUTH_CONNETCTHIRAS . R 7E B {FALE_AUTH_CONNECT#:4E 4 51 F Sl sa b
(ZBIKYL, JETCPERE), BN REBEE R & 0 IEE EFHIEN.

HFwpsCompleteOperation07EALE receive/accept/Z(FWPS_LAYER_ALE_AUTH_RECV_ACCEPT_V4 or
FWPS_LAYER_ALE_AUTH_RECV_ACCEPT_V6)#)42#5/E + # & Fi ,FwpsCompleteOperation04~ £ fi & ALE )
B RAERE. MR, BHTEBRERA L% wEaEENEAdassifyFn2 B RH—K. W&
ALE_RECV_ACCEPTE L EEAREX THEIBIGREMHIRN. mRBREEASE R, WA
FwpsCompleteOperation0J5 % KB E 5 .

ALE Reauthorization

callout3Xzh o] GEZEALE connectireceive/accept Z# EHr2K, BT —EHM4, MBI (EER L1
INEE MR IERR), KIFBIMEED, FHIPSecER & . XL EI M & K UE7E A
FwpsCompleteOperation0
TR T, HEEMAFEXFEM. Calloutdks) Sz H 2 5l 12 R A2 E 3 & i BRI 1B 5.

T B R A R B A EALE_AUTH_CONNECTERALE_RECV_ACCEPT 2 L #8 ] B¢ #8% B 5 5 B 44 B84
240K, BRI AT EE7EALE_AUTH_CONNECT E# E#H K. calloutXzh A E/ IR sh 7 mfE
BRI R —FE.

ALE_FLOW_ESTABLISHED Layers

FP B X R EAYE SR (FWPS_LAYER _ALE_FLOW_ESTABLISHED_V4 or
FWPS_LAYER_ALE_FLOW_ESTABLISHED_V6).

INBOUND_TRANSPORT Layers

CalloutIRZh A fe i 25 A B A L T EALEAS KA R B ERER S
(FWPS_LAYER_INBOUND_TRANSPORT_V4 or FWPS_LAYER_INBOUND_TRANSPORT_V6). X< T 2|
. BWFPEZWEHE LA dassifyFnE %, AT A EEALESHKAE, &SRB
FWPS_METADATA_FIELD_ALE_CLASSIFY_REQUIRED#3#& . callout3®a) 1% 7] >k H INBOUND_TRANSPORT
B, FHIESH A ER hi12XALE_RECV_ACCETPEE .

STREAM Layers

TEHHE I (FWPS_LAYER_STREAM_V4 or FWPS_LAYER_STREAM_V6), TCP#E B #i #5 & & ¥ ZIPE &
TCPHISk. #EWZE 7T LATE I FH classifyFniki #4458 & W 4% 22 [A) 51 R EE ML B . WFPZ H T 48 € B sa FE RV E N IR
¥, FwpsCloneStreamData0 and FwpsStreamInjectAsync045 $ 3 i 2 calloutf# F .

FNTESER RS L8R 2 R AR R, calloutBR 2 6 ZUAR 478 Vit 08 b 1 15 P B 45 58 ) o o TR
Wl . TRA IR P AR 0 R R 4 B TG RS AT BRI AT N

Using Bind or Connect Redirection

\WFPHE B a2 B 52 A7 ThEs M 881 F Al F callnn tBRZhar DIy . n BB EERSE . Ol Dl & bz .
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FEWindows 721, NAK—MARETCPERK T XL, EFENERE L, MEEMEH#ITER, £
F, BY, EFEAN. HTconnect/bind EEM KSR, calloutBEshETCPIZEHIHR(TCB)E |, BEUEMK
TCP 4t4.

BN gh e B e ALK SO, FEESRE e A P A O BB XA B RET . BROEREE
iz F g A st e Bk A S AN B ST R

Layers Used for Redirection

H % hr AT DA callout 3R sh7E 40~ B B Ik _E AT

FWPS_LAYER_ALE_BIND_REDIRECT_V4 (FWPM_LAYER_ALE_BIND_REDIRECT_V4)
FWPS_LAYER_ALE_BIND_REDIRECT_V6 (FWPM_LAYER_ALE_BIND_REDIRECT_V6)
FWPS_LAYER_ALE_CONNECT_REDIRECT_V4 (FWPM_LAYER_ALE_CONNECT_REDIRECT_V4)
FWPS_LAYER_ALE_CONNECT_REDIRECT_V6 (FWPM_LAYER_ALE_CONNECT_REDIRECT_V6)

ER—F EPITEEAFRNERER. EEREER4TH, MRS ELERNTR. $EENBN
SRR HEE

HEMEREWindows 7LEHRERZ LEH. REXFXMHcallout, %5ifFFH
FwpsCalloutRegister1fi A~ f& FwpsCalloutRegister0yE: it »

HE: ERMAREHTMEERNTARNE. EEMXRFIARERM T EIIRFR:
TCP
ubDP
Raw UDPv4 without the header include option
Raw ICMP
Performing Redirection

RNT EEMiER, calloutiXzhn 418 2] — AN 5 H4-tuplefs S HIFE I, BT R E 1B SORE R 52 .
— ZH BT I eR B B 1 2548 B writable layer$idE, w7 LUEIS I8 51 # X EA . Calloutd® 3l vT ATE classifyFn = i t
B, BERBERIIBEREPHEBSR. AT EHdassifyFnl, callouthZiiE M FwpsCalloutRegisterl, A
& 5 2 f)FwpsCalloutRegister0.

AT EPITABA IR EE AL, calloutBR 3 i FE classifyFnl B8 £ b 1% a0 F 25 BRAT -

1, M FwpsAcquireClassifyHandle07§ | —ANa)#H, XANAFK AT — & T H FRERA.



2, 8 FFwpsAcquireWritableLayerDataPointer0, AclassifyFn 14 i F i 2 3K 15 — AN 1T B BRI Fe 4t .
% 1 2 FwritableLayerDataff) Sk i S ix AN 2, FWPS_BIND_REQUESTOE,FWPS_CONNECT_REQUESTO.

HEE: UBEBFWPS_CONNECT_REQUESTO4: 14 )45 2 %€ fi Elloopbackf %, callout3kzh 24 41 78 — 4
B iE B A 32 1D % localRedirect TargetPIDER & .

FriEFWindows 8, R4 4518 F FwpsRedirectHandleCreate0 % 1 78 FWPS_CONNECT_REQUESTO45 4 1)
localRedirectHandlerk 7 2 58 i — LA 3 T4k .

3, BERX—EREBUHIEEE.

4, & FwpsApplyModifiedLayerData02: & F 16 25 i B35

5, i FFwpsReleaseClassifyHandle0 2 B HE 5 — 5 8 2K A

NT EZPITRBEEN, calloutbZHATI0 T IS .

1, AHFwpsAcquireClassifyHandle0f3 2| — MR, XANMAMKBHF -2 THFRENAHR. X—25, B
IR 3HR 7E classify Fn & $0H $14T .

2, A FFwpsAcquireWritableLayerDataPointer0, classifyFn 1% i Fi i E K18 — AN B BUE S s . #
2 FwritableLayerDataft) Sk i M X AN 2, FWPS_BIND_REQUESTOE,FWPS_CONNECT_REQUESTO.

HEE: HE5FWPS_CONNECT_REQUESTO4: 14 i $i ¥ & 5 £ Flloopback %, callout3xzLaiE 7 — 4
B g B R 3t A2 ID % localRedirect TargetPIDEL 5 .

FFiEF Windows 8, R4 7518 F FwpsRedirectHandleCreate0 % 1 78 FWPS_CONNECT_REQUESTO45 14 1)
localRedirectHandlepk 52 2 58 i — LA 3 T4k .

3, A FwpsPendClasify0¥:classificationfft \ B 15 FIR 4

4, RKikclassificaitoni )R] 5 2 I EE KX B 7 — AN SR AT R P A . T B BRBORE 53 SR R 3
AT, AR LEclassifyFn 4T,

5, X Bl o B R B

6, A FiFwpsApplyModifiedLayerDataO)3 i 15 ek B 55 -

7, A FHFwpsCompleteClassify05g fclassify 1 «

8, M FwpsReleaseClassifyHandle0 % B E S — 5 H B B 4.

Handling Connect Redirection from Multiple Callouts

A REA Lk —calloutBx 3% 7] — MR BEAT B e AL R AF . $0AT 1 52 B 5 L F) call out 2 12 i & oAl i) —

TESRAAHRL IR RL . {3 3R 58 L M callout 3R B B X ZEALE & i B iiEE#2 B
(FWPS_LAYER_ALE_AUTH_CONNECT_V4 or FWPS_LAYER_ALE_AUTH_CONNECT_V6)#17iE M. 24

C\A/D ANRINTTTAN CI A TC ANRNNECTTAN DENTDEATENG S £ E D = AL 7 =5 AR A S i TR BA Al A Sk R A
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1 VYV _CUINDL T LUIN_ T LAU 1O CUININLU T LUIN_ RLULRLU L LU s BCELYAJE s /Y J F= W3/ B S |7 BY SR RV LEL o

FWPS_METADATA_FIELD_LOCAL_REDIRECT_TARGET_PID, & —/ MR & & AL it B3 FE AR iR
FWPS_METADATA_FIELD_ORIGINAL_DESTINATION, A& —ANRiGH H Kk,

AT EMERMER, calloutiksha] L4 —ANE e MM K5 R. XAFIR G H A PAA
callout¥Xzh % F & e MR EHITS % .

FWPS_CONNECT_REQUEST 04 #4948 — /N i ;A 22 & 1Y fiflocalRedirect TargetPID. %t F £ filoopbacki #
BN AR N, X AN 0 e R X AN e AL B FEPIDRIE TR . X AME T 5| BB A ALE & W E &
JZKJFWPS_METADATA_FIELD_LOCAL_REDIRECT_TARGET_ID.

FF 4 FWindows 8,fLHE AR % % H & i SIO_QUERY_WFP_CONNECTION_REDIRECT_RECORDS and
SIO_QUERY_WFP_CONNECTION_REDIRECT CONTEXT IOCTL, fs F§ WSAToct], %t F B 4 H A28 R 2%
%4k, SIO_SET_WFP_CONNECTION_REDIRECT RECORDS IOCTLAZi% Hi, {8 FIWSAIoctl, 7E#fsocket
t.

ALE Endpoint Lifetime Management

Xt F 3L RFALEfcallout 3Rzl , FRERE BB N E S B R IE. T mRATHB 2 RBR A I DR H B
2 Eric B calloutik 3 B BOX B IR . ALES K A& d 8 {1 B ST R FF 4R Windows?7.

NT EHEEMALES DA KB SR, callout3®ah T DLEME M T HE
FWPS_LAYER_ALE_RESOURCE_RELEASE_V4 (FWPM_LAYER_ALE_RESOURCE_RELEASE_V4)
FWPS_LAYER_ALE_RESOURCE_RELEASE_V6 (FWPM_LAYER_ALE_RESOURCE_RELEASE_V6)
FWPS_LAYER_ALE_ENDPOINT_CLOSURE_V4 (FWPM_LAYER_ALE_ENDPOINT_CLOSURE_V4)
FWPS_LAYER_ALE_ENDPOINT_CLOSURE_V6 (FWPM_LAYER_ALE_ENDPOINT_CLOSURE_V6)

ALE SRR T80 48P B S 44 i B2 O ALE B2 9 4 e /2 £58 A (2851
¥, FWPS_ALE_ENDPOINT_RESOURCE_ASSIGNMENT_V4).y T #i & callout 3% &% i) B it 2 A1 4 e FE AR S L o
FWPS_METADATA_FIELD_TRANSPORT_ENDPOINT_HANDLEF# R BLERE, — A3 1 4B — Mk — [ 4]
e

ALES /5% F E 45 1 F A B R B R T U R 8 . X T TCPi%ERE, ALESm U 5K I 2 [F) &0 B ALESGHIE F) 3% 42
B (263, FWPS_LAYER_ALE_AUTH_CONNECT_V4)ERALELiE Kreceive accept/E (24413
P, FWPS_LAYER_ALE_AUTH_RECV_ACCEPT_VA4). @ T ALERJEREBEH, 5|8 AT —AMEi#3T)
FWPS_METADATA_FIELD_TRANSPORT_ENDPOINT_HANDLE K5 04 ECME— ) B . ST FALTCPigH, ALE
W OXHAEHRAANTFE - NRDO, TikzfEsocketiE#E BN 12> . ALEN: XA EWR S NG —ATCPHEYT
IR .

JSALEd 1256 EEM K callout i] DA% B 5, 4E . X AT BLikcallout?E ¥ F 5% P R i N AT R R BA 51 347 =
B, NTEE, calloutdRzh 4201 F FwpsPendClassify0, 4R J5 i Fi FwpsCompleteClassify0 24 &b 3 52 i H i
1

N I BHE, B4 e —ANEFWPS_METADATA _FIELD PARENT ENDPOINT HANDLEIS, H ()42 i
A —AMME—RaMR. XL, EFERRE, calloutiZzhal LLBEE R FZ M B R .



Processing Flow Delete Callouts

X TE7E AL B Y SRR B Tealloutd 842, 40 B calloutIREN Wil MBEER X BE—A LT3, S5 &5t
2= A calloutIflowDeleteFn g % . ZEIERBEZ= 200, calloutfiflowDeleteFn g E3hAT 4171 17 B A 2 I8 AH oS Bk
) _E R SR AE

// Context structure to be associated with data flows
typedef struct FLOW_CONTEXT_ {

+ FLOW_CONTEXT, *PFLOW_CONTEXT;
#define FLOW_CONTEXT_POOL_TAG 'fcpt'

// flowDeleteFn callout function
VOID NTAPI
FlowDeleteFn(

IN UINT16 layerld,

IN UINT32 calloutld,

IN UINT64 flowContext

)

{
PFLOW_CONTEXT context;

/] Get the flow context structure
context = (PFLOW_CONTEXT)flowContext;

// Cleanup the flow context structure

// Free the memory for the flow context structure
ExFreePoolWithTag(
context,
FLOW_CONTEXT_POOL_TAG
)i
by

LB RBAT R, U851 %S AR RARREBN LT, FEik, calloutA & Z1E
flowDeleteFn & %k i F§ FwpsFlowRemoveContext0 & Ul k& 48 i b T e 421l

Using Packet Tagging

callout™] LA I B AR IS, HARic KRR MK, calloutiXzhnl IFEEHM. SKRC
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XCFFAWINAOWS /7 XA IR

T AERFRCE, calloutdksh i SEBFWPS_NET_BUFFER_LIST_NOTIFY_FNOEEE . XA EEHL
BB FTA AL A SRR SR A . ENAKERRILZAT, callout3xzhw] LA H
FwpsNetBufferListGetTagForContext075 Z#8 & i b T 3C#rid. callout3kzhal LA —LEE Bl I E &4t A
FERR—A EFChRid. 26I5REL, callout3R®shv] GExd A [ 2 84 1 bric 19 A6 A [F 19 B R SChRid .

A THREE, calloutf# FINET_BUFFER_LIST45#4. callout3k3h i F FwpsNetBufferListAssociateContext0
ZARENET_BUFFER_LISTZ5#. callout3Xah A Bk bR S0 —AN640L MME . 244 3¢ 1 35 14 45k fik
%, FWPS_NET_BUFFER_LIST_NOTIFY_FNOI=| i & %33 — A b F 302 AHME 1R A\ S 5% 45 calloutdi
301, calloutXzh el AR IRARIC B . 338 5] BEA A B A8 3% B F 3o
N R A% 33 25 callout 3R 3

L AP B ERSE S, calloutizh ] B sheiE# I E B mEsEERIMaREm. T B3
TR FRER), calloutksh iR FwpsNetBufferListRemoveContextO, f%i#iremoveContext=#i 4

TRUEARE, BT AAFTRKEHEKE. X T# I ET X (EHA)2REKNEREE RRTER
FwpsNetBufferListRemoveContext0 )2 #iremoveContext i B NFALSE.

A DA i & ) B4 4% € XAEFWPS_NET_BUFFER_LIST_EVENT_TYPEOH.

FETCP/IPR A KIfi & AT LABENDISIE I WA R B . MR BR . EEIETERR T H0E BBA 2 At i B 4E
5, Bl RS BB

callout¥Xzf r] LAZE FWPS_NET_BUFFER_LIST_NOTIFY_FNO & rI4hE8, AH
FwpsNetBufferListRetrieveContextOF B K L 3. 8%, calloutd®zh7EclassifyFnlel i sk $H 752 £ F .

Using Layer 2 Filtering
Layer 2ZHI5L 7€, MWindows 8FF 47 #

WFP fo ¥ 7ELayer 2 MAC header hHE 38 . X ZETERTA X EVLHEKBREUR ERIEP RSB RA .
REEFBERMBEERAEZNR, RENEERRLLGE. X%E ANDISHEEH(LWF)T 3R A.

ER: calloutin R — &AL RN KT IES, AN ZEANE. NET_BUFFER_LISTZ5#4H)
TENRLIZ AT U8 2% B AR &1, L iSRRI E, B AMUBIAT -

Injecting MAC Frames
Classifying Chained Network Buffer Lists
WEFP Layer 2 Layers and Fields

Injecting MAC Frames

callout3x 31 H FwpsInjectMacReceiveAsyncO %k 2 B i N T B W Wi FrTMAC T [=] 281288 3R 1) 2 i i 42
%, HBEEA—NFHRIMACHE R SUERZ T .

callout¥%zh i FH FwpsInjectMacSendAsyncO pfi %2 B F7vE \ 7 5 R S T MACT [B] 21 3838 1 & 3% B 42
%, BFETEAN—DFHIMACKIZE K% KIBIERZ T . netBufferListsZ ¥ 7 LLRENET _BUFFER_LIST#%. {HRH5E
BB FEER — AR B G R BHMEE 28R .



WREANR BN EGER S IEFEERYE, AR R R EH K. EHik, #EIPZE, Layer 22/
callout) i% i F FwpsQueryPacketInjectStateO ff #* TL & & 3

L8R, RUFEIRENKEF calloutFE. B, FREANKINET_BUFFER_LISTA S TE/R I 58 MBI AR o 58
B, NET_BUFFER_LISTKERRH#—2 . FAEXMBER T, TR LK, FANDISHK ZikfL#c
Z3E NHINET_BUFFER_LIST 4 5 9 T —AN &6 44 o

NET_BUFFER_LIST# ffjStatusi R & HRIEANRPRELE R BRIENRS S RRIEWFPHEN iR HUR B B Th
JENET_BUFFER_LISTIAAR PR ZS « AR 1% 48 FANT_SUCCESSZ i B R E N IR HIStatussi A . 1 B Status
R STATUS_SUCCESS JE BRI AH HAB K& X . Statuspl i iIME EESTATUS_SUCCESS/E K & k& B2, {H2
TEEBERMNEETEEE, Statuss A 1E HLSTATUS_SUCCESSIE /), Status Wk vE N 2 i 5 o

Classifying Chained Network Buffer Lists

— Bk, calloutIBH AR REMAL 7 KM EAFIR . R, calloutIRBNa] LA T B4 KRB 4 KM
R FIREE, BT RRA PR,

¥8 e FWPS_CALLOUT 24k #4 + f¥)Flags JFWP_CALLOUT_FLAG_ALLOW_L2_ BATCH_CLASSIFY
M classifyFn2 i 0 $8 e NET_BUFFER_LIST# .
WEFP Layer 2 Layers and Fields
Szt it 38 2 St virtual switch filtering (.4 :
FWPS_LAYER_INBOUND_MAC_FRAME_ETHERNET
FWPS_LAYER_OUTBOUND_MAC_FRAME_ETHERNET
FWPS_LAYER_INBOUND_MAC_FRAME_NATIVE
FWPS_LAYER_OUTBOUND_MAC_FRAME_NATIVE
4 X S xtvirtual switch filtering 477
FWPS_FIELDS_INBOUND_MAC_FRAME_ETHERNET
FWPS_FIELDS_OUTBOUND_MAC_FRAME_ETHERNET
FWPS_FIELDS_INBOUND_MAC_FRAME_NATIVE
FWPS_FIELDS_OUTBOUND_MAC_FRAME_NATIVE
Using Proxied Connections Tracking

RELERIEEF R T Windows 8 & H UG HIBRIE R G .



WFPH B i A B E L KT F) 2510 21 B 2 21) H Kk B ZE 72 1 A B B E AL id 3K o
Proxied Connections Tracking

BENFERZME, N—TTHERSIREKERER, WREPRIK A —TEREEN, HHER
R R AR T AL . B ERAIBER, IR HIER T REMCREANRERIIX B K9, TR TCRRIEFR .

BN BE AR IR X FE B A
FWPS_FIELD_Xxx_ALE_ORIGINAL_APP_ID
REEZENEBAEFIGNA . wRNAREHAE, BRENIFIRA xxx _ALE_APP_ID
FWPS_FIELD_Xxx_PACKAGE_ID
BEIFRRE —ANREWRRE, B MAppContaineritfEHH B
Redirecting Connections
callout®®zh 7] LA A FwpsRedirectHandleCreate0 %k, =6)@&—/ANHTFERMTCPEREKAIM.
Using a Redirection Handle
TEALE# #2 5 5 ficallout o] DL E e AL B A M FR 2 B, "B 44118 2| —/FwpsRedirectHandleCreate0
AR ARG, FEBERFWPS_CONNECT REQUESTO%Z#H . callout yALERE: £ & 52 fir 2 7€ HclassifyFn
BEIX AN .
localRedirectHandle 1% ™A]# & i@ it callout3X 3 il F FwpsRedirectHandleCreate0 i% £ 1 2
localRedirectContext callout b F 3¢ %8, & callout3®zh & F ExAllocatePoolWithTag #4714 HL -
localRedirectContextSize callout$2 it | T e 2 18 KK
7 calloutIR3)) 4 45 A% FH B 5 A AR I, BT LAY A FwpsRedirectHandleDestroyO & HUB 15 5]
mo
Querying the Redirect State
callout®®zh 18 H FwpsQueryConnectionRedirectState0 &% a] L5 B & B AEREKRES .
FwpsQueryConnectionRedirectState0# ik [5] — AN £ 5 FWPS_CONNECTION_REDIRECT _STATEfI#24{E
IR E B HIRE N FWPS_CONNECTION_NOT_REDIRECTED, ALE_CONNECT_REDIRECT callout®] DA &b #E AR FE
puzE;
an 5 & e A IR &S NFWPS_CONNECTION_REDIRECTED_BY_SELF, ALE_CONNECT_REDIRECT callout
M iZ iR [F|FWP_ACTION_PERMIT/FWP_ACTION_CONTINUEZ 3 & B AL KRS A

FWPS_CONNECTION_REDIRECTED_BY_OTHER, ALE_CONNECT_REDIRECT calloutin 5 & A 4015 HAth ks 2
R, WM EAEEE,



AR EEMHREA
FWPS_CONNECTION_PREVIOUSLY_REDIRECTED_BY_SELF, ALE_CONNECT_REDIRECT callout/s g&#47 & &
fir, BEEFHINRELRWRATERZN . EXMELT, EUIVFA B L E#E(FEALE_AUTH_CONNECT
JZ)

Using Virtual Switch Filtering

Virtual Switch Filtering 7452 Fr5Window 8 X H UG HI#1E R4 H .

WFP A ¥ EMAC:L, TPk, fi— FEWHIGHE D, tin@EdlEEn, Eils o (VPort), EHHRIR(VM
ID) Byt uE. ¥E—ANEARK LB virtual switchfIRF %, X EEREPOAH . X2 Mvirtual switch
extension filter-—FNDIS#: & 2 i3 JE IR Eh B .

calloutZ®zh ] LA A FwpsvSwitchEventsSubscribe0 & % Ayvirtual switch)2 i ]33 A — L2 5 B Z U O

[ 3688 0 R $ N 0 7 FWPS_VSWITCH_EVENT_DISPATCH_TABLEQ it #8 5% . X L&w] BLRL A ) [5] e
BIE:

FWPS_VSWITCH_FILTER_ENGINE_REORDER_CALLBACKO
FWPS_VSWITCH_INTERFACE_EVENT_CALLBACKO
FWPS_VSWITCH_LIFETIME_EVENT_CALLBACKO
FWPS_VSWITCH_POLICY_EVENT_CALLBACKO
FWPS_VSWITCH_PORT_EVENT_CALLBACKO
FWPS_VSWITCH_RUNTIME_STATE_RESTORE_CALLBACKO
FWPS_VSWITCH_RUNTIME_STATE_SAVE_CALLBACKO

FWPS_VSWITCH_EVENT_TYPE MZ{E & L T —eventTypeZ & 45 virtual switchid & ik %5 .

callout¥X 3 4 2 Al FwpsvSwitchEventsUnsubscribe0 B AR LK KR

an B callout3% 3 78 FH WFPiE %0 & #1 + 3% [BISTATUS_PENDING, WFP*#4i& [EISTATUS_PENDINGZ4 OIDiE 3K »

callout3Xzh 420 A FwpsvSwitchNotifyCompleteO i&i%2: 45 R B Z 1#/E. 7E FwpsvSwitchNotifyCompleteO i
FLAE, WFPER NdisFOidRequestComplete B % 3s 45 3 %f Fvirtual switchf)OIDiE 3K .

Callout A~ o7 12 7£ 38 &1 B8 £ i) b F SCH [R5 i) 388 B BR WPIE JE 8% . 534k, 4 SR3d A B # ft ¥ callbacki&
[EISTATUS_PEINDING, callouti® EISTATUS_PENDING,callout/s B % 7E 45 538 %1 2 /i 38 hn S Br WFPiS 8 2%

WEFP Virtual Switch Filter Layer and Fields

%t Fvirtual switch filtering, SZi i 38 2 2.3
FWPS_LAYER_INGRESS_VSWITCH_ETHERNET
FWPS_LAYER_EGRESS_VSWITCH_ETHERNET

FWPS_LAYER _INGRESS_VSWITCH_TRANSPORT_V4



FWPS_LAYER_INGRESS_VSWITCH_TRANSPORT_V6
FWPS_LAYER_EGRESS_VSWITCH_TRANSPORT_V4
FWPS_LAYER_EGRESS_VSWITCH_TRANSPORT_V6
%}Fvirtual switch filtering, #IEEIRREE;

FWPS_FIELDS_EGRESS_VSWITCH_ETHERNET

FWPS_FIELDS_EGRESS_VSWITCH_TRANSPORT_V4

FWPS_FIELDS_EGRESS_VSWITCH_TRANSPORT_V6

FWPS_FIELDS_INGRESS_VSWITCH_ETHERNET

FWPS_FIELDS_INGRESS_VSWITCH_TRANSPORT_V4

FWPS_FIELDS_INGRESS_VSWITCH_TRANSPORT_V6

Unloading a Callout Driver

NT ##calloutd®zh, #HAE R S0 E RS 1 E R 5

EHBEREF, EcalloutEsi NRANFEHERZ AT, calloutBX sk 25 it 38 51 %3 M K callout 3k 17 E 2K..
callout¥® 38 H FwpsCalloutUnregisterById0=kFwpsCalloutUnregisterByKeyO ) it 38 51 4 &1 # callout,
callout3x 3 £ F ) &% if e H A SR B, B 2183 38 5] 2 5% 2h ) #callout L5 .

L calloutBk 5 & AT 38 51 2 E # H callout, & 06 UM B L J&E 46 v A g B s i i & X . 22T WDMIY
callout®®3h, i FloDeleteDevicerd £ 2 MR & Xt %, #TWDFHcallout3x 34 i Fi WdfObjectDelete s i 2 B
HEZR B X R

callout 3 2 7E 3 ) £ bR $0R [B] 2 B 19 00 20 i) B A Ae] 2 57 38 i 18 F FwpsInjectionHandleDestroy 01 2 &
HENRI A

- FWMDH) callout i) &) £, % %
// Device object

PDEVICE_OBJECT deviceObject;

// Variable for the run-time callout identifier
UINT32 CalloutId;

// Injection handle
HANDLE injectionHandle;



// Unload function
VOID
Unload(
IN PDRIVER_OBJECT DriverObject

)

{
NTSTATUS status;

// Unregister the callout
status =
FwpsCalloutUnregisterByIdO(
CalloutId

)

// Check result

if (status == STATUS_DEVICE_BUSY)

{
// For each data flow that is being processed by the
// callout that has an associated context, clean up
// the context and then call FwpsFlowRemoveContext0
// to remove the context from the data flow.

// Finish unregistering the callout
status =
FwpsCalloutUnregisterById0(
CalloutId

)

// Check status
if (status != STATUS_SUCCESS)
{

// Handle error

// Delete the device object
IoDeleteDevice(
deviceObject

)



// Destroy the injection handle
status =
FwpsInjectionHandleDestroyO(
injectionHandle

)

// Check status
if (status != STATUS_SUCCESS)

{

// Handle error

H T WDFH £ £ 58 4

WDFDEVICE wdfDevice;

VOID
Unload(
IN WDFDRIVER Driver;

)

// Delete the framework device object
WdfObjectDelete(
wdfDevice

)

INF Files for Callout Drivers

Windows Filtering Platform Callout3x 38 INF 4 %2 3% . X T callout3% 3 I INF A4 & 4n T R INFICH5 «

INF Version Section



INF SourceDisksNames Section

INF SourceDisksFiles Section

INF DestinationDirs Section

INF DefaultInstall Section

INF DefaultInstall.Services Section

INF Strings Section

; Example callout driver INF file

/

[Version]

Signature = "$Windows NT$"

Provider = %Msft%

CatalogFile = "ExampleCalloutDriver.cat"
DriverVer = 01/15/05,1.0

[SourceDiskNames]
1 = %DiskName%

[SourceDiskFiles]
ExampleCalloutDriver.sys = 1

[DestinationDirs]
DefaultDestDir = 12 ; %windir%\system32\drivers
ExampleCalloutDriver.DriverFiles = 12 ; %windir%)\system32\drivers

[DefaultInstall]
OptionDesc = %Description%
CopyFiles = ExampleCalloutDriver.DriverFiles

[DefaultInstall.Services]
AddService = %ServiceName%,,ExampleCalloutDriver.Service

[DefaultUninstalll



-

DelFiles = ExampleCalloutDriver.DriverFiles

[DefaultUninstall.Services]
DelService = ExampleCalloutDriver,0x200 ; SPSVCINST_STOPSERVICE

[ExampleCalloutDriver.DriverFiles]
ExampleCalloutDriver.sys,,,0x00000040 ; COPYFLG_OVERWRITE_OLDER_ONLY

[ExampleCalloutDriver.Service]

DisplayName = %ServiceName%

Description = %ServiceDesc%

ServiceType = 1 ; SERVICE_KERNEL_DRIVER
StartType = 0 ; SERVICE_BOOT_START
ErrorControl = 1 ; SERVICE_ERROR_NORMAL
ServiceBinary = %12%)\ExampleCalloutDriver.sys

[Strings]

%Msft% = "Microsoft Corporation”

%DiskName% = "Example Callout Driver Installation Disk"
%Description% = "Example Callout Driver"
%ServiceName% = "ExampleCalloutDriver"
%ServiceDesc% = "Example Callout Driver"

Installation of Callout Drivers
callout3x =l T L@ d A d INFIC 22 3% .
fEcalloutWzh CEBMIILZE T, B LB I T K6 .
net start drivername
B HRFinf 324 = [drivername.Service ] i 5 I StartTypefe, calloutRzhml BE7E R 4 E ¥ )8 305 B 38 in#k
FR%GH, calloutdRzh B i% 8 % M %18 € X ME A0(SERVICE_BOOT_START), 7EIE5I #4528, hn#IRzh
FnyE M callout3® 3l .
callout3X =} i) E1 5 T LS an T i -
net stop drivername
HcalloutP Bz ELB ZEMMNE, R HIEREEHEBZ D REEHEBTUBARES), F1E, HR®

IRZfcallout¥®sh . CalloutdXzh7E ¥ &5 3 2% i RBP4 B A K50+ BoR,
BRAFAEERE K.



calloutZRXzh 5 vT LLEIEWIn32 1 iR &5 B AR IAPL, R%23E, mn#L, #1#. CreateService, OpenService,
StartService, ControlService, and DeleteService

Digital Signatures for Callout Drivers
RTHFEL, BEHMKIRS)—H.

Callout Driver Programming Considerations
User Mode vs. Kernel Mode

1 B 3 i #R4E FT DU I AR UE B Windows Filtering Platformsg s, ISV Mi%% I & —AN PR e
BEFEMELIESE, MARETFR —AHEERWclloutiizh. & MR Kcalloutdksh R 78 /R 5 2 58 K
Ihee, AEEEE LN BRI IET RSB T iE#.

Choice of Filtering Layer

calloutB¥ a3l S i 7E X 2% HE AR 1 5 = B I8 FE RN 2% B8 I 98 . 28GR U, IR RIS 8255 7
CATEE LR SE AR, A B AE P 48 R AT $AT .

Blocking at the Application Layer Enforcement (ALE) Flow Established Layers

BE, mREDLMMAR S % Fcallout ALE flow established filtering layers,
(FWPM_LAYER_ALE_FLOW_ESTABLISHED_V4 or FWPM_LAYER_ALE_FLOW_ESTABLISHED_V6), & KiclassifyFn
callout’ # A B2 %3 [FIACTION_BLOCK. —™ 5 436 iF B4E 44 1% B2 (1) ¥ 58 A BLiZFEALE flow established
filtering layers Bttt o X s yesE BIAE 7 SMALES 3B H Al .

FoHJR Bl 2 classify Fn 8 & [B]FWP_ACTION_BLOCK & A & 7E i) % & o SBE B LSRG A 4 R B 5L

Callout Function Execution Time

BR it i 5| 238 % 1A FH calloutfr) R $U7EIRQL=DISPATCH_LEVEL |, B {fixX &5 ik 34T R AT REFIAR,
IERAEHHE.

Injecting Into the Receive Data Path

callout/sz %7€ 8 Fl AL N\ B BUE N\ B BUE B2 2 B E 37 IPHIchecksum.  BRIR 24 A0 4% 37 4H 3%
J5 IPAL B 1 JE 25 i) checksum F 4B AT BE A IE A

Inline Injection of TCP Packet from Transport Layers

ENTCPAR BTN, 1242 callout R BEfEclassifyFnsy E N — N ERE e ITCPR. IR RN
BEEN, callout ZiHEBN —4NDPC £ 4b 3 .

Outgoing IP Header Alignment

$H8 3 P9 4% 2% [A) 31) 4% B TP Sk BYMDL R i AL BR UK N B A 38 B A Y B 5008 B i i 5 5% BRAYS
S H I TPSL A4 MDI BT &Y B340 St S0 00 . callon 0 45 3 3 38 7 — ANTPSL(4n By 73 ot 3 ) 2438 N —ANBzlk 41 31l — A



FHINH IS S NHY L e UG I H Y Y ) HY 7 M M e SN T AT | A —s L N P A N RSN R Iy T | OO 1IN N ey

RIEHAET .

Developing IPsec-Compatible Callout Drivers

AT B FEAFFEF Windows VistaFiWindows 200811IPSec, calloutdRzh R iZ% 4 in T i Szit i g 2 .

TCP Packet Filtering

Stream Layers:
FWPS_LAYER_STREAM_V4
FWPS_LAYER_STREAM_V6

Non-TCP and Non-Error ICMP Packet Filtering

Datagram-Data Layers:
FWPS_LAYER_DATAGRAM_DATA_V4
FWPS_LAYER_DATAGRAM_DATA_V6
FWPS_LAYER_DATAGRAM_DATA_V4_DISCARD
FWPS_LAYER_DATAGRAM_DATA_V6_DISCARD

i B B B EE BB BENZ BT, S NEFIER &G . X EEM FcalloutiXs)
FAIPsecH /& & 1 o

Layers That Are Incompatible With IPsec

W 28 F % R R FIIPSecR AN A M, FINTEIX L 2 IPsectt fril A i il % B 2 . IPSecBURTE M 45 2 4
KUJE, fFEERERBRIRIER.

W K SER S U8R IPSecRANRA K, FINIPseck BAEX LR ALH

FWPS_LAYER_INBOUND_IPPACKET_V4



FWPS_LAYER_INBOUND_IPPACKET_V6
FWPS_LAYER_INBOUND_IPPACKET_V4_DISCARD
FWPS_LAYER_INBOUND_IPPACKET_V6_DISCARD
FWPS_LAYER_OUTBOUND_IPPACKET_V4
FWPS_LAYER_OUTBOUND_IPPACKET_V6
FWPS_LAYER_OUTBOUND_IPPACKET_V4_DISCARD
FWPS_LAYER_OUTBOUND_IPPACKET_V6_DISCARD

Special Considerations for Transport Layers

N T FE4£ 512 (FWPS_LAYER_XXX_TRANSPORT V4 or _V6)i: M ffcalloutiRsh fillPsecie &, &M T
FL) :

1, FEALE receive/accept/Z(FWPS_LAYER_ALE_AUTH_RECV_ACCEPT_V4 or
FWPS_LAYER_ALE_AUTH_RECV_ACCEPT_V6)* ftcallout, B T &%= (FWPS_LAYER _XXX_TRANSPORT_V4 or
_V6)

2, AT WA Windows N ERIPSeckb ¥ K14k, HEcalloutyd: Mt #E ELFWPM_SUBLAYER_UNIVERSALE # & %%
KT E. 1 FwpmSubLayerEnum0 53| FEREE.

3, X FEEEINARED RN T EZALES KA, WBIIFEALE authorize receive/accept layers
(FWPS_LAYER_ALE_AUTH_RECV_ACCEPT_V4 or FWPS_LAYER_ALE_AUTH_RECV_ACCEPT_V6EMK & . Xik
RLTE T K B A% 4 B 6 S48 B VR AT .

FF 44 Fvista sp1Fiwindows 2008, 1 FIFWPS_METADATA_FIELD ALE_CLASSIFY REQUIRED#R %
I 75 B f £ 2 T 46 :EFWPM_LAYER_ALE_AUTH_RECV_ACCEPT V4=,
FWPM_LAYER_ALE_AUTH_RECV_ACCEPT V6)E. iX/MF=&7EWindows Vistarh
FWP_CONDITION_FLAG_REQUIRES_ALE_CLASSIFY% {47 % & #e.

4, AT @ %X Windows PERIPSecH) T, NELEfLH/EEIPsectt it B 1 FRFEIE 1 % XF IPSec B
B AT BT, T AR S T Bk X Ee

FWPS_PACKET_LIST_INFORMATIONO packetInfo = {0};

FwpsGetPacketListSecurityInformation0(

layerData,
FWPS_PACKET_LIST_INFORMATION_QUERY_IPSEC |
FWPS_PACKET_LIST_INFORMATION_QUERY_INBOUND,
&packetInfo



)i

if (packetInfo.ipsecInformation.inbound.isTunnelMode &&
IpacketInfo.ipsecInformation.inbound.isDeTunneled)

{

classifyOut->actionType = FWP_ACTION_PERMIT;

goto Exit;

by

5, FEIPSecfifi BRI O MBENRELLS, AH/ESPLEIRBEEIPLF . MBEXHENERELE
FrENE B TCP/IPHI PSR, TPk M BR 45 AH/ESPHEAT B H7 # itk
FF44TWindows Vista SP1RIWindows Server 2008LAJ5, #RTT A 72 e 43, 343
FwpsConstructIpHeaderForTransportPacket0 %k & headerIncludeHeaderSize2: 1% B IP 5 k& £3 [ Sk 1 K/ R 58
J o

6, TEALE receive/accept JZ, callout®] DL id i & FWP_CONDITION_FLAG_IS_IPSEC_SECURED#: & 2
7 B R IFE M IPSecH R &% . /%2, calloutm] LLiEidiE

FwpsGetPacketListSecurityInformation0 &%t %48 & queryFlagsS$R Bk B AN
FWPS_PACKET _LIST_INFORMATIONOR#RMIIPSecti 4% 4i .

Working With IPsec ESP Packets

L 5| 45 5E i % decrypted encapsulating security payload(ESP)&, % &kl BBEESPEE. B A5
EAb X g it 77 2, NET_BUFFERS 14+ (I MDLEHE A B IE 7 R BREL I B . IEAA B EE AT BLZENET_BUFFER
ZE W IDATA_LENGTHH B ],

Calling Other Windows Filtering Platform Functions

1R £ 534 E)Windows Filtering Platform %] LA A P SRR FAEA, AT DLt callout3Rkz3h A
XpfikcalloutlREh hA] LA X B, thdn, Mt ysaR 2t g sl M ES . ME— KA F R IX L R B )R FHE A —
B, AP R BOR EIWIN32 )45 RS, AR R BOREINTSTATUSHRS .

KZ #Windows Filtering Platform # ik 1 75 B — M AWIEAS B AT AT 851 &iE.

Opening a Session to the Filter Engine

calloutBX sl A ZR T FF — A BT 3E 51 BEM &5, HHAT L tb g hnid 3838 25 I8 51 2 H1E % . calloutdxXsh
A L& i FwpmEngineOpen0 i £ 2 4T FF — AN 25 38 51 2 i &1

HANDLE engineHandle;
NTSTATUS status;

// Open a session to the filter engine

status =
FwpmEngineOpen0(
NULL, // The filter engine on the local system

RPC C AUTHN WINNT. // Use the Windows authentication service



R et ] e = mrttm st m st e e ———r— s ——— - ——

NULL, // Use the calling thread's credentials

NULL, // There are no session-specific parameters
&engineHandle // Pointer to a variable to receive the handle
)i

Lcallout I IT FHF— ARSI B ELLE, Bk v] LA A IR B 3 4] 46 2598 A 53 41 B Windows
Filtering Platform& 2 i $% .

Closing a Session to the Filter Engine

Hcallout® 3 B4R T EHAES, BRZRAEIEIEGZHaiE. calloutdkzhw] LA i
FwpmEngineClose0 i 1 58 iiX AN Th Bk »

status =
FwpmEngineClose0(
engineHandle // An handle to the open session

)
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