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NTSTATUS ZwQuerySystemInformation(
IN SYSTEM_INFORMATION_CLASS SystemInformationClass,
OUT PVOID SystemInformation,
IN ULONG SystemInformationLength,
OUT PULONG ReturnLength);
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2.SYSTEM_INFORMATION_CLASSK #!

typedef enum _SYSTEM_INFORMATION_CLASS

{
SystemBasicInformation, // ©
SystemProcessorInformation, // 1
SystemPerformanceInformation, // 2
SystemTimeOfDayInformation, // 3
SystemPathInformation, // 4
SystemProcessInformation, //5
SystemCallCountInformation, // 6

SystemDeviceInformation, // 7
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SystemProcessorPerformanceInformation, // 8
SystemFlagsInformation, // 9
SystemCallTimeInformation, // 10
SystemModuleInformation, // 11
SystemLocksInformation, // 12
SystemStackTraceInformation, // 13
SystemPagedPoolInformation, // 14
SystemNonPagedPoolInformation, // 15
SystemHandleInformation, // 16
SystemObjectInformation, // 17
SystemPageFileInformation, // 18
SystemVdmInstemulInformation, // 19
SystemVdmBopInformation, // 20
SystemFileCacheInformation, // 21
SystemPoolTagInformation, // 22
SystemInterruptInformation, // 23
SystemDpcBehaviorInformation, // 24
SystemFullMemoryInformation, // 25
SystemLoadGdiDriverInformation, // 26
SystemUnloadGdiDriverInformation, // 27
SystemTimeAdjustmentInformation, // 28
SystemSummaryMemoryInformation, // 29
SystemMirrorMemoryInformation, // 30
SystemPerformanceTraceInformation, // 31
SystemObsoleteo, // 32
SystemExceptionInformation, // 33
SystemCrashDumpStateInformation, // 34
SystemKernelDebuggerInformation, // 35
SystemContextSwitchInformation, // 36
SystemRegistryQuotaInformation, // 37
SystemExtendServiceTableInformation, // 38
SystemPrioritySeperation, // 39
SystemVerifierAddDriverInformation, // 40
SystemVerifierRemoveDriverInformation, // 41
SystemProcessorIdleInformation, // 42
SystemLegacyDriverInformation, // 43
SystemCurrentTimeZoneInformation, // 44
SystemLookasideInformation, // 45
SystemTimeSlipNotification, // 46
SystemSessionCreate, // 47
SystemSessionDetach, // 48
SystemSessionInformation, // 49
SystemRangeStartInformation, // 50
SystemVerifierInformation, // 51
SystemVerifierThunkExtend, // 52
SystemSessionProcessInformation, // 53
SystemLoadGdiDriverInSystemSpace, // 54
SystemNumaProcessorMap, // 55
SystemPrefetcherInformation, // 56
SystemExtendedProcessInformation, // 57
SystemRecommendedSharedDataAlignment, // 58
SystemComPlusPackage, // 59
SystemNumaAvailableMemory, // 60
SystemProcessorPowerInformation, // 61
SystemEmulationBasicInformation, // 62
SystemEmulationProcessorInformation, // 63
SystemExtendedHandleInformation, // 64
SystemLostDelayedWriteInformation, // 65
SystemBigPoolInformation, // 66
SvstemSessionPoolTagInformation, // 67



SystemSessionMappedViewInformation, // 68

SystemHotpatchInformation, // 69
SystemObjectSecurityMode, // 70
SystemWatchdogTimerHandler, // 71
SystemWatchdogTimerInformation, // 72
SystemLogicalProcessorInformation, // 73
SystemWow64SharedInformation, // 74
SystemRegisterFirmwareTableInformationHandler, // 75
SystemFirmwareTableInformation, // 76
SystemModuleInformationEx, // 77
SystemVerifierTriageInformation, // 78
SystemSuperfetchInformation, // 79
SystemMemoryListInformation, // 80
SystemFileCacheInformationEx, // 81
MaxSystemInfoClass //82

} SYSTEM_INFORMATION_CLASS;
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typedef struct _SYSTEM_MODULE_INFORMATION_ENTRY64 {
ULONG Reserved[4];
PVOID Base;
ULONG Size;
ULONG Flags;
USHORT Index;
USHORT Unknown;
USHORT LoadCount;
USHORT ModuleNameOffset;
CHAR ImageName[256];
} SYSTEM_MODULE_INFORMATION_ENTRY64, *PSYSTEM_MODULE_INFORMATION_ENTRY64;

typedef struct _SYSTEM MODULE_INFORMATION ENTRY32 {
ULONG Reserved[2];
PVOID Base;
ULONG Size;
ULONG Flags;
USHORT Index;
USHORT Unknown;
USHORT LoadCount;
USHORT ModuleNameOffset;
CHAR ImageName[256];
} SYSTEM_MODULE_INFORMATION_ENTRY32, * PSYSTEM_MODULE_INFORMATION_ENTRY32;

typedef struct _SYSTEM_MODULE_INFORMATION

{
ULONG Count;// A% LINER BB SR AN S

#ifdef _AMD64_

SYSTEM_MODULE_INFORMATION_ENTRY64 Module[1];
#else

SYSTEM_MODULE_INFORMATION_ENTRY32 Module[1];
#endif

} SYSTEM_MODULE_INFORMATION, * PSYSTEM_MODULE_INFORMATION;
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typedef enum
{

MmTagTypezZQSI = 'ISQZ’, //ZwQuerySystemInformation
IMmTagType;

typedef enum _SYSTEM_INFORMATION_CLASS
{

SystemModuleInformation = 11
} SYSTEM_INFORMATION_CLASS;

typedef struct _SYSTEM_MODULE_INFORMATION_ENTRY64 {
ULONG Reserved[4];
PVOID Base;
ULONG Size;
ULONG Flags;
USHORT Index;
USHORT Unknown;
USHORT LoadCount;
USHORT ModuleNameOffset;
CHAR ImageName[256];
} SYSTEM_MODULE_INFORMATION_ENTRY64, *PSYSTEM_MODULE_INFORMATION_ENTRY64;

typedef struct _SYSTEM_MODULE_INFORMATION_ENTRY32 {
ULONG Reserved[2];
PVOID Base;
ULONG Size;
ULONG Flags;
USHORT Index;
USHORT Unknown;
USHORT LoadCount;
USHORT ModuleNameOffset;
CHAR ImageName[256];
} SYSTEM_MODULE_INFORMATION_ENTRY32, * PSYSTEM_MODULE_INFORMATION_ENTRY32;

typedef struct _SYSTEM_MODULE_INFORMATION
{

ULONG Count;// A% DAINER AR A 4
#ifdef _AMD64_

SYSTEM_MODULE_INFORMATION_ENTRY64 Module[1];
#else

SYSTEM_MODULE_INFORMATION_ENTRY32 Module[1];
#endif

} SYSTEM_MODULE_INFORMATION, * PSYSTEM_MODULE_INFORMATION;
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NTSTATUS PrintAllLoadedMoudleByZwQuerySystemInformation()
{
ULONG ulInfolLength = 0;
PVOID pBuffer = NULL;
NTSTATUS ntStatus = STATUS_UNSUCCESSFUL;
KDPRINT(" [PrintLoadedModule] :: [PrintAllLoadedMoudleByZwQuerySystemInformation] Enter..... \r\n");
do
{

ntStatus = ZwQuerySystemInformation(SystemModuleInformation,



NULL,
NULL,
&ulInfolLength);

if ((ntStatus == STATUS_INFO_LENGTH_MISMATCH))

{

}
} while (false);

if (pBuffer)

pBuffer = ExAllocatePoolWithTag(PagedPool, ulInfolLength, MmTagTypeZQSI);
if (pBuffer == NULL)

{
KDPRINT(" [PrintLoadedModule] :: [PrintAlllLoadedMoudleByZwQuerySystemInforma
break;
}
ntStatus = ZwQuerySystemInformation(SystemModuleInformation,
pBuffer,
ulInfolLength,
&ulInfolLength);
if (INT_SUCCESS(ntStatus))
{
KDPRINT(" [PrintLoadedModule] :: [PrintAllLoadedMoudleByZwQuerySystemInforma
break;
}

PSYSTEM_MODULE_INFORMATION pModuleInformation = (PSYSTEM_MODULE_INFORMATION)pBuffer
if(pModuleInformation)

{
for (ULONG i = 0; i < pModuleInformation->Count; i++)
{
KDPRINT(" [PrintLoadedModule] :: [PrintAllLoadedMoudleByZwQuerySyste
pModuleInformation->Module[i].ImageName, pModuleInformation
}
KDPRINT(" [PrintLoadedModule] :: [PrintAllLoadedMoudleByZwQuerySystemInforma
}

ntStatus = STATUS_SUCCESS;

ExFreePoolWithTag(pBuffer, MmTagTypeZQSI);

NTSTATUS DriverEntry(PDRIVER_OBJECT pDriverObject,

pRegistryPath)

UNREFERENCED_PARAMETER(pDriverObject);
UNREFERENCED_PARAMETER(pRegistryPath);
PrintAllLoadedMoudleByZwQuerySystemInformation();

{
¥
return ntStatus;

}
PUNICODE_STRING

{
return STATUS_SUCCESS;

}
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137  3.13480826 [PrintLoadedMadule ] [PrintillLoadedMoudleByIwiuerySystemInformation] Image: \SystenRoot\systen32\DRIVERS\hidush. sys Base: 0xFFFFF8E006556000
138 3.13481488 [PrintLoadedfodule ] [PrintillloadedMoudleByIviuerySystemInformation] Inage: \ SystenRoot\sy=ten32\DRIVERS\HIDCLASS. SYS xFFFFFEE008564000
130 3.13482048 [PrintLoadedModule] :: [FrintillloadedMoudlebyZvduerySystenInformation] Image: \SystenRoot i systen32\DRIVERSVHIDPARSE. 573 xFFFFF8800667D000
140 3.13482475 [PrintLoadedModule] :: [FrintillloadedMoudlebyZviuerySystenInformation] Image: \SystenRoot i systeniZ\DRIVERS \mouhid. sys xFFFFF88006686000
141 3.13482828 [PrintLoadedModule] :: [FrintillloadedMoudlebyZvfuerySystenInformation] Image: \SystenRoot i systeniZ\DRIVERS \wmusbmouse. sy= xFFFFF88006693000
142 3.13483357 [PrintLoadedMadule ] [PrintillLoadedMoudlebyIwduerySystemInformation] Inage: \SystenRoot\systeni2idrivers\luafy. sys xFFFFF8&00659C000
143 3.13483810 [PrintLoadedMadule ] [PrintillLoadedMoudleByTwduerySystemInformation] Inage: \SystenRoot\systen32\DRIVERS 11t dia. sys xFFFFF8&0085BF000
144 3.13484216 [PrintLoadedMadule ] [PrintillLoadedMoudlebyIwduerySystemInformation] Inage: \SystenRoot\system32\DRIVERS \rwifi. sys xFFFFF8&008400000
146 3. 13484645 [PrintLoadedfodule ] (FrmtAllLuadedMoudleByZWuerySystemInformat1un] Image: \Systemfoot\systend\DRIVERS \ndisuin. sys xFFFFFEE008504000
146 3.13486074 [PrintLoadedfodule ] W 3ystenRoot\systen32\DRIVERS \rspndr. sys xFFFFF880065ETO00
147 3.13486627 [PrintLoadedfodule ] W 3ystenRoot \systen32\DRIVERS \cdfs. sys xFFFFF88005EAGOOD
148  3.134B6956 [PrintLoadedfodule ] sWIystenRootisystend2idrivers\HTTP. sys xFFFFF88003664000
149 3. 13486409 [PrintLoadedMadule ] 4 SystemFoot sy st em32\DRIVERS\bowser. sys xFFFFF8&003783000
160 3. 134868358 [PrintLoadedMadule ] 4 SystemRootSystem3Zidriversimpsdrey. sys xFFFFF8&003741000
181 3.13487267 [PrintLoadedMadule ] 4 SystemFoot sy st em32\DRIVERS \mrxamb. sys Base: 0xFFEFF8E003TRI000
162 3. 13487673 [PrintLoadedfodule ] i Systemfoot syt en32\DRIVERS \mrxamb 10, sys xFFFFFEE003600000
163 3.13488128 [PrintLoadedfodule ] 4 SystenRoot \systen32\DRIVERS \mrxsnb20. sys xFFFFF8800364EQ00
164 3.134B8665 [PrintLoadedfodule ] 4 3ystenRoot \systen32\DRIVERS \vnmenct 1. sys xFFFFF88003672000
166 3.134B8084 [PrintLoadedModule] :: [FrintillloadedMoudlebyZvduerySystenInformation] Image: \SystenRootsysteniZidriversipeauth. sys Dase:0«FFFFFE3003445000
186 3. 13489389 [PrintLoadedMadule ] [PrintillLoadedMoudleByIwduerySystemInformation] Inage: \SystenRootSysten32\DRIVERS\srvnet. sys
167 3. 13489842 [PrintLoadedMadule ] : : [PrintillLoadedMoudleByTviuerySystenInfornation ] Inage: \SystenRoot System32\drivers\topipres. sys
168 3.13480295 [PrintLoadedMadule ] [PrintillLoadedMoudleByTwduerySystemInformation] Inage: \SystemRoot\Systen32\DRIVERS\srvw2. sys
159 3. 13480748 [PrintLoadedfodule ] [PrintillloadedMoudleByIviuerySysteninformation] Inage: \SystenRoot \Systen32\DRIVERS \srv. sys
160 3.13401164 [PrintLoadedModule] :: [FrintillLoadedMoudlebyZvduerySystenInformation] Image: \SystenRoot i systeniZ\DRIVERS \wnhgfs. sys
161 3.13481607 [PrintLoadedModule] :: [FrintillloadedMoudlebyZvfuerySystenInformation] Image: \Systenfoot i systeniZidrivershspsys. sy
162 3.13401888 [PrintLoadedModule] :: [FrintillLoadedMoudlebyZvuerySystenInformation] Image: 4?7\ C: \Windows'system32'\Driversi\Dbgv. sy=
163 3.13482441 [PrintLoadedMadule ] [PrintillLoadedMoudlebyIwiuerySystemInformation] Inage: \SystenRoot\system32\DRIVERS\nonitor. sys
164 3.13482870 [PrintLoadedMadule ] [PrintillLoadedMoudleByIwduerySystemInformation] Inage: \??\C:\Uzerst\Adninist rat or\Desktop\PrintLoadediodule. sys Fase: 0xFFFFFE8003F8FO00
165  3.13483323 [PrintLoadedMadule ] [PrintillLoadedMoudleByTlwiuerySystemInformation] Image: \Windows\System32\ntdll. 411 Base:0x0000000077490000
166 3.13493728 [PrintLoadedfodule ] (PrmtAllLuadedMoudleByZWuerySystemInformat1un] Image: \Windows\System32ismss. exe x0000000048340000
167 3.13404158 [PrintLoadedfodule ] W Windows'\System32hapisetschema. d11 x00000TFEFFTEOOOD
168 3.13404611 [PrintLoadedfodule ] s WWindows' System32haut ochk. exe x00000000FFO20000
169 3.13406040 [PrintLoadedfodule ] W Windows'\System32igdi32. d11 x00000TFEFFT30000
170 3. 13495469 [PrintLoadedMadule ] WWindows'\System32 sechost. d11 =00000TFEFET 10000
171 3.13495822 [PrintLoadedMadule ] Windows\System32y comdlg32. d11 =00000TFEFFET0000
172 3. 13484351 [PrintLoadedMadule ] Windows\System32inormaliz. d1l :0x000000007T6G0000
173 3. 13496780 [PrintLoadedfodule ] Windows\System32iuzer32. dl11 x0000000077390000
174 3.13487210 [PrintLoadedfodule ] W Windows'\ System32ikernel32. d11 x0000000077270000
176 3.13407638 [PrintLoadedfodule ] s WWindows' System32hurlmon. d11 x00000TFEFFE10000
176 3.13408044 [PrintLoadedModule] :: [FrintillLoadedMoudlebyZvduerySystenInformation] Image: \Windows\System3Zishell32. d11 x00000TFEFETS0000
177 3.13498473 [PrintLoadedMadule ] [PrintillLoadedMoudleByIwiuerySystemInformation] Image: \Windows\System32iclbeatq. d11 =00000TFEFEBEONON
178 3.13498826 [PrintLoadedMadule ] [PrintillLoadedMoudleByTlwduerySystemInformation] Inage: \Windows\System32iws2_32.d11 =00000TFEFEEA0000
179 3.13489331 [PrintLoadedMadule ] [PrintillLoadedMoudleBylwduerySystemInformation] Inage: \Windows\System32\inagehlp. d11 =00000TFEFEBTO000
180 3.13499761 [PrintLoadedfodule ] [PrintillloadedMoudleByIiwduerySystemInformation] Inage: \Windows\System32\lpk. d11 x00000TFEFEGAOO00
181 3.13500190 [PrintLoadedModule] :: [FrintillloadedMoudlebyZvduerySystemInformation] Inage: \Windows\System32iuspl0. d11 x00000TFEFEGS0000
182 3.13500895 [PrintLoadedModule] :: [FrintillloadedMoudlebyZwuerySystemInformation] Inage: \Windows\System3Ziiertutil. d11 x00000TFEFE300000
183 3.13501000 [PrintLoadedModule] :: [FrintillloadedMoudlebyZvduerySystemInformation] Inage: \Windows\System3Zinsctf. d1l x00000TFEFELFO000
184 3.13501430 [PrintLoadedMadule] :: [PrintillloadedMoudleByTvduerySystemInformation] Image: \Windows\System324W1ldap32. d11 =000007TFEFE190000
185 3.13601883 [PrintLoadedMadule ] [PrintillLoadedMoudleByTlwiuerySystemInformation] Image: \Windows\System32\psapi. d11 =000000007 7650000
186 3. 13502288 [PrintLoadedMadule ] [PrintillLoadedMoudleByIwiuerySystemInformation] Inage: \Windows\System32insi. d11 =00000TFEFE 180000
187 3.13802717 [PrintLoadedfodule ] [PrmtAllLuadedMoudleBwaQuerySystemInformat1un] Image: \Windows\System32ioleaut 32, d11 x00000TFEFEQADDOD
188 3.13603122 [PrintLoadedfodule ] W Windows'System32iole32. d11 x00000TFEFDES0000
189 3.13603661 [PrintLoadedfodule ] W Windows'\ System32isetupapi. d11 x00000TFEFDCEOQOOD
190 3. 13603881 [PrintLoadedfodule ] W Windows'\System32irpertd. dll x00000TFEFDES0000
181 3.13504410 [PrintLoadedadule ] sWWindows' System32hinm32. d11 =000007TFEFDES0000
192 3.13604815 [PrintLoadedMadule ] Windows'\System32 shlwapi. d11 Base:0x00000TFEFDADOOOO
193 3. 13506244 [PrintLoadedMadule ] Windows\System32imsvert. d11 x00000TFEFDAZ0000
194 3.13505897 [PrintLoadedfodule ] 'Windows\System32\difxapi. d11 x00000TFEFDSEOOON
1956 3.13506128 [PrintLoadedfodule ] s WWindows'\ System32iwininet. d11 x00000TFEFDTE0000
196 3. 13506658 [PrintLoadedfodule ] W Windows'\System32hadvapid2. d11 ase: 0x00000TFEFDEAOOOD
197 3.13507008 [PrintLoadedfodule ] W Windows' System32hapi-me-win-downlevel-ole32-11-1-0. \:111 Dage: 0x00000TFEFDA30000
1898 3.13507438 [PrintLoadedMadule] :: [PrintillloadedMoudleByIvduerySystemInformation] Image: \Windows\System32\usereny. d11 Base:0x00000TFEFDATO000 £
199 3.13507843 [PrintLoadedMadule ] [PrintillLoadedMoudleBylwduerySystemInformation] Image: \Windows\System32\wint rust. d11 Base:0x00000TFEFDAS0000
200 3. 13508272 [PrintLoadedMadule ] [PrintillLoadedMoudleByIiwduerySystemInformation] Inage: \Windows\System32\api-na-win-downlevel-advapid2-11-1-0.d11 Base: 0x000007FEFDG20000
201 3. 13508725 [PrintLoadedMadule ] [PrintillLoadedMoudleByIlwduerySystemInformation] Image: \Windows\System32\api-na-win-downlevel-version-11-1-0.d11 Base:0x000007FEFDA10000
202 3.13609164 [PrintLoadedModule] :: [FrintillLoadedMoudlebyZvduerySystenInformation] Image: \Windows\System32\api-ne-win-downlevel-normaliz-11-1-0.dll Base: 0x000007FEFDGE00000
203 3. 13609607 [PrintLoadedModule] :: [FrintillloadedMoudlebyZvfuerySystenInformation] Image: \Windows\System3Zicrypt 32, d11 Dase:0x00000TFEFD490000
204 3. 13510036 [PrintLoadedModule] :: [FrintillloadedMoudlebyZvduerySystenInformation] Image: \Windows\System32\api-ne-win-downlevel-user32-11-1-0.d11 Base: 0x000007FEFD480000
206 3. 13510480 [PrintLoadedModule] :: [PrintillloadedMoudleByIvduerySystemInformation] Inage: \Windows\System32icomet132, d11 : 0x000007FEFD3EONOOD
206 3. 13510871 [PrintLoadedMadule ] [PrintillLoadedMoudleBylwduerySystemInformation] Inage: \Windows\System32\KernelBaze. d11
207 3.13511324 [PrintLoadedMadule ] [PrintillLoadedMoudleByIiwduerySystemInformation] Image: \Windows\System32\cfgmzr32. d11
208 3.13511729 [PrintLoadedMadule ] [PrintillLoadedMoudleBylwduerySystemInformation] Inage: \Windows\System32\devabj. d11
208 313512168 [PrintLoadedModule] :: [FrintillloadedMoudlebyZvuerySystenInformation] Image: \Windows\System32iapi-ne-win-downlevel-shlwapi-11-1-0. \:111 Dage:0x00000TFEFD300000
210 3013612611 [PrintLoadedModule] :: [FrintillloadedMoudlebyZIvfuerySystemInformation] Image:\Wlnduws\SystemﬁZ\msasnl dil DBage:0x00000TFEFD2FO000
211 3.13613017 [PrintLoadedModule] :: [FrintillloadedMoudlebyZvfuerySystenInformation] Image: \Windows\System3Z\profapi. d11 Dage:0x00000TFEFD2EQNOD
212 3. 13513350 [PrintLoadedMadule] :: [PrintillloadedMoudlebyIvduerySystemInformation] 1+ZDDAP‘]#3’1§1)Q‘ et
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