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1: kd> dt nt!_HANDLE_TABLE

e 0x000 NextHandleNeedingPool : Uint4B

e 0x004 ExtralnfoPages : Int4B

e 0x008 TableCode : Uint8B

e 0x010 QuotaProcess : Ptr64 EPROCESS

e 0x018 HandleTableList: _LIST_ENTRY

e 0x028 UniqueProcessld : Uint4B

e 0x02c Flags : Uint4B

e 0x02c StrictFIFO : Pos 0, 1 Bit

e 0x02c EnableHandleExceptions : Pos 1, 1 Bit

e 0x02c Rundown : Pos 2, 1 Bit

e 0x02c Duplicated : Pos 3, 1 Bit

e 0x02c RaiseUMExceptionOninvalidHandleClose : Pos 4, 1 Bit
e 0x030 HandleContentionEvent: EX PUSH_LOCK

e 0x038 HandleTableLock : EX PUSH_LOCK

e 0x040 FreelLists : [1] _HANDLE_TABLE_FREE_LIST

e 0x040 ActualEntry : [32] UChar

e 0x060 Debuglnfo : Ptr64 _HANDLE_TRACE_DEBUG_INFO
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typedef struct  HANDLE_TABLE

{

ULONG32 NextHandleNeedingPool;
LONG32 ExtralnfoPages;
ULONG_PTR TableCode;
PEPROCESS QuotaProcess;
LIST _ENTRY HandleTableList;
ULONG32 UniqueProcessld;

union

{

ULONG32 Flags;

struct

{

BOOLEAN StrictFIFO : 1;
BOOLEAN EnableHandleExceptions : 1;
BOOLEAN Rundown : 1;

BOOLEAN Duplicated : 1;

BOOLEAN RaiseUMExceptionOninvalidHandleClose :

%

%

ULONG_PTR HandleContentionEvent;
ULONG_PTR HandleTableLock;

union

{

HANDLE_TABLE_FREE_LIST FreelLists[1];
BOOLEAN ActualEntry[32];

2

PVOID Debuglnfo;

}HANDLE_TABLE, *PHANDLE_TABLE;
ARG
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0x000 VolatileLowValue : Int8B

0x000 LowValue : Int8B

0x000 InfoTable : Ptr64 _HANDLE_TABLE_ENTRY_INFO
0x008 HighValue : Int8B

0x008 NextFreeHandleEntry : Ptr64 _HANDLE_TABLE_ENTRY
0x008 LeafHandleValue : EXHANDLE

0x000 RefCountField : Int8B

0x000 Unlocked : Pos 0, 1 Bit

0x000 RefCnt: Pos 1, 16 Bits

0x000 Attributes : Pos 17, 3 Bits

0x000 ObjectPointerBits : Pos 20, 44 Bits

0x008 GrantedAccessBits : Pos 0, 25 Bits

0x008 NoRightsUpgrade : Pos 25, 1 Bit

0x008 Spare1 : Pos 26, 6 Bits

0x00c Spare2 : Uint4B



typedef struct  HANDLE_TABLE_ENTRY
{

union

{

LONG_PTR VolatileLowValue;

LONG_PTR LowValue;

PVOID InfoTable;

LONG_PTR RefCountField;

struct

{

ULONG_PTR Unlocked : 1;

ULONG_PTR RefCnt: 16;

ULONG_PTR Attributes : 3;

ULONG_PTR ObjectPointerBits : 44;

%

%

union

{

LONG_PTR HighValue;

struct  HANDLE_TABLE_ENTRY *NextFreeHandleEntry;
EXHANDLE LeafHandleValue;

struct

{

ULONG32 GrantedAccessBits : 25;
ULONG32 NoRightsUpgrade : 1;

ULONG32 Spare1 : 6;

2

ULONG32 Spare2;
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}HANDLE_TABLE_ENTRY, *PHANDLE_TABLE_ENTRY;
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1: kd>dtnt!t_ HANDLE_TABLE_FREE_LIST

e 0x000 FreeListLock : EX_PUSH_LOCK

0x008 FirstFreeHandleEntry : Ptr64 _HANDLE_TABLE_ENTRY

0x010 LastFreeHandleEntry : Ptr64 _HANDLE_TABLE_ENTRY

0x018 HandleCount : Int4B

0x01c HighWaterMark : Uint4B

0x020 Reserved : [8] Uint4B



typedef struct  HANDLE_TABLE_FREE_LIST

{

ULONG_PTR FreeListLock;

PHANDLE_TABLE_ENTRY FirstFreeHandleEntry;
PHANDLE_TABLE_ENTRY lastFreeHandleEntry;

LONG32 HandleCount;

ULONG32 HighWaterMark;

ULONG32 Reserved[8];

}HANDLE TABLE_FREE_LIST, *PHANDLE_TABLE_FREE_LIST;
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Object = Entry->ObjectPointerBits;

Object <<=4;

Object |= 0OxFFFF000000000000;

Object += 0x30;
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NTSTATUS ViewHandle(ULONG32 Processld, POBJECT_INFO Buffer)

{

PEPROCESS EProcess = NULL;

ULONG_PTR Handle = 0;

PHANDLE_TABLE_ENTRY Entry = NULL;

PVOID Object = NULL;

POBJECT_TYPE ObjectType = NULL;



if (INT_SUCCESS(PsLookupProcessByProcessId((HANDLE)ProcessId, &EProcess)))

{
return STATUS_UNSUCCESSFUL;

for (Handle = @;; Handle += HANDLE_VALUE_INC)
{
Entry = ExpLookupHandleTableEntry(*(PHANDLE_TABLE*)((PUCHAR)EProcess + g HandleTableOffset), *(PEXHA
NDLE )&Handle);
if (Entry == NULL)
{

break;

*(ULONG_PTR*)&0bject = Entry->ObjectPointerBits;
*(ULONG_PTR*)&0bject <<= 4;

if (Object == NULL)

{

continue;

*(ULONG_PTR*)&0bject |= @xFFFFO00000000000;
*(ULONG_PTR*)&0bject += 0x30;

ObjectType = ObGetObjectType(Object);

if (ObjectType == NULL)

{

continue;

wcscpy (Buffer->szTypeName, *(PCWSTR*)((PUCHAR)ObjectType + 0x18));
Buffer->Handle = (HANDLE)Handle;

Buffer->AccessMask = Entry->GrantedAccessBits;

Buffer->Address = Object;

Buffer++;

ObDereferenceObject(EProcess);

return STATUS_SUCCESS;

}
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if (wescmp((PCWSTR)((PUCHAR)ObjectType + 0x18), L"Process") == 0)
{

if (*(PULONG32)((PUCHAR)Object + 0x2E8) == Passiveld)

{

Entry->GrantedAccessBits = Ox1FFFFF;

Status = STATUS_SUCCESS;

}

}
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#define PROCESS_CREATE_THREAD (0x0002)

#define PROCESS_VM_OPERATION (0x0008)

#define PROCESS_VM_READ (0x0010)

#define PROCESS_VM_WRITE (0x0020)

#define PROCESS_DUP_HANDLE (0x0040)

#define PROCESS_SET_INFORMATION (0x0200)
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