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理论分析理论分析

下载后是一个文件

给出了两个e，考虑共模攻击。

为了方便后续阅读，做如下变形：

首先通过变换获取只与p，q相关的密文形式，记为
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则

根据欧拉定理知道：

所以

令

如果知道

则由

所以

把两个方程看为两个多项式，第一个

一般化:

只要确定

 def mul(a1,b1,a2,b2):
    return (a1*b2+a2*b1+a1*a2*(Kp+Kq))%N,(b1*b2-a1*a2*Kp*Kq)%N

根据上述等式用多项式的二分乘法把pow(K,e0,N)化成关于K的一次多项式

a0 = 1
b0 = 0
a = 0
b = 1
while(e0):
    if(e0%2):
        a,b = mul(a,b,a0,b0)
    a0,b0 = mul(a0,b0,a0,b0)
    e0 = e0//2
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(a ∗ k+ b )∗ (a ∗ k+ b )=

(a ∗ b + a ∗ b +
a ,b ,a ,b 即可求出解，



化为一次多项式后，有

K = ((c0-b)*inverse(a,N))%N

根据上面方程可以求出p,q。最后求出结果

完整代码完整代码

import binascii
import gmpy2

# 数据
N = 105505147972090189190855626395970289980349478849272766172689292153677504113157945203168037148505500911004204
2862305941413592784512172262204641995787113178705240093999251593300852688916117027326937251842194791262351312945
48787119706541901289970313500513673347826843758751748580989418278226520156936626924327059
c10 = 44594830705726833484542446021626687468793315446440491300242562132383572214838383396893045170251524822879178
1164491435715228808433728755853769459292482276721826688607654159104805670648263160005499963639483388666963215669
48086096629421501295545617054417677393365598002537621340410326525247666639842346491047367
c16 = 44714055038608255661217009118149230833323795474489853825600830897116376207102845946405793287156728475664726
8019696085997341057785463172681189840702873082545207231612527932703727662396938491251145835263832896795774702032
70954263611671265610573237844472924495914342697052049517874123620614228215081764500905625
a1 = 2021
b1 = -529
d1 = 999
a2 = 0x2021
b2 = -0x529
d2 = -0xfff

# 获取cp和cq。
cp = gmpy2.powmod(c16,-b1,N)*gmpy2.powmod(c10,b2,N)%N
cq = gmpy2.powmod(c10,-a2,N)*gmpy2.powmod(c16,a1,N)%N
w = a1*b2-b1*a2
ep = b2*d1-b1*d2+w
eq = a1*d2-a2*d1+w

Kp = gmpy2.powmod(cp,eq,N)
Kq = gmpy2.powmod(cq,ep,N)

c0 = gmpy2.powmod(cp*cq,ep*eq,N)
e0 = w*N+ep+eq-w

def mul(a1,b1,a2,b2):
    return (a1*b2+a2*b1+a1*a2*(Kp+Kq))%N,(b1*b2-a1*a2*Kp*Kq)%N

# 把pow(K,e0,N)化成关于K的一次多项式。
a0 = 1
b0 = 0
a = 0
b = 1
while(e0):
    if(e0%2):
        a,b = mul(a,b,a0,b0)
    a0,b0 = mul(a0,b0,a0,b0)
    e0 = e0//2

# 得到关于K的一元一次方程，求解
K = ((c0-b)*gmpy2.invert(a,N))%N

# 再分解N
p = gmpy2.gcd(Kp-K,N)

a∗ k≡ ,即可求出kbmodN



p = gmpy2.gcd(Kp-K,N)
q = gmpy2.gcd(Kq-K,N)

# 解密
e10 = a1*p+b1*q+d1
e16 = a2*p+b2*q+d2
d = gmpy2.invert(e16,(p-1)*(q-1))
m = gmpy2.powmod(c16,d,N)
flag = binascii.unhexlify(hex(m)[2:])
print(flag)
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