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from Crypto.Util.number import getPrime,long_to_bytes,bytes_to_long
import primefac
import time
from os import urandom
import hashlib
import sys
class Unbuffered(object):
def __init_ (self, stream):
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self.stream = stream

def write(self, data):
self.stream.write(data)
self.stream.flush()

def _ getattr_ (self, attr):
return getattr(self.stream, attr)

Y
i D W N RO

import sys
sys.stdout = Unbuffered(sys.stdout)
def gen_args():

[
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18 p=getPrime(1024)

19 g=getPrime(1024)

20 n=p*q

21 e=0x10001

22 d=primefac.modinv(e, (p-1)*(q-1))%((p-1)*(qg-1))
23 return (p,q,e,n,d)

24 def proof():

25 salt=urandom(4)

26 print salt.encode("base64"),

27 proof=raw_input(“show me your work: ")

28 if hashlib.md5(salt+proof.decode("base64")).hexdigest().startswith("0000"):
29 print "checked success"

30 return 1

31 return 0

32

33 def run():

34 if not proof():

35 return

36 m=int(open("/home/bibi/PycharmProjects/work/whctf/flag","r").read().encode("hex"),16)#flag{*}
37 (p,q,e,n,d)=gen_args()

38 c=pow(m,e,n)

39 print "n:",hex(n)

40 print "e:",hex(e)

41 print "c:",hex(c)

42 t=int(hex(m)[2:][0:8],16)

43 u=pow(t,e,n)

44 print "u:",hex(u)

45 print "===="

46 x=int(hex(m)[2:][0:8]+raw_input("x: "), 16)
47 print "===="

48 y=int(raw_input("y: "),16)

49 if (pow(x,e,n)==y and pow(y,d,n)==t):

50 print "s:",hex(int(bin(p)[2:][0:568],2))
51 run()
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hashlib.md5(salt+proof.decode("base64")).hexdigest().startswith("0000")

AN BAERR, SR E A A 2 T base64 i i md5JT Sk U 42 750000

#!/usr/bin/env python
# -*- coding: utf-8 -*-
__Auther__ = "M4x'

import hashlib
import string

#base6asit 5 175 H
dic = string.ascii_letters + string.digits + "+/"

#ME
salt = '+/DlHw==".decode('base64")

#oe s AL
for a in dic:
for b in dic:
for c in dic:
for d in dic:
proof =a+b+c+d
try:
if hashlib.md5(salt + proof.decode("base64")).hexdigest().startswith("0000"):
print proof
exit(oe)
except:
pass
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x=int(hex(m)[2:][0:8]+raw_input("x: "),16)

y=int(raw_input("y: "),16)

pow(x,e,n)==y and pow(y,d,n)==t
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https://github.com/Gao-Chuan/RSA-and-LLL-attacks#factoring-with-high-bits-known

Lack of some bits and brute them
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1n-=
0x621725fc8ce7ce38c3ff9da9e7d4a9d8764eac78985f5abcf52bbad15f172d76c0d9cc4bB8blbbcd36590bc0050ab492f7df58
404cObcaB8b178e7e0f07c0cO8e46ae63d8248blflcdd3f6cfedb6fcc348b62elcb7b269fc800c77d303ael54elade78a7492158c8
0©818b8b180699e709764d31e08544e9c6dd75788d468ce1288927d5cead336d6a76a9998731e15285c4695550c4db7210d091689
03774ccee5dda6f8d3a502f8eac38a97c0cd84b3c3be87751dfc9f3bbcdec881d20fc7cb0086171a0146b2e11e6883721809e401
b9119c003175920d1962631127dbda84cc781870b7895382c02d726eabc8373e73aec38fPaldad4b8d0060c47511ef75d3

2 p =
0xb447abcd768378f05675b98f4724e934b1a7251749b14b11d3af19d3a47e98dbf90b94a77a0lab76e6a7f99d5b79cfce8e9edf
cc7b626ed0f1699d743fa78bd73ff4a031f904bde

3

4 import string

5 dic = string.digits + "abcdef"

6

7 for a in dic:

8 for b in dic:

9 pp = hex(p) + a + b
10 #p E Aot F102441
11 pp +=

Nelelelollelelelalelelelelalelelalelalelalelelalelalelelalelalelalelelalelalelalalelalelalelelalelalelelalelalelalelelalelalelelalelalelalelelalelalelelalelalelalelelalelalelelalelale lelelelalelale e el o]
000000000
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13 pp = int(pp, 16)
14 p_fake =

pp+0x10000000000000000000000000B000VVBRVVVVVBRVVVVVBRVVVVBRVVVRBRVVVVBBAVNVVRBAVVVBRANVVBBAVVVVBBRRD
00000000000000

15 pbits = 1024

16 kbits = pbits-576

17 pbar = p_fake & (2”"pbits-2~kbits)

18 print "upper %d bits (of %d bits) is given" % (pbits-kbits, pbits)
19 PR.<x> = PolynomialRing(Zmod(n))

20 f = x + pbar

21 try:

22 x0 = f.small_roots(X=2"kbits, beta=0.4)[0] # find root < 27~kbits with factor >= n”0.4
23 print x@ + pbar

24 except:

25 pass

BERH T pdn R


http://sagecell.sagemath.org/

7 Sage Cell Server X

= 0N |(D sagecell.sagemath.org 53] *| (o) @)
S [ZF MM ISLearning [m ISTools W TrickyPC W Tools W Programming [ CTFOJ BE AboutMe | W REHE
upper 576 bits (of 1024 bits) 1s given a

upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
12659689682898394765789721165329432535769417331598636296448354317832768387200634935250622819286193888256206252457315382986746500973317845739913542021588736400977701263
upper 576 bits (of 1024 bits) is given
12659689682898394765789721165329432535769417331598636296448354317832768387200634935250622819286193888256206252457315382986746500973317845739913542021588736400977701263
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given
upper 576 bits (of 1024 bits) is given -
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1 #!/usr/bin/env python

2 # -*- coding: utf-8 -*-

3 _ Auther__ = "M4x'

4

5p =
12659689682898394765789721165329432535769417331598636296448354317832768387200634935250622819286193888256
20625245731538298674650097331784573991354202158873640097770126242122420692167451382029537350347160326661
89414323613790242613717531697843979604409625853777348356827810939640137432278820298916431800157020739

6n =
0x621725fc8ce7ce38c3ff9da9e7d4a9d8764eac78985f5abcf52bbad15f172d76c0d9cc4b08blbbcd36590bc0050ab492f7df58
404c0bca8bl178e7e0f07c0cO8e46ae63d8248blflcdd3f6cfed6fcc348b62elcb7b269fc800c77d303ael54elade78a7492158c8
0818b8b180699e709764d31e08544e9c6dd75788d468ce1288927d5cead336d6a76a9998731e15285¢c4695550c4db7210d091689
03774ccee5dda6f8d3a502f8eac38a97c0cd84b3c3be87751dfc9f3bbcdec881d20fc7cb008617120146b2e11e6883721809e401
b9119c003175920d1962631127dbda84cc781870b7895382c02d726eabc8373e73aec38f0Paldad4b8d0060c47511ef75d3L

7 e = 0x10001

8 c =
0x207b6655efcca22c8fff836c81c7400d23df0d6121d9f3ed349c8cavPacd9b3464ael7cdcfclf64bab3f73cel0596527F20F60
823e227edd12cbef4667bd8a7fd3318dfb78ad51de45228aa5e2dbBecf57eb8b839c643760abf760e223cc25fala55320ddd5¢c94
07a6dledc562f62176535f8ce619e2b9b33eelb49baela398e9c02f947ad2c6d48a9a4a811f9bb518280ad298b8bf7e68a6580F6F
66€144452637429805b09926bb6d17581dcf9857828423e3b1ldfe6f00450f1dab63b9bb709e456569e3108879393de254411883aa
7743adb669f5dcct9059ca494692d4addd2c7619dboOb07e08d6a3d6bf18897da74653cbbd0e84012f15a6¢c7b675a2d07f4L

9

10 import libnum

11 import gmpy2

12

13g=n/p

14 assert n == p * q

15

16 d = gmpy2.invert(e, (p - 1) * (q - 1))
17 m = pow(c, d, n)

18 print libnum.n2s(m)
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