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import re

S "000. 0., 0000, P0PO., PO, PO, 0. B, BBB. 0000, 0. OO, 000, 000, POBO. B, 00LO"
", "o","0"]
mow

dic dict(zip(a,b))

pattern = re.compile(' ("’ "|'.join(a) )

S pattern.sub(lambda a:dic[a.group()], s)

print(s)
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def b2ten(string):
split = re.findall(r'.{7}', string)
ten []
for i in split:

ten.append(int(i, base=2))

return ten
_t= '0000011000000000101010110111001011000101100000111001100100111100111001"
private_key= 'helloworld’
map(ord, private_key)
b2ten(bin_t)
for i in range(len(a_ten)):

c.append(a_ten[i] b2ascii[i])
print ''.join(map(chr, c))
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import numpy as np
S 'CULTREABDFGHIKMNOPQSVWXYZ"
print(np.array(list(s)).reshape(5, 5))
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numpy R & 5 s AT ASE B B el 72, E AT

S 'udJIZm12VYVulWkdxXXs2NelDV5VOXEs2ZdZ7W1SNbVrm9eNDS1aFXGO1F* "
arr np.array(list(s)).reshape(19, 3).T
arr[[0, 1], :] arr[[1, o], :]

f arr.flat
tmp o

for item in f:
tmp item
dec base64.b64decode(tmp[ :len(tmp)-1])
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s 'a74be8e20b’
chars = string.ascii_letters + string.digits

for i in chars:
for j in chars:
for k in chars:
for n in chars:

psw "key{"' i+ 3 k + n "}

md5 hashlib.md5(psw.encode(encoding="utf-8")).hexdigest()
if s in md5:

print(psw, md5)
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cipher = (ax+b) mod 26
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import math
from Crypto.Util.number import inverse

def rev_a(m):
a - []

rev_a []

for i in range(1, m 1):

if math.gcd(i, m)
a.append(i)
for i in a:

rev_a.append(inverse(i, m))

return rev_a
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with open('txt', 'r') as f:
f.read()

if i is s[@]:
count 1
else:
if count 0:
exp str(count)
count 0
exp i
else:
exp

if count 0:

exp str(count)
exp = exp.replace('//', '/')
print(exp ‘\n' 4, int(eval(exp)))
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import binascii

)
hex(a)[2:][:-1]
El binascii.a2b_hex(a)
print a
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fRIEAR B HE R AY, WALMITE Ble = 65537(0x10001)
n=0xA41006DEFD378B7395B4E2EB1ECIBF56A61CDIC3B5A0A73528521EEB2FB817A7

-modulus -in warmup -in public.pem

2EB1ECO9BF56A61CDOC3B5A8
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FAmsieve (yafuth47) 43f&nf5 3|
p =258631601377848992211685134376492365269
q =286924040788547268861394901519826758027

B C\Windows\System32\cmd.exe

Jlog.csdn.net/q

int(gmpy2.invert(e, (p-1)*(q-1)))
import
_k = rsa.PrivateKey(n,e,d,p,q)

en ( - ) as f:
t(rsa.decrypt(f.read(), pri_k).decode())
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N = 920139713 E = 19,4 #N, 753

fac: factoring 920139713
fac: using pretesting plan: normal

fac: no tune info: using gs/gnfs crossover of 95 digits

div: primes less than 10000
fmt: 1000000 iterations
Total factoring time = 0.0421 seconds
***factors found***
49891
18443

920139713
96849619

for i in f:
result.append(chr(pow(int(i),d,n)))
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https://ctf-wiki.github.io/ctf-wiki/crypto/attack-summary/attack-mode/

import re

with open('ciphertext.txt', 'r') as f:
content = f.readlines()
e =[]
for line in content:
res = re.findall('~\d+', line)
if len(res) 0:
e.append(int(res[0]))

n 1351768305828849457081754198983300542603417304320469914490672509302750602166218145078102928897914789996197402
6585928813475729492563771611720793448033306243524451657599256473455360518533727402461048045401797161366443193804
54884518397455488002758429914465640804944658049262500561494830899678619427468784748988379

def divisors(m, n):
C 1
while c

return m

if _ _name__ ' main__':
for i in range(len(e)):
print(str(i 1) ot str(divisors(n, e[i])))

:130383718557755148365995! 3728166671103633520203033965827703187246607
87:1
G8:1
88:1
lee:1
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p=1303837185577591483699557809372816667110363352020303396582770318724660720703927396842550129656931
7295959057439253867586769212037981452712871242668046329877

2. itHq
q=n/p, 153

q=1036761584024024284537194145362337382122705376553275299430612787694642100686214760072532434060788
9088707606730457021312059130583835286311559997627141422127
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import hashlib

q 103676158402402428453719414536233738212270537655327529943061278769464210068621476007253243406078890887076067

30457021312059130583835286311559997627141422127
m hashlib.md5()
m.update(str(q).encode('ascii'))

enc m.hexdigest()

print('key{' enc| :8] 1Y)
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import binascii
import hashlib
from Crypto.Cipher import AES

b'venusCTF'

iv hashlib.md5(IV.encode(encoding="utf-8")).hexdigest()
(KEY * 4).hex()
'a80d5eb43508e549f83e2e254c0akf0644be58f453baced4afta777c4cd1b7575"

ik binascii.unhexlify('76656e757343544676656e757343544676656e757343544676656e7573435446")
key = binascii.unhexlify(key)

iv_ = binascii.unhexlify(iv)

@ binascii.unhexlify(c)

aes = AES.new(key_ , AES.MODE_CBC, iv_)

print(aes.decrypt(C))
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